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About Integrated Security

Issuetrak sites have traditionally been deployed using a combination of SQL credentials and
various Windows accounts that had ownership over the product's web folder, IIS application
pools, Windows Services and Scheduled Tasks. The release of Issuetrak 14.6 introduced
support for Windows Integrated Security (referred to henceforth as Integrated Security),
which allows for sites to be deployed and run entirely by one Windows account.

There are multiple benefits to utilizing Integrated Security for an Issuetrak site. Some of
them are:

e Bolstered Security
e |mproved Interoperability with clustered environments

e Conformance with best practices for environments that are heavily dependent on
Windows domain authentication and integration

What's done differently when an Integrated
Security site is deployed?

Lots of things!

1. The connection strings for MVC, API, and Classic sites are deployed so that they
reference the Integrated Security user that you selected during deployment

2. The sites that use Integrated Security in IIS are placed in a common application pool
that runs under the authority of the Integrated Security user
a. When deploying new Integrated sites via the IDM, the API applications will be

placed in an "Issuetrak Integrated API Pool" and the MVC applications will be
placed in "lssuetrak Integrated Main Pool"

3. Windows Services and Scheduled Tasks are deployed to run as the Integrated Security
user

4. The web folder permissions are set to the Integrated Security user

Requirements

Make sure your environment can meet these needs beforehand.

The Integrated Security user that you designate needs to be a Domain-authenticated service
account and:

1. Exist before deploying the site
2. Have "Access this computer from the network" rights for BOTH Web and SQL servers



3. Have "Log on as a service" rights on the SQL server
4. Have "Log on as a batch job" on the Web server

Additionally:

e |f you have a single site using Integrated Security, then all sites on the same version as
that site must also use Integrated Security if the site takes advantage of any of the
default Issuetrak scheduled tasks and services. See "Caveats and Limitations" further
down for more details.

Caveats and Limitations

There are some things that you should be aware of before deploying a site with Integrated
Security.

1. All sites using Integrated Security on a server for the same Issuetrak version must use
the same Integrated Security user.

This is because all sites on a given version are processed by that version's set of
scheduled tasks and services, which are all deployed to run as one particular user.
That user needs to have access rights to all of the sites running that version, which
necessarily means that the account running these tasks and services must be the
same Integrated Security user.

2. In addition to the point above, non-Integrated Security sites coexisting with the same
version of sites that use Integrated Security will have scheduled tasks and services
processing for their site that are running as the Integrated Security user.

3. Sites running the same version but without Integrated Security CANNOT share the
same application pool in IIS.
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The Benefits of Customer Training

When you purchased Issuetrak software, you had a specific problem that needed to be
resolved. Setting up your system and training your team are critical steps toward
implementing Issuetrak successfully. And, if you're the system administrator, you're probably
responsible for all of the above. Studies show that when customers are better trained, they
get more out of the software. And the more they get out of the software, the longer they'll
remain customers.

Additionally, well-trained customers are happier.

How do you learn the intricacies of how to set up your Issuetrak site? That's where our
Professional Services team members come in.

"When we enter your world we become immersed in how you
operate and what you actually need to do."

Mike Wright
Issuetrak Senior Consultant

What Type of Training is Best for You

You can do training sessions via remote web sessions or have one of our consultants come
out to your location. Since these sessions or onsite visits are specific to your company, the
team can focus on your goals.

The web sessions, known as JumpStarts, give you a brief walkthrough of every feature
within Issuetrak. During your first session, our consultants will talk with you about your goals
and the challenges your business is trying to resolve. They will make suggestions on which
features to enable and pull on their decades of experience to guide you through which
structural entities are best for your business. Subsequent sessions explain more about how
features interact and any best practices on their configuration. These sessions work great if
you're already familiar with tracking software, or have a finite goal in mind.

Onsite visits allow you to spend time with our consultants face to face and build real
relationships with them. With no time constraints, information flows freely back and forth. In
addition to going over comparable material from the JumpStarts, all stakeholders can get a
chance to have input on any future business plans that might impact the Issuetrak
implementation. Sometimes, customers find that there are additional ways that Issuetrak
can help their business, beyond their initial goals. These visits are perfect for larger
implementations or anyone who wants more detailed assistance and training during the
configuration process.
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Several customers have opted to do both. This allows you to begin to transfer information
with your consultant while getting the basics handled during the JumpStart portion.
Normally, you'll have your first two JumpStart sessions, followed by the onsite visit, with a
follow-up web session after the consultant leaves. The JumpStart portion is basically the
same, although it may be slowed down to accommodate more detailed information to be
shared. Then, during the subsequent onsite visit, that time can be used for detailed
consulting and assistance building out more advanced configuration pieces, such as
workflow processes.

Ultimately, you decide which training works for you and your company. Issuetrak Senior
Consultant Paul Harris says, “I'm here to find out how you need to use Issuetrak and give you
the best recommendations to make that happen.”

The Importance of Ongoing Training

There are three main reasons why you would want to consider ongoing training:

1. Issuetrak adds new features

All cloud customers, as well as on-premises customers with valid maintenance plus
agreements, have access to all updates and upgrades that Issuetrak makes. With
those upgrades come new features or changes in current functionality. While the new
features may not impact your business directly, there may be other times where you
want to take advantage of the latest and greatest options. With hourly consulting
available, you can spend as little as an hour or as long as you need to go over the best
way to implement features into your existing Issuetrak site.

2. Turnover in administrators or agents

Staff turnover is a way of life. It's possible that the original administrator of Issuetrak is
no longer with the company, or perhaps the main agents that used Issuetrak have
moved on to other positions. With new employees coming on board or changing
positions, as part of their training, you can set up some time with Issuetrak’s
consultants to review any gaps in knowledge. Issuetrak offers a two-hour remote
session called a Tune-Up that's perfect for new administrator training.

3. Change in business needs

Business needs change over time. Other departments may see the benefit you get
from Issuetrak and may want to see whether it can help them as well. Even if you know
exactly how to configure or adjust your Issuetrak site for your needs, other groups
coming into the site may need a different feature or tweak to the structural settings
that you're not familiar with. An hour with the team can tell you how easy or difficult the
changes will be. Longer consulting engagements or onsite visits allow our consultants
to be with you every step of the way.
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Because your company is unique, your sales engineer can discuss which options will work
best for your company. Or you can reach out directly to the Professional Services team.

SPEAK WITH A PRODUCT
EXPERT

"You can pull on our knowledge of Issuetrak and best practices to
work for you."

Mike Wright
Issuetrak Senior Consultant
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Ways to Utilize Issuetrak Consulting

Whether you're new to Issuetrak, or someone who's used the software for years, there's
always another process that needs updating, a newly released feature you're not sure of, or a
new department that wants to reap the same benefits as your team. The challenge is finding
the time to plan, implement, and test everything you want to accomplish.

Fortunately for you, Issuetrak offers consulting services to help! Time can be purchased by
the hour or in blocks, and the services can be performed either at your location or via remote
web sessions.

There are many reasons to consider consulting services that go beyond standard training
sessions. According to Forbes magazine, consulting helps you incorporate ideas beyond the
scope or skills of your existing staff. That's what Issuetrak’s Professional Services team is
here to do!

You can leverage the team'’s information, knowledge, and assistance to maximize your
Issuetrak implementation, making you more productive and efficient!

"When | consult with a customer, | have time to solve
problems using Issuetrak. Often the result becomes a new
process that helps to support their business for a long time.
Solving customer problems is what makes me feel good
about my job."

Mike Wright
Issuetrak Senior Consultant

Issuetrak offers consulting services designed with you and your business in mind. Here are
a few options other customers have taken advantage of:

Workflow

This could be as simple as helping set up the flow of issues from one department to
another, or more complicated as setting up decision-based processes that involve multiple
departments across your company. The team will share best practices and suggestions
based on their decades of experience by asking leading questions, potentially finding gaps in
your current process. Going beyond the initial process, they will help you build it out within
your Issuetrak site, explaining as they go and making sure the implementation is sound.



New or Expanding Usage

Once you start using Issuetrak, you may have other groups or departments that want to take
advantage of the same benefits you've received. It's possible that they can be incorporated
into the same site, or they may need a separate site. Your company may also undergo a
merger, picking up new affiliates, or blending into a new parent company. The Issuetrak
team can help you make the best determination on what should be modified based on the
needs of everyone involved and then work with you to implement the needed changes.

As Issuetrak continues its long-standing tradition of implementing customer suggestions
into features within the product, you may want assistance in implementing those new
features. Or you may be ready to take advantage of features you weren't able to use during
your initial implementation. Business needs change, and Issuetrak’s flexibility along with
guidance from the team makes sure you're able to roll with the punches and stay productive.

Site Administration and Configuration

Small businesses frequently have limited time and resources. Some customers elect to set
up recurring consults with the Issuetrak team to be used in 15-minute increments when they
need something changed within their site. So if you need to add or deactivate users, build
out workflow processes, or even get assistance doing the site configuration, consulting
services give you the opportunity to have someone experienced do the work for you!

Pre-Launch Consulting

Consulting services aren't just for customers who have been using Issuetrak for a long time.
Prospects who are in the evaluation stage can take advantage of the experience and
knowledge the Issuetrak team has. Whether it's helping develop your proof of concept or
working from the initial needs analysis to the configuration and implementation planning,
this team helps with it all.

General Consultations

No question is off-limits to the Issuetrak consulting team. You can talk to them about any
usage question, have them check the accuracy of your process workflows, get them to help
with APl or data import preparation, or show you how to build specific reports to meet your
requirements. Then there’s always the famous “sanity check” where a customer asked the
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team to review what's been set up just to make sure nothing got missed or left out.

Concluding Remarks

The goal of Issuetrak consulting is to make sure you get the most out of your Issuetrak
implementation. Because your company is unigue, your account manager can discuss
which consulting options will work best for you. Or you can reach out directly to the
Professional Services team.

SPEAK WITH A PRODUCT
EXPERT

"I enjoy working with customers that take advantage of our
consulting services. Rather than just teaching them Issuetrak,
I'm working within their business processes and helping them
configure Issuetrak in the way they envision it solving their
needs."

Paul Harris
Senior Product Engineer
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Implementation Guidelines

This article provides a high-level, general implementation plan for Issuetrak, including
installation and configuration. Every installation varies and may not directly follow this
guideline.

1. Communications

Time Frame: 1 - 2 days

After purchasing Issuetrak, you'll receive a series of emails. The information varies
depending on your chosen deployment option.

Issuetrak Instructions for Cloud Customers — This message contains your next steps,
including what to expect and basic contact information.

Issuetrak Download Instructions for Premises Customers — This message contains links
to the documentation, Issuetrak installation zip file, and your Issuetrak license key. It also
contains additional information explaining the next steps and basic contact information.

Scheduling your Professional Services Training — You will receive an email with a link to
schedule your JumpStart training. Simply select a date and time that works best for you! You
will want to have access to your cloud site or have installed Issuetrak on your servers before
scheduling. If you purchased onsite training along with or in place of your JumpStart, you
should determine a tentative date for the Issuetrak trainers to be at your location.

Please save the information from these emails to a safe location for future reference.

2. Install Software

Time Frame: 1 hour - 1 day

On-Premises Customers
Customers installing Issuetrak on their servers will need to:

e |dentify the hosting IIS server and SQL server. Please verify any prerequisites or
system requirements.

e Access your download instructions email, which contains installation files and a
license key needed during your installation process. Please save this to a secure
location for future reference.

e |nstall the software using the installation files. The installation utility walks through
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creating a User ID and password to access your newly created site.
Cloud Customers

There is no installation required for customers hosting Issuetrak on our cloud servers. A link
to access your site and login credentials will be emailed to you.

Contact Support

If you are unable to connect or open the Issuetrak site, or you would like assistance
performing the installation, please contact the Support Team by email at
support@issuetrak.com or call 757-213-1351. The Support Team can also assist with the
setup of incoming email, outgoing email, or linking the Active Directory module. They will
assist in getting basic information in place and ready for configuration.

3. Gather data / Get Started

Time Frame: 1 - 3 days
Initial Site Review

Log into Issuetrak the first time, click through the menus, and take a look around. Become
familiar with the layout and the way the site works. If you have any problems or concerns,
contact Support immediately.

Before meeting with Professional Services, you can start going through the Settings
Lightbox, focusing on the System submenu. Reference the product documentation on any
specific page by using the help icon in the top bar.

Prepare for Your Professional Services Training

Use the Scheduling email to reserve your spot for your JumpStart session. If you purchased
onsite training, you can set up a time to discuss your goals and timeline with your Issuetrak
trainer during your JumpStart session. Before meeting with Professional Services, think
about the following:

e Who will your administrators be? These are the users that should attend the training to
learn how to set up and configure the software. They will also decide what options and
features are enabled.

e What types of Issues will you be logging? Think about what your Issue Categories need
to be.

e How do you want Issuetrak to represent your users or customers in the site so that you
can control their access and then report properly once issues are logged?

e Be prepared to discuss your business use case with the Issuetrak trainer. Provide them
with any documentation, process maps, or specifics that you feel will help prepare for
your sessions or set up your Issuetrak site.
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4. Configuration with Professional Services

If you purchased onsite training in place of or with a JumpStart, then a general training
itinerary is used. Before your on-site training, you will be contacted by your assigned trainer.
They will confer with you to discuss your specific needs. A training outline and list of
deliverables will be provided to you. If your onsite training is in conjunction with JumpStart,
you can schedule the JumpStart training using a web session first. You can then use your
onsite time to get into more details of the configuration, including in-depth consultation to
map your business practices or train your users.

JumpsStart Training - these training sessions are scheduled as needed to assist you in
configuring your site and training your Administrator User or Users.

JumpStart Session One — Begins with a discussion on how you want Issuetrak to work for
you. The Professional Service trainers will use this information to develop instructions for the
setup and configuration of your site. This session covers:

e Entities — Includes Organizations, Users, and Groups. It may include optional
Departments and Locations. Your Trainer will help you decide how to use each
entity to organize and report on your issues. Getting this right gives you a strong
foundation moving forward.

e |ssue Types — Provides the categorization needed to organize your Issue
records.

e System Settings — Reviews each page, making sure one-time settings are
accurate and all necessary features and optional fields are enabled to make
Issuetrak more powerful. Highlights System Colors, License Key, and Hours of
Operation.

¢ |ssue Notification — Reviews outbound system notifications and emails sent by
role and event.

At the end of this session, you may be assigned homework by your Trainer to gather and
enter information into areas of the site. This information will allow you to test the system as
you become more familiar with Issuetrak.

Additional Sessions - Your trainer will schedule additional sessions as required to complete
your site setup and training. They normally begin with questions and follow-up from the
previous session. Once your Trainer responds to any concerns or questions, he or she will
discuss the advanced features of Issuetrak. Once configured, these features are used to
provide automation and better control of your processes. The trainer will discuss the
following items if needed in your site:

e Auto-Assignments
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e Workflows

e |ssue Templates

e Scheduled Issues

e Purchased Modules (such as Active Directory, Asset Management, Incoming
Email)

e Calendar

e Knowledge Base

e Reporting

5. Testing and Documentation

Time Frame: 1 - 2 weeks

After the setup and configuration are completed, a normal testing period usually begins. This
allows for testing your configuration, email, and user permissions. As testing progresses,
begin to develop the training materials needed to introduce Issuetrak to your user base.

Formal end-user training is normally conducted by your staff and focuses on your specifics
of Issuetrak. If you prefer to have the Professional Services Team involved in end-user
training, discuss the options with your salesperson.

It's recommended to roll out only to a small group of users after the initial training phase is
completed. This allows you to implement Issuetrak in a controlled environment, sharpen
procedures, and manipulate configuration data to best achieve your goals. If needed, contact
the Support Team for assistance.

6. Final Release

Total Implementation Time: 11 - 26 days

After testing and training are completed, the software can be released to all users. Some
customers find it useful to set up a test site to conduct training and to provide a testbed for
future upgrades to your Issuetrak software. This is allowed under your license agreement
with Issuetrak. If you are a Cloud customer, you will need to request this from the Support
Team. They can provide additional information about test sites.

After you have rolled out your Issuetrak site to your staff, our teams remain ready to provide
any assistance you require. The Support Team handles any technical issues that come up,
and the Professional Services Team can assist with any usage questions you need to
address.
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Support Resources

If you have any questions or would like the assistance of our product experts,
please do not hesitate to contact us with any questions.

SPEAK WITH A PRODUCT
EXPERT
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Term Dictionary

If you are new to Issuetrak, the terms we use may be overwhelming. In some cases, the
words we use may mean different things to different people. This document will give you a
repository of the major terms used within Issuetrak. We'll start with the most basic terms
and work through the more advanced ones.

Term Definition

Issue is a generic term that describes a unit of work in Issuetrak. The label for
this may be changed in your site, so it appears as Item, Work Order,
Request, Ticket, Complaint, etc.

Navigation

Bookmarks Bookmarks is a feature allowing you to mark a page for single click
access in the site. They are added using the 'Bookmark' flag next to the
title of the current page. You can specify a custom title for each that can
be navigated to by clicking the corresponding link in the Bookmark menu.
You may rename Bookmarks by clicking the edit icon next to them.
Additionally, you can re-arrange them by simply clicking and dragging
within the section.

Related Links  Related links is a section that appears in certain Administrative areas
within Issuetrak at the bottom of the quick menu. When present, it will
always contain links to other features that are closely related to the
feature you are currently viewing.

Settings A pop-up window that appears when you click on the Settings gear icon in

Lightbox the upper right corner of Issuetrak (if you have the right permissions). It
provides Sys Admins (and users with lesser Administrative permissions)
with the ability to quickly navigate to any configurable system setting in
Issuetrak. A Settings Search box is included in the upper right, which
allows you to quickly search the Settings Lightbox for the exact setting
that you want to adjust. The Settings Lightbox is responsive to different
screen resolutions and window sizes, and will auto-adjust to fit under most
circumstances.

Left Menu The left menu is a collapsible sidebar that is present on every page in
Issuetrak. It contains logos, the "New Issue" button, and several
permanent links beneath that. The Bookmarks section is found towards
the bottom of the left menu, and underneath it is a toggle for collapsing
and expanding this menu.

Quick Menu  The visible sidebar on the right that provides links to action and visibility
options for the visible feature or issue you are viewing. The options will
change as you navigate the application. At the bottom of the sidebar will
be the Related Links section (if applicable to the current page) that will
contain links that are related to the area of the product that you're working
in. The whole menu can be collapsed or expanded using the toggle at the
bottom of it.

Sidebar A collapsible set of links to the features of the application. Issuetrak has
the Left Menu and the Quick Menu (on the right).

Gear Icon Quick Link in the upper right that opens the Settings Lightbox.

Users and Groups



User is a record that represents an identifiable account in issuetrak. They
normally are associated with anyone who sends or receives an email, or
who may be responsible to perform actions on an issue. It stores contact
details, as well as permissions that determine what the user can access
and do within Issuetrak. Below are fields that help define a user in

Issuetrak
Record Type

End User has a role in the site or on the issue. They may also
access issues through reports or searches. Users
with the record type User can log in, and send, or
receive email from Issuetrak.

Template is a record used only to create other users. Not an
active user account, these records have no access
to the site and perform no role on the issue.
Provides sample information and permissions to a
user-type record.

User Type

End User is a user in Issuetrak with no agent-level
permissions. May be granted access to log in, or
may simply send and receive emails.

Agent is a user with any one of the following permissions:
e Can assign or be assigned primary issue
ownership

e Can assign or be assigned Next Action
secondary ownership

e Can submit issues on behalf of others

e Can perform administrative actions within the
site

The number of Agents allowed in your system is
controlled by your software license key.

User Roles define the relationship between the user and the issues.
Enterer is a person logging the issue

Submitter is a person with the problem that the issue is
created on behalf of

Assignee is an Agent user or Group that is the owner of the
issue
Next Action is an Agent User or Group assigned secondary
ownership
Task Assignee is a User or s Group assigned to a step within a

process on an issue

Group is a collection of users for a purpose. Each group is assigned a type that
determines who can be added to the group. Groups have four main
functions within Issuetrak:

Permission all the members of the group inherit the permissions
inheritance of the group
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Assignment

Round Robin

Restriction

Email

is used when you want to associate the assignment,
next action, or tasks to multiple users

an agent group designation that instructs Issuetrak
to assign issues to members of the Group. The
Assignment rotates to all members of the group in
order. Users in a Round Robin group are ordered by
UserlD.

are values such as issue Types, Knowledge Base
articles, Issue Templates, and Task Groups may be
restricted to only the members of the group

if you need to email issues or Knowledge Base
articles to multiple people, you can send it to the

group

Group Membership Type

Any

Agent

means there are no restrictions on what users may
belong to this group. Agent-level permissions are
unavailable to be selected.

means only users designated as agents may belong
to this group. This group is allowed access to agent-
level permissions, and any agent added to that
group inherits those permissions.

Permissions  control what each user can do within Issuetrak. Granted at the user level
and/or through Group membership.

Parameters are settings on the user record that determine record attributes.

Active

CanLogIn

Sys Admin

Show Debug

Suppress All
Email

Authentication

this parameter may be used to report and respond
to issues. Users without this checked are no longer
able to be used in the site but are maintained for
historical purposes.

users may fully use the web site and view
information. Users who are active but cannot log in
can be used as submitters on issues.

this parameter can be granted only to Agents by
another user with this parameter. This grants full
control and an unlimited view of the site. They are
the only users that can make modifications to all of
the settings in the System section of the Settings
Lightbox.

use only when directed by Issuetrak’s Support
Team. It displays the information needed for
troubleshooting.

this parameter turns off all mail going to this user
from Issuetrak

when the Active Directory module is enabled, this controls whether the

Type user record will be authenticated and updated directly in Issuetrak, by
Active Directory, or by AD Federated Services.
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Building Blocks

Organizations

Departments

Locations

are structural containers for holding users, issues, and assets.
Organizations can be used to control the visibility of issues and users in
Issuetrak. These containers normally represent companies you support or
need to interact with Issuetrak.

Internal an organization may be marked as "internal only".
Organizations Members of an "internal only" organization can only
view users of their organization and they may only
view issues of their organization. User permissions
may override this restriction

Additional creates a parent/child relationship between
Organizations organizations. The additional organization’s issues
and users may then be seen by users in the parent
organization.

are optional structural containers associated with users, issues, and
assets. Can be used to control the visibility of issues and users in
Issuetrak. Provides reporting capabilities, but does not appear as a value
on issues. They normally represent a business department.

Internal departments can also be marked "internal only".

Departments Members of an internal-only Department can only
view users and issues from their department. This
restriction can be based on whether the issues are
assigned to or submitted by other users in the same
department. The “Restrict to...” setting in Features
controls whether this restriction is by the
department of the submitting user, or by the
department of the "Assigned To" user.

Responsible allows an issue to be associated with a named

Departments department. It overrides the normal view of the
issue by the department and creates another
reporting variable.

are optional structural elements that can be associated with a user and
display as a value on the issue. Is not involved in determining issue
visibility. It typically represents offices or buildings associated with your
company.

Regions is a structural element tied directly to locations. Can
be used for reporting, but does not appear on the
issue record.

Issues — Standard Features

Types

the classification of an issue for reporting. Required to be associated at
the submission of all issues. Types also determine which issue form will
display when the type is selected. Subtypes may be enabled to allow
greater granularity.

Tool Tips a message that may be displayed to users based on
the selection of a type or subtype on the issue.

Subtypes are optional levels of classification going beyond
issue types. There are four levels available that
create a hierarchical structure with issue types.
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Issue
Template

Priority

Issue Forms is a feature that allows an administrator to change
which fields are displayed and required. It allows the
administrator to change the order the fields appear
to a user. Issue Forms are assigned to issue types,
so selecting the type on the issue loads the
appropriate issue form.

Screen customizable text positioned on the
Text issue form.

Section customizable headers that divide
Headers sections of your issue form.

is a template used for submission of issues that allows for field values,
individual tasks, or task groups to be pre-populated. Access to issue
templates is determined by permission as well as group and organization
restrictions

is a value representing the urgency of an issue. May be selected by any
user with a role on the issue and the permission to select the priority. A
default priority can be set at the system level to apply to newly submitted
issues when the submitter doesn't have the permission to change it.

Issues — Optional Features

Attachments

Causes

Classes

Solutions

Substatus

User Defined
Fields

Tasks

Task

Task Group

Process

Task Manager

Automation

allows files to be linked to issues, assets, users, projects, and Knowledge
Base articles. Any type of file may be attached. There is no restriction on
the number of files that may be attached to a particular item.

is a dropdown field to capture the reason why the issue occurred.

allows a broad categorization of issues that can be filtered on the
dashboard and in reports.

is a field filled out during issue closure that describes how the issue was
resolved. Allows administrators to create a drop-down list of pre-filled
values to handle repetitive resolutions.

is a value representing stages in the issue lifecycle.

are fields within Issuetrak set up by administrators specific to their needs.
There is no limit to the number of fields available to be created. Field
types include text, large text, drop-down lists, yes/no, integer, number,
issue association, hyperlink, and date fields.

a single item of work that needs to be completed before the issue can be
closed. Tasks can be assigned to a user or group. Each task can either be
marked when complete or can have a Yes/No/NA response.

is a defined collection of tasks that may be added to an issue or triggered
in response to another Yes/No/NA task.

a list of tasks that need to be completed to close the issue.

the engine that allows you to build individual tasks or add task groups to
an issue. It is used to build all task workflows and processes in Issuetrak.
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Auto
Assignment

Workflows

Last Activity

Process Order

Substatus
Rules

allows you to assign an issue based on predefined conditions.

allows you to build rules that modify an issue or email users based on
criteria on the issue record. Workflows operate by what time the issue
was submitted or how long the issue has been idle.

the last time the issue was edited and saved to change a value, or when a
task was marked as completed, or a note added.

the order that the rules are applied to the issue.

is an ability to change substatus values from one to another by an event
occurring on the issue. Also used to pause the system clock on an issue.

Additional Capabilities

Standard Features

Calendar

Global Issues

Email
Notifications

Incoming
Email

Issue Hub

enabled users may create events and reminders. Agent users may also
create Out-of-Office events to control routing of issues to another agent.

issues that are linked together to work as a collective unit. Global issues
can be configured to update values on the linked issues as new issues are
linked. Global issues can also cascade changes made to the global issue
to the linked issues.

automated email messages sent to the users involved with an issue.
Email notifications are automatically generated based on events that
occur within an issue. When an event occurs, emails are sent to users
based on the role they hold on the issue.

a processor that converts email into new issues. The processor can also
add notes to existing issues when it receives a reply to a system-
generated notification.

Email Tokens a combination of text and tags that tell the Incoming
Email processor to update specific fields within an
issue.

Blocked allows specific attachments to be blocked from

Attachments future processing. Common examples of blocked
attachments are company logos or social media
icons.

Private Notes The Incoming Email Module allows email replies

sent from Issuetrak to be parsed and added as
Notes on the sending Issue. By default, the Notes
added to the Issue will be set to public. However,
there is an exception: in a case where a User has the
user permission “Can view and add Private Notes,”
and where “Private” is enabled on the Defaults page
located in the System area of the Settings Lightbox
(see Notes Default section). If this combination is
true, then the Notes added through Issuetrak email
replies will be set to private.

A tool to provide a customized view of issues and manage them. May be
set as a home page.
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Issue Audits

Admin Audits

Knowledge
Base

Projects

Scheduled
Issues

Service Level
Agreements

Base Filter A view of issues, showing columns and or a filtered
view that serves as a basis for a customized view.
See details on the Feature Documentation icon.

User Filter A refined view of the base filter created by the
logged in user. Users cannot permanently modify a
base filter. See details on the Feature
Documentation icon.

Issue Hub A tool to enable and disable new and existing views
Settings on the Issue Hub in the System area of the Settings
Lightbox .
Feature This is a button with a bold 'i' present when editing
Documentation any view in the Issue Hub. Clicking on this will
Icon display a pop-up explanation of the behavior of

views, columns and filters.

captures detailed changes made to the issues, such as who changed a
value, when they changed it, and what the original value was. May be
viewed from either the issue or from the Settings Lightbox.

captures detailed information about changes made to your issuetrak
system. Admin audits cover non-issue related changes in many different
areas of the system. The areas covered include changes to the System
area of the Settings Lightbox, including features and defaults, as well as
entities such as user accounts, permissions, groups, and changes to
group memberships and many other areas of the system.

a container that allows for the creation of searchable content in article
format. Each article may be associated with a category or subcategory.
Articles may be public or viewable only by those with the appropriate
permission. Categories or individual articles may also be restricted by
group or organization membership.

allows issues to be associated with a particular project ID. Projects may
have associated hours, dollars, categories, and substatus. Dashboard
reporting is available by Project and Project Category.

pre-filled issue template that submits issues automatically on a defined
schedule.

used if you are required to respond to and/or resolve issues in a certain
timeframe. They can be based on either who submits the issue or who the
issue is assigned to.

Response Time  allowed time for someone other than the issue
submitter to add a public note in reply to the issue.

Resolution Time  allowed time to close the issue.

Severity rates the issue’s impact on the organization. By
using the link to service levels and associated
agreements, ultimately determines the required
issue response and resolution times.

Service Level set of terms defining applicable days and time,
response, and resolution times specific to each
severity.
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Agreement applies a service level and a default severity to an
issue. Agreements can be applied by organization,
group, or asset.

In Compliance issue responded to within response time and closed
within resolution time.

Out of Compliance issue not responded to within response time or
closed after allowed resolution time.

Add On Functionality

Identity Allows Issuetrak to use external authentication methods with Microsoft
Management  and other third-party identity management services.

Active Directory  Allows for importing and updating of users from
(LDAP) Microsoft Active Directory into Issuetrak. Controls
user authentication on login.

Active Directory  Allows Issuetrak to perform claims-based

Federated authentication to an Active Directory domain.
Services
Azure AD Allows Issuetrak to perform claims-based

authentication to an Azure AD-hosted domain.

Open Allows Issuetrak to perform claims-based
Authorization authentication to a third-party OAuth 2.0 / OIDC
(OAuth 2.0) / identity provider.

Open ID Connect
(oibC)

API Application Programming Interface that allows external systems to
integrate with Issuetrak. Its capabilities allow for adding, editing, and
deleting issues.

Asset Allows you to enter, track, and manage assets. They may be associated
Management  with issues for reporting.

Asset A record, thing, or entity with value to an
organization. An asset can be linked to a User,
Organization, Department, Location, or issue for
combined reporting.

TrakPC/ScanPC  Issuetrak’s proprietary application used to scan and
audit Windows-based computers. Used to populate
and update PC Assets.

TrakMac Issuetrak’s proprietary application used to scan and
audit Macintosh OS based computers. Used to
populate and update PC Assets.

Billing Allows for the association of multiple line items to an issue to provide
hourly and materials rate information.

Products/Services A service charged as a set value or hourly rate, or a
billed material.

Work Order Billing and materials line items that may be printed
and verified but aren't yet invoiced to the customer.
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Surveys

Chat

Reporting
Basic Terms

Field

Record

Table

Dataset

Total Time
Open

Adjusted Time
Open

Reporting Tools

Invoice A work order that has been converted into a billing
statement or exported to be used with an external
accounting program.

Questionnaires that can be sent manually or automatically to measure the
quality of service or gather information.

An integration that provides a support channel within your Issuetrak site.
Based on your configuration, a floating button can appear, allowing
visitors to initiate a chat session with chat agents.

Chat Agents Users that have been given access to receive and
respond to incoming chat messages.

Widgets The interface that visitors use to initiate chat
sessions with chat agents. Multiple widgets can be
configured, with different options and chat agent
assignments.

Chat Widget ID Obtained from the Settings section of the Admin
Portal; required to have the chat widget appear on
your Issuetrak site.

Chat Portal Where agents log into to see incoming chats,
previous chats, and stats about availability, etc.

Admin Portal The page where admins can adjust various aspects
of their Chat Widgets and Chat Agents.

is a piece of information stored within Issuetrak. It could be data from an
issue, user, asset, etc.

is a collection of fields. Each record displays as one row. A record can be
an issue, a user, an asset, a task, or any other item that you need to report
on with your selected fields displayed.

is a collection of records containing similar data, such as the Organization
Table or User Table.

is a collection of multiple fields from related tables selectable for reporting
purposes. For example, to report on User information, selecting the Users
dataset pulls fields from the Users, Organizations, Departments, and
Locations tables.

is a calculated value that represents the time elapsed from the Entered On
Date/Time to the Closed Date/Time for closed issues. Open issues use
the run time of the query or the report instead of the Close Date Time for
the calculation.

adjusts the Total Time Open when certain conditions apply. First, the
optional feature substatus must be enabled. Second, a substatus value
must be set to pause the issue time in the Issuetrak Automation Rules.
Paused Time is the total time an issue uses a paused time substatus.
Total Time Open minus Paused Time results in Adjusted Time Open.
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Saved
Searches

Summary
Reports

Report Writer
Query Builder

Report Writer
Report Builder

Scheduled
Reports

Google
Analytics

an option allowing a user to save the current search criteria to be used
again in the future. Output options allow for multiple formats, and sorting
may be done on up to three columns. May also be used to create
scheduled reports.

pre-formatted reports that summarize data over a selected time.

allows you to select a dataset, create a filter, determine the fields that you
would like in your output. Each query may be used to build multiple
reports.

allows for formatting a Report Writer Query into a recognizable report. A
Report Writer Report can be grouped, ordered, and totaled for
presentation. Report Writer Reports can be viewed within Issuetrak or
exported to Excel or CSV format.

ability to schedule the delivery of Report Writer Reports and Saved
Searches. Scheduled Reports are emailed to designated recipients.
Scheduled reports are normally filtered by the recipient's permissions in
Issuetrak. Scheduled reports can also be sent to non-user email
addresses for unfiltered results.

allows integration between an Issuetrak site and Google Analytics. This
leverages a free set of digital analytics tools from Google. Google's tools
can assist you in gaining a deeper understanding of the customer
experience on your site.

Analytics ID Required for Issuetrak to provide data to your
Analytics account. The Analytics ID is Obtained via
your Google Analytics portal.
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Resources List

To help you become familiar with Issuetrak, we have provided you with a reading list of
articles and resources to help you. The list below is broken down into sections so that you
can focus your attention on articles that will benefit you as a User or an Agent in Issuetrak.
We would suggest that you begin with the Term Dictionary to help you become familiar with
terms that you will find used in the articles in this list.

Resources
Issuetrak Help Center On-Demand Webinar
Traktips Issuetrak - Term Dictionary

Resources - Training and Professional

Services Worksheet - Jumpstart Configuration
Benefits of Issuetrak Training

Ways to Utilize Issuetrak Consulting

User training videos

Video Tutorial - Navigation Video Tutorial - Submitting Issues
Video Tutorial - My Issues Video Tutorial - Searching Issues
Video Tutorial - Working with Issues

Basic Features

About the Dashboard About Users
Email Notifications About Groups
About Reports About Organizations

Advanced Features

About Automation Custom Record Table - Usage Notes
About the Dashboard Users and Groups

About Global Issues Email Natifications

About Tasks Email Tokens

Service | evel Agreements About Report Writer

Custom Record Table- When to Use

Advanced Features - Process and

Workflow Process - Employee Offboarding and
About Tasks Onboarding
How Issuetrak handles Workflow Process - Change Management Workflow

Management

Advanced Features- Modules
About the Billing Module About the Asset Management Module
About the Surveys Module

Best Practices
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https://helpcenter.issuetrak.com/home
https://www.issuetrak.com/resources/training
https://www.issuetrak.com/vod-webinars/
https://helpcenter.issuetrak.com/home/2419-term-dictionary
https://helpcenter.issuetrak.com/home/2415-the-benefits-of-customer-training
https://helpcenter.issuetrak.com/home/2416-ways-to-utilize-issuetrak-consulting
https://helpcenter.issuetrak.com/home/2423-configuration-and-training-with-jumpstart
https://youtu.be/QWIhMRjTEog
https://youtu.be/rpnhEhK55oE
https://youtu.be/2yF3HEJyeH8
https://youtu.be/Yys2uTlYSEc
https://youtu.be/4spF3WFaJK4
https://helpcenter.issuetrak.com/home/2216-reports-dashboard
https://helpcenter.issuetrak.com/home/2088-email-notifications
https://helpcenter.issuetrak.com/home/2215-reports
https://helpcenter.issuetrak.com/home/2037-users
https://helpcenter.issuetrak.com/home/2048-groups
https://helpcenter.issuetrak.com/home/2024-organizations
https://helpcenter.issuetrak.com/home/2052-business-rules
https://helpcenter.issuetrak.com/home/2216-reports-dashboard
https://helpcenter.issuetrak.com/home/2176-global-issues
https://helpcenter.issuetrak.com/home/2159-tasks
https://helpcenter.issuetrak.com/home/2136-service-level-agreements
https://helpcenter.issuetrak.com/home/2420-special-function-table-when-to-use
https://helpcenter.issuetrak.com/home/2421-special-function-table-usage-notes
https://helpcenter.issuetrak.com/home/2037-users
https://helpcenter.issuetrak.com/home/2088-email-notifications
https://helpcenter.issuetrak.com/home/2103-email-tokens
https://helpcenter.issuetrak.com/home/2428-about-report-writer
https://helpcenter.issuetrak.com/home/2159-tasks
https://helpcenter.issuetrak.com/home/2425-how-issuetrak-handles-workflow-management
https://helpcenter.issuetrak.com/home/2413-how-to-use-tasks-groups-for-employee-onboarding-and-offboarding
https://helpcenter.issuetrak.com/home/2412-how-to-use-tasks-groups-for-change-management-workflow
https://helpcenter.issuetrak.com/home/2269-billing-module
https://helpcenter.issuetrak.com/home/2277-surveys-module
https://helpcenter.issuetrak.com/home/2245-asset-management-module

Best Practices - Billing Module

Best Practices - Expanding Usage
Best Practices - Visibility Controls

Best Practices - Report Writer

Videos

Video Tutorial - Adding Users
Video Tutorial - Advanced Task Groups

Best Practices - Tasks and Processes

Best Practices - Time Zone Adjustment in

the Cloud

Best Practices - User Permissions

Video Tutorial - Escalation Notifications

Video Tutorial - Running Reports

Video Tutorial - Auto Assignments

Video Tutorial - Scheduling Reports

Video Tutorial - Changing the Issuetrak L ogoVideo Tutorial - Substatus Rules

1o Your Logo
Video Tutorial - Creating & Using Issue

Video Tutorial - Task Group Basics

Video Tutorial - Employee Onboarding

Templates
Video Tutorial - Creating Groups &

Managing Members

Video Tutorial - Creating Queries
Video Tutorial - Creating Reports
Video Tutorial - Issue Forms
Video Tutorial - Workflows

Video Tutorial - Simple Checklist

Video Tutorial - User ID Maintenance

Video Tutorial - Using the Dashboard

Video Tutorial - Working with Tasks
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https://helpcenter.issuetrak.com/home/2269-billing-module
https://helpcenter.issuetrak.com/home/2417-best-practices-expanding-issuetrak
https://helpcenter.issuetrak.com/home/2426-visibility-controls-best-practices
https://helpcenter.issuetrak.com/home/2428-about-report-writer
https://helpcenter.issuetrak.com/home/2418-best-practices-working-with-task-and-processes
https://helpcenter.issuetrak.com/home/2427-best-practices-time-zone-adjustment-in-the-cloud
https://helpcenter.issuetrak.com/home/2040-user-permissions
https://youtu.be/MEIgLbNkBZI
https://youtu.be/2ksLJn21GPU
https://youtu.be/x9qgB5DluwA
https://youtu.be/wfl6zVgmGIs
https://youtu.be/Pis7AwD9MVY
https://youtu.be/N645_XOn3dQ
https://youtu.be/EnrmtMpOLeA
https://youtu.be/ZhsYCCwJ4Z4
https://youtu.be/ucvf8H-nIgs
https://youtu.be/5JJBoSM3un8
https://youtu.be/oL_mNkhLuXg
https://youtu.be/6yuZqTTWZGg
https://youtu.be/SHsGzgPEMlE
https://youtu.be/0JdNZ7IilkE
https://youtu.be/DjzWAGr-HVA
https://youtu.be/LYG6fV9Pqjo
https://youtu.be/k4OMz_jw_tQ
https://youtu.be/sg78pufOJDA
https://youtu.be/p820ihprTnk
https://youtu.be/wxn8Kqq4jOw

HTML Enhancement Options

When using Issuetrak, the look and feel of the site are important as it helps provide additional
information or better expresses the usage and usability of the site for your users. Whether
this is the login screen having additional text or images or issue submission screens having
text advising what information needs to be filled out, having the ability to customize the text
using HTML code is helpful to better customize your site to your needs.

HTML can be added in multiple locations, however, some locations do have a character limit
which may limit the amount of additional formatting that can be added.

HTML code allows for you to add additional functionality to your site, for example:
e /magesthat can not only be used as images, but as links to take a user to another
page in your site or article in your Knowledge Base.
e Collapsible field sections allowing text or additional information to be hidden and once
clicked, expanded to show additional details.

Locations that can have HTML code added

It is possible to add images wherever HTML code can be added to a screen.

Note: Images must be placed in a publicly accessible area in order for them to load to a user.
The easiest way to do this is through a Knowledge Base article used as an Image

Repository.
Screen Location to edit

Login Screen Click thegear icon in the upper right > click onSite
Appearance beneath System.

Home screen for Click thegear icon in the upper right > click onSite

Agents Appearance beneath Systemn.

Issue Forms Click thegear icon in the upper right > click onlssue Forms
beneath /ssues > edit the screen in question >Add Screen
text.

Email Notifications Click thegear icon in the upper right > click onCustom
Messages beneath £mai/> select theEvent you wish to edit,
such as on note for when a note is added to an issue.

Knowledge Base e For existing articles: Select Knowledge Base from the

left menu > locate the article to be edited > in the right
context menu select edit.

e For new Articles: Select Knowledge Base from the left
menu > Select Add from the right context menu.
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Adding Images

If you are not adding an image directly to a note or description field in an issue, the best way
to host and display images on your Issuetrak site is to upload them into a Knowledge Base
article and reference the file by copying the image address and pasting it into the source
code (Tools > <>Source Code) at the location where you would like to have the image
appear.

Edit or create a new article and follow these steps:

1. Setup your article normally. Add an article title, category, and tags as you see
necessary. You may want to consider making the article private if you'd like to restrict
access to your image library.

2. Inthe article description field, press the "Insert/edit image" icon ( g ) to upload a new
image.

3. Follow the prompts to upload your image. The safest way to ensure your image will
appear is to choose the "Upload" option and select an image from your computer.

4. After uploading your image, it will appear in the article description field. Repeat the last
few steps as many times as you need to upload all of the images you desire. You can
always edit the article to add more later.

5. Save or Update your article. You should be directed to viewing your updated article
with all of the images you've uploaded so far.

6. From this view, right-click on an image and select "Copy image address";

Use this image URL address combined with simple HTML to add images throughout your
Issuetrak site. Most text fields accept HTML. Experiment with what looks best and don't be
afraid to try interesting combinations!

The Login Screen and the Home Screen for Agents will need to have the code directly added
to the field as these fields have a character limit that may cause your image to not render
correctly, or they may not render at all.

In the below code example is an example of the format needed in order to have these images
added to these screens.

» Example Code

» Example Login Screen

v Example Knowledge Base Article
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Using Images to Customize Your Site

You may have noticed the variety of images we utilize throughout the default Issuetrak configuration. If you'd like to use images to customize parts of your site, like the login
screen or issue submit screens, continue reading below.

The best way to host and display images on your Issuetrak site is to upload them into a Knowledge Base article {like this one for example]. Edit or create a new article and
follow these steps:

1. Set up your article normally. Add an article title, category, and tags as you see necessary. You may want to consider making the article private if you'd like to restrict the
access to your image library.
In the article description field, press the "Insert/edit image” icon ( @ ) to upload a new image
Follow the prompts to upload your image. The safest way to ensure your image will appear is to choose the "Upload” option and select an image from your computer.
. After uploading your image, it will appear in the article description field. Repeat the last few steps as many times as you need to upload all of the images you desire. You
can always edit the article to add more later.
Save or Update your article. You should be directed to viewing your updated article with all of the images you've uploaded so far.
6. From this view, right dlick on an image and select "Copy image address”.

P

o

Use this image URL address combined with simple HTML to add images throughout your Issuetrak site. Most text fields accept HTML but use caution on smaller fields, or fields
with character limits. Your images may not render correctly or they may not render at all. Experiment with what looks best and don't be afraid to try interesting combinations!

Image Library

RS You i swip our loap with T\ This i your Site Tele This test s duplayed seross Youcansdd s scond oo
Your campany's lego! lssetrak. You can change it under Site Appearance. to the right sde if you want!

Collapsible Sections

As seen throughout this article there have been sections of text and code that have beenin a
collapsed state but could be expanded to see additional details.

These collapsible sections can also be added to Issuetrak's and Knowledge Base to help
organize text, provide example documentation, or highlight specific information that would
otherwise make a screen harder to read.

This code must be entered through the Tools > <> Source code option in the Rich Text
Editor in order to properly format it on the screen.

1. To add a collapsible section to an Issue Forms or Knowledge Base article we want to
start by going to Tools > <> Source code.

2. Copy and paste the following code to the code editor screen, if there is a different
background color you wish to use, you can edit the background-color section to the

Hex code for the color desired:

» Text to click to open the collapsed section

Save the changes.

On the Rich Text Editor, you should now see a collapsible section that was created.
Edit the text to your desired text or additional HTML as you wish.

Save or Update your article. You should be directed to viewing your updated article
with all of the images you've uploaded so far.

o ok w



Below is a code example to create collapsible fields in the Issue Forms.

» Example Code Output

Custom links to other locations

While having a link on a page may be helpful to navigate to pages in and outside of Issuetrak,
having a link look like a button or an image can help dramatically with the look and feel of
your site.

To add a custom image link to Knowledge Base articles or your Issue Forms:

1. In the description field, press the "Insert/edit image" icon ( Eq ) to upload a new image.

2. Follow the prompts to upload your image. The safest way to ensure your image will
appear is to choose the "Upload" option and select an image from your computer.

3. After uploading your image, it will appear in the article description field. Repeat the last
few steps as many times as you need to upload all of the images you desire. You can
always edit the article to add more later.

4. Highlight the Image you want to turn into a link and click the "Insert/edit link" icon ( (4?)
and follow the prompts.

5. Save or Update your article. You should be directed to viewing your updated article
with all of the images you've uploaded so far, if you click on the image now it will take
you to the URL input into the link.

Below is some sample code that we use on our Support site that appears in our Issue
Forms. This code creates links that look like buttons that can be used to direct users to
different areas in Issuetrak.
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Welcome to Issuetrak!

Please use the links below to access information from our
Help Center:

class="trak-link-1" target="_blank">Navigation

class="trak-link-1" target="_blank">Issue Hub
class="trak-link-1" target="_blank">Submitting Issues
class="trak-link-1" target="_blank">Searching Issues

class="trak-link-1" target="_blank">About Issuetrak

Learn how to configure this message &

v Example Code Output

Welcome to Issuetrak!

Please use the links below to access information from our Help
Center:

Navigation Issue Hub Submitting Issues Searching Issues About

Issuetrak

Learn how to configure this message

Use CSS to Override Dark Mode Colors

This section only applies to On-Premises customers, and all customizations will be
cleared during site upgrades. We do not recommend customizing the CSS in Issuetrak.

You may find that certain content in your site doesn't look quite the way you want it when
you're in Dark Mode, such as KB articles. If you find that something doesn't look quite right,
you can use CSS to override the way it looks in your site.
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https://helpcenter.issuetrak.com/home/2434-issuetrak-navigation
https://helpcenter.issuetrak.com/home/1996-issue-hub
https://helpcenter.issuetrak.com/home/2000-submitting-issues
https://helpcenter.issuetrak.com/home/2001-searching-issues
https://helpcenter.issuetrak.com/home/2435-about-issuetrak
https://helpcenter.issuetrak.com/home/2011-site-appearance
https://helpcenter.issuetrak.com/home/2434-issuetrak-navigation
https://helpcenter.issuetrak.com/home/1996-issue-hub
https://helpcenter.issuetrak.com/home/2000-submitting-issues
https://helpcenter.issuetrak.com/home/2001-searching-issues
https://helpcenter.issuetrak.com/home/2435-about-issuetrak
https://helpcenter.issuetrak.com/home/2011-site-appearance

While we do not recommend adjusting the CSS for your site, if you feel that you must do so,
then please know that you should:

1. Make sure you know how CSS works. Teaching the basics of CSS is beyond the scope of this article,
but there are many tutorials that can teach you how CSS works.
2. Perform the following steps in a test site to avoid causing trouble with your production site!

Where is the CSS that Controls Issuetrak’'s Overall Look?

Issuetrak uses a set of CSS files in the root of the web folder to determine the look-and-feel
of the product. The ones we are most concerned with in this article are:

1. Issuetrak.css - This contains the CSS classes for the bulk of the product. Many of the classes in
this file reference custom CSS properties (specifically colors) that are in the Dark Mode CSS file.

2. issuetrak_dark_theme.css - This contains the alternate color definitions (custom CSS properties)
that are referenced only when Dark Mode is enabled.

3. issuetrak_default_theme.css - This contains the default color definitions (custom CSS properties)
that are referenced when Dark Mode is disabled. We won't be adjusting these in the examples
below, since this section is focused on Dark Mode.

With the knowledge of the two files above, we will build small examples to demonstrate how
it works further below.

Pre-made CSS Classes

Before we dive into the nuts and bolts of the example exercises, you should know that we've
already created some CSS classes to help you keep your site customizations legible while
they are viewed in Dark Mode. Issuetrak has developed four CSS classes that you can apply
anywhere that you can customize the HTML in your site:
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trak-alert-div-1 {
width: 100%;
padding: 15px;
background-color: #fffce6;
background-color: var(--trak-alert-div-1-background-color);
border-radius: 8px;

trak-alert-header-1 {
font-size: 18px;
font-weight: bold;
color: #eb1b00;
color: var(--fail-text);

}

trak-link-1 {
white-space: nowrap;
background-color: #E9E9E9;
background-color: var(--trak-link-1-background-color);
border-radius: 14px;
padding: 5px 15px;
margin: 0 10px;

trak-link-2 {
white-space: nowrap;
background-color: #f6f6f6;
background-color: var(--trak-link-2-background-color);
border-radius: 14px;
padding: 5px 15px;
margin: 0 10px;

Of particular note is .trak-link-7, which you can apply to site appearance customizations in
place of inline styling. Text with this class applied to it should render noticeably better when
viewed in Dark Mode than when the class isn't applied.

In this first example, you can see site customization code without the trak-link-1 class
applied, as well as a screencap that shows the site customization in Dark Mode is harder on
the eyes and more difficult to read:

https://helpcenter.issuetrak.com/articles/2340-Current-Release-Notes" target="_blank"
rel="noopener">View the release notes

G

And below, you can see the same site customization has been modified to instead apply the
trak-link-1 class, and the screencap below it which displays a much improved appearance
and legibility.

https://helpcenter.issuetrak.com/articles/2340-Current-Release-Notes " target="_blank"
rel="noopener">View the release notes
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View the release notes

Example Exercise 1: Adding a New Custom CSS Property

This section describes how to create a new custom CSS property that will be applied to an
element of your choosing when Dark Mode is enabled.

Steps.

1. Open your Issuetrak site's web folder.
2. Open the file issuetrak_dark_theme.css in an advanced text editor such as Notepad++. This file
contains the styling that makes Dark Mode what it is.
a. Add a custom CSS property to this file within the :root element. Give it a unique name. This

custom property will be applied only when Dark Mode is active. Save the changes you made.
For example purposes, let's add custom property named generic-background with a value of
#630b0b. Such an entry will turn any future associated element dark red, and the entry will
look like:

--generic-background: #630b0b;

3. Open the file Issuetrak.css in an advanced text editor such as Notepad++. This file contains most
of the CSS styling used in Issuetrak.
a. We now need to associate the custom property we defined above with a CSS class defined in
this file. To further our example, we will apply the custom property to the dashboard panels.
Do a CTRL-F to search for ".dashboard-panel {", then add the following new line within the
class and save the file:

background-color: var(--generic-background);
4. Navigate to your Issuetrak site and take note of its normal Dashboard background color.

5. Now click on your username in the upper right corner and choose Enable Dark Mode.

Note that the Dashboard background is now dark red.

Example Exercise 2: Adding a New CSS Class

This section describes how to create a new CSS class that you can associate your custom
CSS property with, then subsequently use in HTML to reduce reliance on inline styles. We
will utilize the custom CSS property that we defined in the previous section.

Steps:

1. Open your Issuetrak site's web folder.
2. Open the file Issuetrak.css in an advanced text editor such as Notepad++.
3. Create a new class and then save the file. In this example we will call this class red-bg.

.red-bg {
background-color: var(--generic-background);

}

4. We now have a new CSS class. But since it's brand new, nothing in Issuetrak is associated with it.
You can apply this class to anything in Issuetrak that you can define in an HTML
tag, such as fields on the Site Appearance screen or in Knowledge Base articles. In this example,
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let's enclose the entire content of a KB article in a
that specifies our new class:

In this example article, we will discuss the merits of pastries and why you should consum
e them.

1. They are delicious.

2. You can have them for breakfast.
3. You can have them for lunch.

4. You can have them for dinner.

5. You can obtain all of the calories that you need to exist by consuming pastries.

Most of the pastries this author has encountered were baked. However, there are fried va
rieties as well: Donuts and funnel cakes. These fried varieties should be seriously consid
ered as a primary source of sustenance.

You will now have an article that looks 'normal’ when Dark Mode is disabled but will be
displayed with a dark red background when Dark Mode is enabled.

In this example, we enclosed the content of the entire article in our custom CSS class. But
you can target individual elements in a similar

(or other HTML tag) to achieve more focused results. Additionally, multiple properties can be specified in
your custom class, or you can choose to specify multiple classes in any

(or other HTML tag) to stack the properties that you want. There's a large degree of design freedom to
achieve the results that you want.
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Rich Text Editor Limitations for Copying and
Pasting

Problem

Images from certain sources, such as Microsoft products, must be copied and pasted into
Issuetrak in isolation - if text is also copied with the image, only the text will paste.

Cause

There is a limitation with the Rich Text Editor we utilize in Issuetrak. We selected our editor,
TinyMCE, because they are a leader in this space. Unfortunately, TinyMCE has elected to
support this functionality in a higher tier than we have currently licensed, and we are unable
to pass the cost of implementing this onto you, our customers.

Solution

We are going to investigate whether there are alternative Rich Text Editors we can
implement in replacement of TinyMCE.

Workaround

Going forward, images can be copied and pasted into Issuetrak separately.
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Configuration and Customization of Issue
Submission

The Issue submission process is by far the most impactful setup process within Issuetrak.
This is where all of the fields needed to collect, organize, and present information are placed
to allow your workflows to process smoothly. Once configured, it is possible to re-configure
the issue submission screens as the needs of your organization change.

This article will help direct you through the various processes needed to create and maintain
your issues and issue submission processes.

Information Gathering

Before we enter Issuetrak and start adding or changing settings, you will need to know what
information to gather in order to process your issues. It is a good idea to draw a layout so
you can visually see what fields you want to place on the screen and determine what
additional information you would like to gather.

e There are several required fields needed to create any issues, such as Enterer,
Submitter, and your Issue Types. Do you need additional fields or need to provide
additional information to users?

e What Issue Types and associated Subtypes do you need to record?

e |s there any additional information that can be placed into fixed fields to gather and
present data, rather than having to be present in your descriptions or notes?

Terminology and Functionality

There are 3 main methods to submit issues in Issuetrak, more information about these
methods is provided later in this article:

e Manual submission by a user logging into the site and clicking on “New Issue”.

e Sending an email to a mailbox configured to process messages into issues within the
site.

e Using the API to push issues from a separate application or form into Issuetrak in
order to be processed.

Regardless of the method by which they are submitted, there will be specific information
from this initial submission needed in order to process the issue.

It's best to be familiar with several terms going forward:
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Term Description

Pre-Submit Form If enabled, when a user clicks on "New Issue" a simpler
submission screen appears that will ask the user for basic
information and to select an Issue Type or Template, based
on the setting selected.

Issue Types Descriptive categories such as Product Support, Customer
Relations, Shipping, IT, Operations, Administration, etc.

Subtypes Detailed sub-categories of specific issue types and higher-
level subtypes.

User Defined Fields Custom fields that can be added to Issuetrak by
administrators to allow additional information to be provided.

Issue Forms Allows you to customize the information displayed on
different Issues Types, as well as the required fields that apply
to those Issues Types.

Issue Templates When an issue is submitted, Templates will pre-define
appropriate information and values for those issues, such as
the Subject, Description, Issue Type, Subtype, Priority, Email
Distribution List, Attachments, etc. They also allow you to pre-
define the necessary workflows involved, such as the
Assigned To, Next Action, Tasks, etc.

Overall Issue Submission Customization Flow

Step 1. Gather information

e Decide what information each issue should collect. This will help you determine what
fields and features will need to be configured later.

Step 2. Plan layout

e Determine where you would like specific fields, text, logos or images to be placed.
e (Optional) Determine if you want to use the Pre-Submit screen for users.

Step 3. Setup Issue Types and Subtypes

e |ssue Types are tied to Issue forms to change what content and fields are displayed.

Step 4. Build User Defined Fields

e These will largely be determined by the planning decisions you made in the earlier
stages.

Step 5. Create Issue Forms

e Using HTML encoding you can add images, links, buttons, and text to your Issue
screens. This is where the layout for each issue type is determined and what fields are
required.
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Step 6. Associate Issue Types with Issue Forms

e Fachissue type is associated with a particular issue form.

Step 7. Create Issue Templates

e These will make issue submission easier and more intuitive. During the process of
creating issue templates, you can pre-populate some of the fields with suggestions of
information that users should include when they submit an issue.

Issue Submission Methods

As noted above there are 3 main methods that an issue can be submitted. Each of the
submission methods has a large number of permissions and limitations on their utilization. It
is recommended to read their supporting articles for details and the limits involved.

Direct login and submission

This method is used when a user (via either an Agent or an End User account) logs into the
site and clicks on the New Issue button in the top left of the screen. From here they will be
prompted to fill out the information in order to submit the issue. If the user has the
permission Can view and select from Issue Templates when submitting issues, then they
will see a dropdown where they can select an Issue Template with pre-filled fields or tasks
added to the issue, which can ease the issue submission process.

The visibility of fields and the ability to select items are both determined by the user's profile
and permissions, as well as the restrictions placed on the fields used in the issue form.

If the Pre-Submit Form is enabled, then a simplified issue submission screen is initially
provided and prompts the user to select an Issue Type and/or an Issue Template, depending
on the option selected, once selected the screen will refresh and the Issue Form or Template
selected will appear.

Incoming Email

This submission method is used when a user sends an email to a mailbox configured to
process issues into the site.

Our Incoming Email Overview article goes into more detail on exactly what permissions and
capabilities are available with Incoming Email.

API

The APl is used when an external application directly pushes data into the site for issue
submission and updating. The APl is used to allow an external application to interface with
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Issuetrak to automate or integrate processes. The API does not just cover issue
submission- a large part of our application can be integrated with an external application
using the API.

The API requires a developer to create application code to facilitate the translation of data
from the external source to and from Issuetrak.

Best Practices

There are several questions that should be asked during the information gathering process
that will help determine what changes are needed for later steps of editing Issue Forms and
Templates.

e \What are the needs for the form you are creating?
e Thereis a default Issue Form that is created with your site. Does this pre-built form fit
your needs?
e What needs to change?
e What needs to be added?
e Think about mapping your process flow. What do you envision this will look like?
e Draw a rough sketch of how you would like the issue screen to appear.
o Are there notes to the user?
o Are there images?
o Are there links or buttons?

SPEAK WITH A PRODUCT
EXPERT
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Staged Release Notes

“issuetrak 15.4

g

~ help desk | customer support | complaint management release date 08.23.2022

Issuetrak 15.4 is here, and it's a well-rounded release containing new additions, updated
features, and bug fixes.

First off, 15.4 is a massive facelift to Issuetrak's mobile view. Navigating around an Issuetrak
site using Android and iOS now feels a more modern, while still supporting our full Identity
Management suite for authenticating to Issuetrak. When using the mobile site, the login
screen also now features an "Add to Home Screen" function, making it easier to add your
Issuetrak site to your mobile device's home screen with just a tap.

We're also introducing a new area of the product that we're calling the Restrictions screen.
This is a centralized page that allows Sys Admins to see every part of the product that has
visibility/access restrictions applied to it. Sys Admins can quickly and easily jump to any
restriction and make changes to it with a simple click.

There's more to 15.4 than just what we've mentioned above, so please keep reading to learn
more!

Mobile View

The mobile view of Issuetrak has long remained unchanged, but today's release
addresses that. Not only have we refreshed the look of the mobile view, we've also
made some subtle changes and additions to functionality.

Add to Home Screen (A2HS)

The mobile view login screen now has added functionality that makes it possible to
add your Issuetrak site to your device's home screen. This requires a mobile browser
and your site to use HTTPS in order to work.
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Identity Management

The mobile view will now work with all forms of identity management, and not just
Issuetrak authentication.

Switch to Desktop / Switch to Mobile

We've also included a link on the login screen that allows you to toggle between the
desktop and mobile experience of your site.

Restrictions

Have you ever...

e Wanted to find every issue type restriction in your site in just a few clicks?

¢ Needed to see every task and task group restriction without going through every
single one of them?

e Needed to run a report of every visibility restriction configured for your site?

Well, now you can easily do all of those things and more!

We've added a new A/ Restrictions feature, which provides the ability to display and
jump to every visibility restriction in your Issuetrak site from one centralized location.
We've even added a new Restrictions data set to the Report Writer.

You can get to the A/l Restrictions screen by navigating to the settings lightbox, then
find and click on Restrictions under Tools.

It's never been easier to view the visibility restrictions in an Issuetrak site! Click here to
learn more about this new functionality.

Custom Links

The Custom Links functionality has been improved with the ability to restrict visibility
of Custom Links based on group and organization membership.

Custom Links have also been included on the new A/l Restrictions screen with all of the
other visibility restrictions for ease of access and monitoring.
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Report Writer

We're also including enhancements and new data sets for the Report Writer:

e Clearindication of who has shared access to queries and reports
e User Type is now a filterable field in the Users-related data sets
NEW Survey Responses / Issues data set

NEW Configuration / Tasks data set

NEW Configuration / Task Groups data set

Incoming Email

If a Google IMAP mailbox failed to connect or authenticate, then all subsequent
mailboxes configured in IEM would not be processed.

Outgoing Email

Resolved an issue where OEM would stop working if there was a SQL error processing
a message.

Report Writer

e |ssue links that were contained within scheduled reports would redirect to the
user's issuetrak homepage rather than navigate directly to the issue.

e Areport exported as a CSV file with "Group by" set to "Issue Next Actioned On"
would appear blank.

Search Issues
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Removed invalid export options for "Task Assigned to" issue searches.

Security

Resolved two XSS (Cross Site Scripting) related bugs that could have allowed arbitrary
JavaScript code to be executed on an Issuetrak site.

Tasks

e Added "Time entered on Task" field to the "Issues/Tasks" and "Issues/Available
Tasks" datasets in Report Writer.

e Removed VBScript code that caused extremely long page load times in issues
with large task groups.

Users and Groups

When merging duplicate users, it was possible for the resulting user to have multiple
copies of the same group if both original users were a member of the same group.

User Interface

A 500 error would appear when adding a new submitter on an issue and there were
more than 32767 organizations.
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Total / Adjusted Time Open

This article explains how Issuetrak calculates the "Total/Adjusted Time Open Mins" via the
value stored in the database. It is not recommended to use this value directly from the
database for reporting purposes, as we will explain.

What is TotTimeOpenMins?

TotTimeOpenMins is a fraction of the total number of minutes in a single day (1440). If the
value for TotTimeOpenMins is 1, then that would mean 1440 minutes, which is T day.

If the value is "0.933333333333333" then it can be multiplied by 1440 to get the total number
of minutes (rounded, that would be 1344) that the issue has been open for. 1344 divided by
60 minutes yields 22.4 hours.

Formulas

x = Value in table
1440(x) = Time in minutes
1440(x) / 60 = Time in hours

When viewing an issue inside Issuetrak, the value for Total Time Open is displayed as
HH:MM. This particular calculation (22.4) is therefore displayed as 22:24. The .4 part of 22.4
does not represent 40 minutes; it's 4 tenths of an hour (60 min * .4), which is 24 minutes.

One very important thing to keep in mind is that the I1ssuesTimeOpen table is updated
constantly by Issuetrak. When someone accesses an issue, we calculate the TotTimeOpen
for that issue and update the table accordingly. If a report involving the field
TotTimeOpenMins iS run using Report Writer, then the TotTimeOpen for all the issues is
calculated and will appear on the report, and the table will be updated accordingly.

Why is it a bad idea to use this value for reporting?

If no one has accessed the issue or ran a report involving that issue, and you try to grab the
field from the database, it will be out-of-date. Therefore, the IssuesTimeOpen table should
not be relied upon for SQL queries outside of Issuetrak to determine how long an issue has
been open. IssuesTimeOpen is mainly a special table specifically designed for Issuetrak.

If it's imperative that this information be gathered outside of Issuetrak, then it will be
necessary to review the stored procedure sp_lssuesTimeOpen_Upd for more information. This
requires an advanced understanding of SQL and the Issuetrak database schema.
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IDU Verb Documentation

Introduction to IDU Verbs

In order for the IDU to perform useful work, we need to tell it what to do. This is
accomplished through the use of verbs. Only one verb may be specified at runtime. Each
verb has its own set of parameters that are either required or optional. If a verb is invoked, it
must be placed before any verb parameters. You may choose from the list below to jump to
a specific verb's documentation, or you can find more about Issuetrak Deployment
Fundamentals here.

Deploy
GenerateDeploymentConfiguration
GenerateAPIKey

ApplyLicenseKey
VerifyConfiguration
DecodelicenseKey

GetSiteDetails

VerifySQLCredentials
GetlISConfiguration
VerifyDotNetHostingBundlelnstalled

Deploy

The verb Deploy will deploy Issuetrak with the options specified.
\issuetrak.deployment.utility deploy -c yoursite.json -x database

Verb parameters:
-i, --site

Deploys the sites specified by a space-separated list of site names. If this parameter is
omitted, then all sites listed in the JSON will be deployed. Sitename consists of the name of
the root website and the full IIS application path separated with a period, as well as the
spaces and slashes replaced with periods.

-X, --context

Specifies which machine the deployment is running on. Valid options are “web”, “database’,
“services” and “all”. If this option is omitted, it will default to “all”. Note that the JSON must
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provide administrative SQL authentication regardless of which context is specified. This is
because the IDU performs a mandatory check of the site version prior to attempting
deployment. Additionally, please note that the ‘web' and 'services’ contexts can only be
deployed on the web server at this time.

-¢, --config

Specifies the path and filename of the JSON configuration file. If no name or path is
specified, the IDU will look in the root of the distribution for deployment.json.

-d, --distro

Specifies the path to the folder containing the distribution. If this is omitted, the path
specified in the JSON is used. If the JSON doesn't provide a location, then the folder the IDU
is run from is assumed to be the distribution.

--agree-to-terms-of-service

Pre-emptively acknowledges the Issuetrak Terms of Service before beginning deployment. If
this parameter is not specified during deployment, the IDU will prompt the administrator to
agree to the Terms of Service before proceeding.

Usage Example 1

\issuetrak.deployment.utility deploy -c yoursite.json -x database
Deploy Issuetrak using the JSON file yoursite.json, but only using the database context.
Usage Example 2

\issuetrak.deployment.utility deploy -d “C:\temp\Issuetrak.xxxx" -c yoursite.json -i sitel site2

Deploy Issuetrak from a particular distribution folder, using the JSON yoursite.json, but only
the sites named site1 and site2 designated within the JSON. Since no deployment context is
provided, all contexts of Issuetrak will be deployed.

back to top

GenerateDeploymentConfiguration

The verb GenerateDeploymentConfiguration will output configuration information for the
Issuetrak sites found on the web server. The output will never contain valid SQL credentials,
as the IDU does not have the ability to determine these on its own.
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\issuetrak.deployment.utility generatedeploymentconfiguration -i Your.lssuetrak.Site --outfile "
path\yoursite.json"

Verb parameters:
-i, --site

Generates a configuration for only the site specified as sitename. If omitted, all sites will be
included in the generated configuration. Sitename consists of the name of the root website
and the full IS application path separated with a period, as well as the spaces and slashes
replaced with periods.

-f, --outfile "path\yoursite.json"

Tells the IDU to write the output to the specified file instead of the console window. Useful
for obtaining a starting configuration file for an environment with pre-existing Issuetrak sites.

The specified file does not need to exist prior to running this command.

Usage Example 1:

\issuetrak.deployment.utility generatedeploymentconfiguration -i Your.lssuetrak.Site --outfile "
path\yoursite.json"

Generate a deployment configuration for the application “Your Issuetrak Site”, which has an
application path of /. Note that the sitename converts to “Your.Issuetrak.Site”. Writes the
configuration information to the file yoursite.json that is within the folder called path.

Usage Example 2:
\issuetrak.deployment.utility generatedeploymentconfiguration --outfile "path\yoursite.json"

Generates a deployment configuration for all sites detected on the web server. Writes the
configuration information to yoursite.json that is within the folder called path.

back to top

GenerateAPIKey

The verb GenerateAPIKey generates an API key within the console window. The output
contains the correct syntax to be copied and pasted into the appropriate location within a
JSON. If a site is deployed with the API key specified, then that API key will be required to
authenticate to the API after deployment.
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\issuetrak.deployment.utility generateapikey
Example Output:

{
"ApiKey": "3HpE9H04XAZFdFnRh1pFRhgVuKkPzZWYQIZGYgbnEIlI8="
}

You may also choose to save the output of this to make it easier to find the key you
generated:

\issuetrak.deployment.utility generateapikey > apikey.txt

back to top

ApplyLicenseKey

The verb ApplyLicenseKey will parse each site entry in a given JSON. The IDU will apply the
license key value specified for each site. Note that this is not related to the APl key. License
keys are validated as they are parsed. If the license key for a given site fails validation, it will
not be applied to the site, and the IDU will skip to the next site entry in the JSON.

\issuetrak.deployment.utility applylicensekey -c twosites.json -i Your.Web.Site

Parameters for this verb:
-i, --site

Specifies the sites to update the license key for. Multiple sites can be specified in a space-
separated list. If this parameter is omitted, the IDU will parse the JSON and apply the license
key value specified for each site.

-¢, --config
Mandatory. Specifies the path and filename of the JSON.

Usage Example
\issuetrak.deployment.utility applylicensekey -c twosites.json -i Your.Web.Site

Parses the file twosites.json and applies the license key specified for the Your Issuetrak
Site site.
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back to top

VerifyConfiguration

The verb VerifyConfiguration parses the specified JSON to determine whether required
values are filled. This does not validate the values, it merely checks to see if they are present.

\issuetrak.deployment.utility verifyconfiguration -c .\twosites.json

Parameters:

-¢, --config

Specifies the full path and filename of the JSON to verify. If omitted, the IDU will look for the
file deployment.json in the console's current folder.

-d, --distro

Specifies the path to the folder containing the distribution. If this parameter is omitted at
runtime, the IDU will use the DistributionPath value in the JSON if specified. If the
DistributionPath value isn't specified in the JSON, and this parameter isn't passed to the IDU,
then the IDU will assume the console’s current folder contains the distribution.

Usage Example

\issuetrak.deployment.utility verifyconfiguration -c .\twosites.json

Verifies that the required values are filled in the file twosites.json.
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back to top

DecodelLicenseKey

The verb DecodeLicenseKey will decode and output the details of one or more license keys.

\issuetrak.deployment.utility decodelicensekey -k "908pTHjduTL7 ~%SKiHUX5!TRM#20RgGIE
M681iQ8ECbKp*BzznIBA015y" "HyhC2yVaGvpfgJUZ9GbkT97YrK+HXOdezUTyomCxaOY="

There are two parameters:

-k, --key
License keys should be specified after this parameter, enclosed within quotes and separated
by spaces. If the license key is invalid, then the IDU will note this in the console window.

The usage example above decodes both of the provided keys.

-b, --base64key

This parameter is a function intended to be used only by the IDM. It decodes base64-
encoded license key strings. Although we don't provide a mechanism for encoding license
keys in base64 for the IDU, you may encode a license key in base64, and use this parameter
to decode them. Here is an example of how this parameter can be used:

\lIssuetrak.Deployment.Utility.exe decodelicensekey —b "SSBsb3ZIIHBvdGFObyBzYWxhZCBzby
BtdWNolQ=="

back to top

GetSiteDetails
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The verb GetSiteDetails will provide very brief IS and database information about a site
specified in a JSON. This is useful for determining how long it might take to back up website
files and database information, as well a count of total users versus how many are licensed.

\issuetrak.deployment.utility getsitedetails -i Your.Web.Site -c twosites.json
Verb parameters:
-i, --site

Provides details for a specific site, specified by “sitename”. If omitted, all sites listed in the
JSON will be included.

-¢, --config

Provides path and filename of the JSON this verb should scan. If omitted, the IDU will look
for deployment.json in the console's current folder.

Usage Example
\issuetrak.deployment.utility getsitedetails -i Your.Web.Site -c twosites.json

Targets the site called Your Web Site, which has an entry in the JSON named twosites.json.
» Example Output

back to top

VerifySQLCredentials

The verb VerifySQLCredentials will verify SQL that credentials are valid by attempting to
authenticate to the designated SQL server. If validation fails, the output on the Message line
will give an indication of what went wrong.

\issuetrak.deployment.utility verifysqglcredentials -s servername -u sa -p yourpassword

Verb parameters:
-s, --server

Mandatory. Specifies the server to verify credentials against. This can be a hostname or IP.
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-u, --username

Specifies the username to verify. This must exist as a SQL account on the designated
server.

-p, --password

Specifies the password to verify.

Usage Example

\issuetrak.deployment.utility verifysqglcredentials -s yourserver -u sa -p yourpassword

Attempts to authenticate to the server called yourserver, using username sa and password
yourpassword.

back to top

GetlISConfiguration

The verb GetliISConfiguration pulls information from IIS about ALL (not just Issuetrak) web
sites currently running on the server and dumps them to the screen as JSON.

‘ \issuetrak.deployment.utility getiisconfiguration

The output from this command can be redirected to a file to make it easier to view:
‘ \issuetrak.deployment.utility getiisconfiguration > yoursite.json

back to top
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VerifyDotNetHostingBundlelnstalled

The verb VerifyDotNetHostingBundlelnstalled determines whether the NET 6.0 Hosting
Bundle is installed on the server, then and displays the resulting information on screen as
JSON. The .NET 6.0 Hosting Bundle is required in order to install and use APIv2.

\issuetrak.deployment.utility verifydotnethostingbundleinstalled

back to top
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Introduction to the Issuetrak Deployment
Utility (IDU)

The Issuetrak Deployment Utility (IDU) is the command line utility for deploying Issuetrak.
The IDU is an interactive deployment tool designed to provide maximum power and
flexibility for the system administrator that needs fine control over how Issuetrak is
deployed. Working with the IDU requires proficiency with PowerShell or the Command
Prompt on Windows Server. Viewing, editing, and making sense of a JSON file are all
necessary to successfully complete a deployment of Issuetrak using the IDU. If a more
familiar graphical installation or upgrade experience is desired, please consider using the
Issuetrak Deployment Manager (IDM) instead.

The IDU can be used to install or upgrade single or multiple sites, apply a license key,
generate an API key, and more.

In order to get useful results, we must specify a verb to the IDU when we use it. Only one
verb may be specified at runtime. A list of possible verbs (and a brief description of each)

can be called by simply executing the IDU with no options from a console window. Additional

information about the usage of verbs can be found in the IDU Verbs article.

The IDU requires that a JSON configuration file be provided for many of its functions to be
carried out. JSON is short for JavaScript Object Notation. For the purposes of our
documentation, most references to JSON configuration files will be shortened to just the
JSON, or similar. The IDU can be instructed to scan the web server for current Issuetrak
instances and generate a JSON based upon the results of its scan. We also provide JSON
files that can be used as a base and customized to suit your environment and needs. We'll
go more in-depth into the JSON in the article Working With the JSON.

The IDU can also be instructed to deploy a particular context of Issuetrak. That is, we can
choose to deploy only the web, database, services, or all of Issuetrak. This can be useful for
isolating different portions of Issuetrak to different servers for load-balancing and auto-
scaling.

The example below will execute the IDU with no parameters, which will output an
abbreviated ‘help’ explanation.

\issuetrak.deployment.utility

Now that we've given you a high-level overview of the IDU, let's take a look at what it can do.

Click here to see the IDU verb documentation.

You can find more about Issuetrak Deployment Fundamentals here.
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Introduction to the Issuetrak Deployment
Manager (IDM)

The Issuetrak Deployment Manager (IDM) is the graphical interface for deploying Issuetrak.
This tool replaced the installer provided in previous releases. The IDM still provides a friendly
wizard-style front-end, but it contains several enhancements over our previous installation
tool.

The IDM can:

e Deploy the API during the installation of a new site or the upgrade of an existing site.

e |nstall or upgrade a single site, or multiple sites at one time

e Deploy only the database, web, services, or all contexts of an Issuetrak instance (at
your discretion)

e Automatically back up and restore databases and web files as part of a deployment

e Generate a JSON file that can be exported for manipulation later

e Display current utilization of site resources and licensed users

We recommend the use of the IDM for most of our on-premises customers.

If a more involved level of control is desired for the deployment of Issuetrak within your
environment, please consider using the Issuetrak Deployment Utility (IDU) instead.

You can find more about Issuetrak Deployment Fundamentals here.
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Best Practices - Moving a Workflow to
Issuetrak

Getting a handle on your business processes requires knowledge of the process and how

the process is handled in the everyday world. We have found that real-world and recorded

processes can sometimes be different. Documenting both can help you understand how a
process is really handled in your company.

How Can Issuetrak Help?

Let'’s start with the process itself. Each step in the process is going to be represented in
Issuetrak by a Task. A Task can be assigned to any person or group of users that have been
granted permission to work with Tasks. Any user in Issuetrak can be granted permission to
work with Tasks.

An issue Task is a single work step or instruction that is normally assigned to a user or a
group. A Task Group is a collection of individual Tasks that can be assigned to an issue by
assigning the Task Group to the issue.

Task Groups link Tasks together, to represent multiple steps in your process. Within each
individual Task, you have the ability to trigger the addition of additional Task Groups,
depending on the answer to a Yes/No/NA question.

What does that mean in regular language? When the steps of your process come to a
decision point, you have the ability to add in additional steps, depending on what's needed. A
real-life example might be an employee onboarding process. This has many steps that cross
over multiple departments and teams. If the employee needs pieces of hardware, then
certain steps need to be completed by the IT team, but if not, those steps aren't needed. Or
perhaps an employee is part-time, so they need different paperwork done by the HR team.

Once you have your process defined and Task Groups created, how do you use them? A
Task Group can be added to any issue at any time. However, a more efficient way is to build
alssue Template to launch your process. Within Issuetrak, a Issue Template is an issue
submission template. You can create as many Issue Templates as needed with fields pre-
filled, or prompting for information.

Additionally, Issue Templates can have tasks already included to kick off a process. That
way, every time someone uses that Issue Template, the first task automatically populates.
Then, as tasks are completed, any branching options triggering additional task groups cause
the proper tasks to populate into the issue.

Managing Your Process

Normally, the person ultimately responsible for managing the process is assigned to the
issue. Using the Issue Template, you can fill out the assignment value. Perhaps the manager
of the process changes based on the submitting department or issue subtype. Using auto-
assignment rules, you can determine who gets assigned to the issues based on your criteria.
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Issuetrak Tasks, when set to have a Yes/No/NA response also give you the ability to set the
substatus value, which defines where the issue is in its lifecycle. This lets you run reports or
view the issue using different criteria on the Dashboard. You can also use a Yes/No/NA
value to trigger the cancellation of all remaining tasks and the close of the issue.

All of these options help you manage exactly where your processes are at any given time.
You can set up Issuetrak to handle as many processes as needed. And if you need help, our
team of Professional Services consultants can help you break down your steps and advise
you on the best way to implement your process and workflow management within your
Issuetrak site.

The goal of Issuetrak consulting is to make sure you get the most out of your Issuetrak
implementation. Because your company is unique, your account manager can discuss
which consulting options will work best for you. Or you can reach out directly to the
Professional Services team.

SPEAK WITH A PRODUCT
EXPERT
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How to Use Round Robin

Whether you're just learning about Round Robin for the first time, or you've just enabled it for
a group in your instance of Issuetrak, you'll want to know what you can use this feature for.
This article will discuss a few use scenarios for Round Robin and how it can make your work
easier.

Quickly Re-Assign Any Quantity of Issues

Issuetrak has long provided the ability to make specific changes to a large quantity of issues
meeting specific criteria. We call this feature Mass Update Issues. With the introduction of
Round Robin, we can envision scenarios wherein these two features can be combined to
reduce your stress and workload.

Fix Any Quantity of Incorrect Issue Assignments

You return from vacation to find out that a new tearm member has been assigning all of the
issues they entered to the wrong team for a week. This looks like it could be a lot of work -
there are over 100 issues that need to be properly re-assigned!

Steps:

1. Either create or have a Round Robin group in mind that you want to re-assign the
issues to.

2. Create a query in Report Writer to look at all of the issues the new team member

entered for the past week.

a. Select the Issues data set.

b. Select the fields:

i. Issue Number
ii. Entered On
iii. Entered By
iv. Assigned To
c. Set the filters:
i. Status = Open
ii. Entered By = /[New Team Member]
iii. Entered On = Date Range

d. Save the query.

e. Runthe query.

f. Validate that the results only contain the issues that you want to re-assign.
Click the gear icon in the upper right > Click on Mass Update Issues beneath 700/s.
Set Select Query to the query that you created in step 2.

Set Choose Field to Assigned To.
Set New Value to your team's Round Robin group.
Click Update.

N o gk~ w
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This will distribute the issue assignments amongst your team in far less time than if you did
so manually.

Re-Distributing a Team Member's Issues

When one of your teammates needs to go on maternity leave, vacation, or any other length
of time without working, you can easily re-distribute their issues amongst your colleagues.

Steps.

1. Either create or have a Round Robin group in mind that you want to re-assign the
issues to.

2. Create a query in Report Writer to capture all open issues currently assigned to the
team member that is going on leave.

a. Select the Issues data set.

b. Select the fields:

i. Issue Number
ii. Entered On
iii. Entered By
iv. Assigned To
c. Set the filters:
i. Status = Open
ii. Assigned To = [Team Member Taking Leave]

d. Save the query.

e. Runthe query.

f. Validate that the results only contain the issues that you want to re-assign.
Click the gear icon in the upper right > Click on Mass Update Issues beneath 700/s.
Set Select Query to the query that you created in step 2.

Set Choose Field to Assigned To.
Set New Value to your team's Round Robin group.
Click Update.

N o gk w

The employee's issues are now distributed amongst the team.

Create Different Auto Assignment Rules for Every
Shift

If you have day and night teams that traditionally pull from the Unassigned queue, you can
combine Round Robin with Auto Assignment rules that will continuously distribute incoming
issues amongst the team members that share a common schedule. In this scenario, we will
assume you have a day shift and a night shift that works Monday through Friday. Each shift
belongs to a Round Robin group called Day Shift or Night Shift, respectively:

e Day Shift: 6.00AM - 2.00PM
e Night Shift: 2:200PM - 10:00PM
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Day Shift Steps

1.

Click the gear icon in the upper right > Click on Auto Assignments beneath
Automation.

2. Along the right context menu, click Add.

3. Fill in the initial matching criteria for issues that you want to be auto-assigned.

4. Set the Submitted Between schedule for the Day Shift Round Robin group:
o 6:00AM - 2:00PM

5. Set the Submitted On days to Monday through Friday.

6. Set the Auto-Assign To field to: Day Shift.

7. Click Save.

Night Shift Steps
1. Click the gear icon in the upper right > Click on Auto Assignments beneath
Automation.

2. Along the right context menu, click Add.

3. Fill in the initial matching criteria for issues that you want to be auto-assigned.

4. Set the Submitted Between schedule for the Night Shift Round Robin group:
o 2:00PM - 10:00PM

5. Set the Submitted On days to Monday through Friday.

6. Set the Auto-Assign To field to Night Shift.

Click Save.

In following the steps above, you've just configured Issuetrak to distribute issues based on

the shift of the teams you manage. There is no need to activate or inactivate these rules

when business hours end. The Round Robin Auto Assignments will automatically work
according to the schedule you set!

Automatically Cycle Through On-Call Staff

If you have team members that remain on-call for after-hours support, then you know how
important it is for them to respond to emergencies in a timely manner. These steps will
show you how to use Autormation in conjunction with Round Robin to help ensure that on-
call staff responds to emergencies. In this scenario we will assume that your site has:

A Round Robin group called On-Call.

After-hours support between T0PM and 6AM, which the On-Call group covers.

An issue type called Emergency.

A default issue substatus called New, which is prohibited in your team's workflow for
/ssues that are being addressed.

Email notifications enabled for the issue assignee.

Part 1: Auto Assignment Rule Steps
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1. Click the gear icon in the upper right > Click on Auto Assignments beneath
Automation.
2. Along the right context menu, click Add.
3. Set the matching criteria to Issue Type = Emergency.
4. Set the Submitted Between schedule for the after-hours support:
o 10:00PM - 6:00AM
5. Set the Submitted On days to Monday through Friday.
6. Set the Auto-Assign To field to: On-Call.
7. Click Save.

Part 2: Workflows Steps

Click the gear icon in the upper right > Click on Workflows beneath Automation.
Along the right context menu menu, click Add.
Set the Interval fields for 10 minutes after Last Activity.
Set the matching conditions to:
a. Substatus = New
b. Issue Type = Emergency
Set the Set Assigned To field to On-Call.
6. Set Add Note to: "On-call technician hasn't responded. Assigning to the next technician
in rotation."
a. Mark the note as Private.
7. Name the rule After-Hours On-Call.
8. Click Save.

o=

o

After you've followed the steps above, your site will automatically re-assign a new
emergency issue every 10 minutes, adding a note informing the reader why it has done so.
The auto-assignment rule stops processing when normal business operations begin at 6
AM, while the workflow will continue running round-the-clock until the issue substatus or
issue type is changed.
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How to Embed Video

It is possible to embed videos within Knowledge Base (KB) articles and/or issues. Although
the embedded video is a desirable feature, it may be best to just add the video file to a KB
article or issue as an attachment. This will allow the users to save the file and run it from
their own PC.

Streaming media is a resource-intensive service, so any server that will be hosting video files
for multiple users may be heavily taxed on its resources, memory, CPU, and storage space.

However, if you still seek to have this functionality, it would be better to use a 3rd party media
hosting service such as Photobucket or YouTube so that most of the strain is placed on the
hosting provider and not on the server hosting Issuetrak. The only downside would be the
amount of bandwidth used by streaming media outside the local network.

If you wish to install something similar locally, you can look into Window Media Server or
other 3rd party services that can be installed on a local server. Windows Media Server is a
package of Microsoft that comes disabled by default and needs to be installed/enabled to be
used.

Steps
Below are instructions on how to embed the video from a 3rd party vendor.

1. Upload your video to your Media Host provider and copy the 'Embed Video' text that
they will provide. You will use this text to copy into the Note or Description field of
Issuetrak Knowledge Base articles and/or issues.

2. Log into Issuetrak and open the KB and/or Issue you wish to attach the video to.

a. Ifitis a KB click Edit.
b. Ifitis anlssue click Add Note.

3. Click the Tools menu at the top of the Rich Text Editor window, then click <Source
Code>.

4. Paste the Embed Video text that you copied from your Media host provider

5. Click the Save button

6. Click Update.

You should now see the embedded video that is available to play from the Note or
Knowledge Base article.
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Best Practices - Expanding Issuetrak

When another group or department wants the same benefits you're getting from Issuetrak,
what's the best way to make that happen? Should they use your site or get their own? Where
do you start?

Where to start?

The key to successful expansion is planning. Here are some questions to ask before
starting:

Are the users in the new group different from the ones currently using the site?

Are the issues highly sensitive or confidential in nature?

e Do you want to completely separate all system-wide dropdowns?

Is the scope and reach of this new department vastly different than your current site?

Separate Sites

If you answered yes to any of these questions, then you may want to implement a separate
site. It could be that you're currently supporting external customers, but the new group only
wants to handle internal issues. This means users accessing the site are completely
different. As such, it might make sense to maintain different sites.

Remember that administrators see all issues and that some sites contain confidential

information related to issues. In these instances, a separate site may be necessary to limit
the visibility of issues. For example, Human Resources departments often install their own
sites, which enables their administrators to maintain personnel security and confidentiality.

To set up a new site, identify who the administrators, agents, and end-users should be for
the site, and then reach out to your sales engineer. They'll provide you with a quote and can
set up consulting time with Issuetrak’s Professional Services team. If the administrators are
different from your existing site, a JumpStart session can guide them through the system
setup.

One Site

If you answered no to the above questions, then there’s no reason why you can't share a
single site. We recommend using a test site to make sure all your needs are handled before
going live. Cloud customers can request a site through Support. Support can also assist on-
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premise customers by creating a backup of existing data into a test site.

Certain features become more important as you start bringing additional groups into the
same Issuetrak site:

e Class: The Dashboard allows you to filter by Class. Using Classes helps keep things
separated for those that see all issues. Management maintains open visibility across
all corners of the business while being able to quickly drill down to specific areas.

e Groups: Assigning issues to Groups create silos for agents to work from, allowing
them to focus on completing assigned work without sifting through irrelevant issues.
Groups must contain at least one agent to be assigned issues. The same agent can be
in multiple groups if necessary.

e Departments: If both the users and issues need to stay separate between areas, you
can use the internal flag on Departments to restrict issues assigned to or submitted by
the users of a specific department.

e Projects: Projects group related issues to the same project or initiative. In an exclusive
project, only project members are allowed access, which makes exclusive projects
useful in controlling issue visibility.

Other Considerations

Additional departments may require different issue types and subtypes. It's possible that if
you're using only subtype level one, they may need to get more granular. Subtype levels two,
three, and four can also be activated if needed.

You have an unlimited number of user-defined fields available to be created. If the other
group needs additional information, these fields can easily be added.

If the other department needs to see the issue fields in a different order or their user-defined
fields are different than yours, the Issue Forms feature can be used to address these needs.
Issue Forms are tied directly to issue type. So by adding new issue types for your new
department to use, you can create issue screens with the appropriate order and user-defined
fields relevant to their needs.

Dropdown fields are shared across the site. When these fields are activated, the values are
seen by everyone with access to the feature. These fields include Substatus, Solutions,
Priority, and Causes. Make sure the phrasing of the dropdown values makes sense to
everyone. This may mean that you include prefixes to separate by the group. (E.g. IT = In
Process, OPS — Under Review, FAC — Waiting for Budget).

Issue types and Issue Templates also have a “restrict to” option. This allows certain values to
only be submitted by certain Groups. So if no one outside of the new department needs to



submit your new issue types or use any new Issue Templates, you can restrict those to
eliminate them from the dropdowns most users see.

Steps to Move Forward

1.

10.

Gather data. Before making changes to your site, get an idea about what actually
needs to change. Here are a few questions that will help guide you:

e What new types of issues will you be capturing?

e Who will these new issues come from and who will be working with them?

e What visibility controls are needed for these new issues and new users?

e Do you need to grant any new permissions to the users that will be submitting or
working on these issues?

e Will you need to add any new values to your existing fields like priority, substatus,
solutions, or causes?

e What new User Defined Fields will you need to create?

e Do these new issues need new tasks or processes?

Get a test site. Our Support Team can assist you in creating a test site.

. Modify site structure (organizations, departments, projects, potentially locations).

Consider your needs carefully before making changes to your site’s structure. 7his is
one area where a test site is invaluable for testing configuration changes.

Manage users/groups. You may need to manage group memberships, adjust
permissions, or create new groups.

Add any issue types and subtypes you've identified.

Add any user-defined fields that are needed.

Modify issue forms. If you added new user-defined fields or need to change the field
order, you'll need to edit your existing issue forms or have new issue forms associated
with new issue types.

Add appropriate values to your existing dropdowns fields like Priority, Substatus,
Solution, and Class.

. Add new tasks/processes/Issue Templates. Expanding Issuetrak often means adding

new processes and workflows. This means setting up new tasks and task groups, then
using Issue Templates to kick off those tasks as new issues are submitted.

Test with users. Try out the new functionality in your test site. It's important to test
your new visibility controls along with the rest of the system, which means logging in
as users from different departments, organizations, or different exclusive projects to
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verify your various users have access to the issues they need without seeing the
issues they shouldn't.

11. Document changes/create training materials/train users. New users may need some
training, which requires training materials. The easiest way to create these materials is
to start by documenting the changes you've made to your Issuetrak site.

12. Roll out your site changes in your production environment.

This is meant to be a general guideline about setting up additional departments within
Issuetrak. Please contact your sales engineer or reach out to us if you have any questions.
Additional consulting and training are available through Issuetrak Professional Services.

SPEAK WITH A PRODUCT
EXPERT

74



Best Practices - Working with Task and
Processes

This article contains guidelines on how to analyze your processes and convert them so they
can be implemented into your Issuetrak system. The actual steps to add Tasks and Task
Groups to Issuetrak are not covered here. See our About Tasks article for more information
about task management.

It's best to be familiar with several terms going forward:

Term Definition

Task An Issuetrak term defining a single item that needs to be completed.
Processes and workflows normally consist of multiple tasks.

Process A list of related tasks on an issue that needs to be completed.

Workflow In the context of this subject, a complicated process that includes decision
points that determine the next steps in the process. Not to be confused with
Issuetrak's Workflows feature.

Task An Issuetrak term consisting of a series of tasks that define either the entire

Group process or a portion of the process that is triggered by a decision point.
Workflows may call different Task Groups, depending on the answer at any
given decision point.

Issue Within Issuetrak, it is a pre-filled issue template. It allows for individual tasks
Template or task groups to be pre-populated on specific templates for ease of use.

Now that we've looked at a couple of the terms that we'll be working with, let's move on.
We'll start with simple processes.

Simple Processes

It's best to understand the process that needs to be added to Issuetrak. Some examples of
processes include purchase approvals, access approvals, creation of customer records or
hardware replacement requests. Your processes may be short, with only two or three items,
or you may need something much longer. Either way, you will want to determine all the steps
involved in each process before creating it within Issuetrak.

If the process is long or complicated it may be helpful to write it down. Documenting the
process ensures that no steps are missed when it's entered into Issuetrak.

Example 1: A simple list of items that need to be done to add a new
customer.
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A

1 Add new customer

w

Send Mew Cusotmer Packet
Add account to CRM

Create Support Account

6 Ship Product

[

8 End Process

To create this process within Issuetrak, the first step is to create a single Task Group that
contains these individual tasks. That is also where you can determine who is assigned each
individual task within that process. Here's what the Task Group looks like once created in
Issuetrak:

edit | del Sales- Add New Customer
Send Mew Cusotmer Packet
Add account to CRM
Create Support Account
Ship Product

When that group is added to an issue, it looks like this:

Completed Time

task complete? 00:00

Task Manager task complete? 00:00
Create Support Account task complete? 0000

Ship Product task complete? 00:00

Example 2: Hardware replacement request.

With this process, each step needs to be done in order. A quote on the hardware must be
acquired before the department manager is notified. Once the purchase is made, then the
hardware can be installed. It's possible that the different steps may need to be completed by
different teams or individuals.

A

1 Hardware Purchasing Request

R

[

Gather hardware requiremants
Get quote on replacement hardware
Motify department manager

& ||

Purchase hardware

Install hardware

9 End Process

Here's what the process looks like as a Task Group on an issue:



Task Assigned To Completed Time

Gather hardware reguirements IT Technician task complete? 0000

Get guote on replacement hardware Purchasing Manager 00:00
Task Manager : P = 9 9

Motify department manager IT Technician 0000

Purchase hardware Purchasing Manager 0000

Install hardware Installer Team 00:00

By documenting your steps ahead of time, you can better understand how the process is
represented in Issuetrak. It may help to add more columns on the spreadsheet to help decide
which users or groups will be assigned each task and the exact order they need to occur in.

Branching Workflows

Because workflows tend to be more complicated than a simple process, it's highly
recommended to document all the steps, giving you a better visual before beginning to
create the workflow within Issuetrak. Unlike a simple process, workflow contains conditional
tasks that allow for different actions to occur based on the response, such as changing the
direction of the existing process or inserting a new set of steps. This is handled by creating
multiple Task Groups within Issuetrak that are triggered based on the response to an earlier
decision point.

Example: A plumbing leak. Once the water leak is repaired, the damage needs to be surveyed
and reported. If the damage exceeds S500, there's a workflow process to be followed before
damage repairs can be made. If the damage is less than $500, then the workflow is not
necessary and the damage can go ahead and be repaired.

This is the documented workflow, complete with decision-based branching:
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Repair water leak

Survey and report
damage

| | h
o:eezrgggg'i —“—) Submit formP8  ——— S purchase _°_) Make repairs

approved?

Make repairs

l
&D J

Looking at this same process mapped in Excel allows for the identification of decision points
and helps with designing the Issuetrak Task Groups.

& B c
1 Operations Leak Process
3 Fix Leak
4 Burvey damage and report
5 Is damage over $500?
6 Yes
7 Submit purchasing form P8
8 Purchasing approves?
9 Yes
10 Maka Repairs
1
12 m
12 End Process
14 m_ﬂ_
15 Make Repairs
16 End Process
7 End Process
12

Identifying Decision Points

A decision point occurs anywhere a question is asked. The response to this question
determines what steps happen next. These are set within Issuetrak by using Yes/No/NA task

types. These tasks trigger other Task Groups to populate into the issue and continue the
workflow.



In our example, the first two steps are simple to process items. The next task asks the question
“|s the Damage over $500?" This is the first decision point. If so, the required form must be
submitted and approved before repairs can be made. If not, the repairs can be made without
approval.

The second decision point only applies if the first decision point gets a “Yes” response. So if
the damage is over $500, then approval must be given before the repairs are done. The
approval task is your second decision point. If the approval is not granted, the entire process
stops, and nothing further occurs.

) | Fix Leak
4 Survey damage and report

Is damage over 55007 - 1
Yes Decision Points ]

7 Submit purchasing form P8
8 Purchasing approves?
? Yes
[y Make Repairs

No

End Process
4 No
s Make Repairs

End Process
End Process

The tasks that continue on because of the decision points determine what Task Groups will
be set up within Issuetrak.

Identifying Task Groups

There are two things that could possibly happen at our first decision point. If the answer is
“Yes”, then another task and the second decision point need to be added to the process. So
an Issuetrak Task Group is created containing those two items. It will be triggered by the
answer of “Yes” to the Task question: “Is Damage Over $S500”. Since the “No” answer requires
a different task, a second Task Group is created that includes only the “Make Repairs” task.

The second decision point also uses the "“Make Repairs” Task Group. If the Task of
“Purchasing Approves” is “Yes”, then it needs to call the “Make Repairs” Task Group. If the
answer is “No”, then the process ends with no activity.
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Operations Leak Process

Fix Leak
Survey damage and report
Is damage over $5007
Yes
Submit purchasing form P8
Purchasing approves?
Yes
Make Repairs

ho Task Groups ]

End Process

No
Make Repairs
End Process
End Process

Once the Task Groups are identified and the triggers established, the next step is to build out
the workflow in Issuetrak. You will have three Task Groups with the following tasks:

Group

Task Response Call Group
Name

Operations — Plumbing Leak
Fix Leak Complete

Survey Damage and Report  Complete

Is Damage over $500? Yes Operations — Plumbing Leak >
$500
No Operations — Make Repairs
N/A Operations — Plumbing Leak >
$500

Operations — Plumbing Leak > $500

Submit purchasing Form Complete

P8

Purchasing approves? Yes Operations — Make Repairs
No Close Issue
N/A Operations — Make Repairs

Operations — Make Repairs

Make Repairs Complete  Close Issue

Planning out the process ahead of time allows it to be easily entered into Issuetrak. Once
created, starting the workflow only requires the first Task Group of “Operations — Plumbing
Leak” to be added to an issue.



Best Practices
Pre-defined vs. Free-form tasks

There are two options when creating Tasks. Issuetrak comes with a pre-populated list of
Tasks that can be customized. However, when creating tasks, you can either use that
predefined list or create a free-form task on an ad-hoc basis.

e Pre-defined tasks are easier to add to Task Groups if you need to use a specific task
repetitively or you want consistency in spelling or naming conventions. However, these
must be entered into the Task section ahead of time before they can be used to build
out processes and workflows.

e Free-form tasks are much more flexible, allowing you to create any task at any time.
There are no spelling or grammar checks, so there could be a potential concern about
data entry errors.

The values for these two values are stored in different fields within Issuetrak’s backend
database. We suggest only using Free-form tasks for simplicity. This allows for quick entry
and avoids creating unnecessary dropdown values for items only used once.

Complete vs. YES/NO/N/A tasks

There are two types of tasks. “Complete” tasks are simply to be marked as completed once
the item in question is finished. A “Yes/No/NA”" task type allows for the branching workflow
options. These are especially useful in approval situations or anywhere you have a decision
point. Most users find it easier to phrase “Yes/No/NA” tasks in the form of a question.

Task Groups and Issue Templates

Issue Templates are pre-filled issue templates. They can be used to launch the processes
and workflows. It's recommended to create all the processes and workflows in the Task
Group area, then only put the initial group on the Issue Template itself. This allows you to
reuse a Task Group on any issue, including another Issue Template or an existing issue,
giving you greater control of your processes.

Naming Task Groups

When creating and setting triggers to call multiple Task Groups, it's easy to get confused
when looking at the list of available Task Groups. It's important to consider a naming
convention to help keep your Task Groups organized. You can use a common name or
abbreviation for the initial group, then use the same name with dashes and additions for the
workflow pieces, keeping everything together on the list. See the example below:
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Initial Task group name “HD - User Access Change”

Task group that's triggered by a yes response “HD - User Access Change: 01 Data Owner
Approval”

The next task group triggered by a no response “HD - User Access Change: 02 Data Owner
Denied”

You can see that all of these task groups are part of the same process because they all start
with “HD - User Access Change”.

Dependency Orders

Some processes require that tasks are completed in a specific order. The dependency order
of a task allows you to control the order that the task is completed. For example,

Dependenc
Task . &
Order
Do Step 1 1
Do Step 2 2
Do Step 3 2
Do Step 4 3
Do Step 5 No
Dependency

In the table above Step T must be completed before you can do step 2. Step 4 Cannot be
completed before steps 1,2, and 3, are completed. That is because a dependency order is
controlling when the task can be completed. Step 5 does not have a dependency order set
so it can be done at any time.

The task that needs to be done first needs to have the lowest dependency order (usually 1).
Once that task is completed the task with the next highest dependency order (usually 2)
becomes available. After that task is completed, then the task with the next highest
dependency order (usually 3) becomes available, and so on. You can also set many tasks to
have the same dependency order so that they become available at the same time. For
example, all tasks with a dependency order of 1T must be completed before you can move on
to tasks with an order of 2. If a dependency order is not set, then a task is available the
moment it's included on the issue.

End Task Groups at Decision Points

When putting your tasks into Task Groups, you always want to use one of your decision
points as the last task. This allows the tasks to be added to the issue only when needed,
providing a cleaner, more dynamic feel to the issue.

Use Issue Templates to Launch Processes/Workflows
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By using Issue Templates to initiate the first part of any process or workflow, it ensures that
the beginning portion of the process is uniform. Very often, that Issue Template may only

have one question or a small process included, but it prevents having to try to add a process
to an issue mid-stream.

Putting It All Together - an Example Process

This example does not follow best practices. All the tasks are visible, whether or not they can
be completed. Notice how the list appears long, clunky and complicated. This can be
especially confusing to end-users.

Task

s Risk assessment needed?
Risk Analysis Completed
Assign Impact Rating

s Backout Plan needed?
Approved by Data Owner?
Approved by Change Board?
Schedule Change

Motify affected users
mplement Change

Was Change Successful?

Complete Post Change Review
Report to Management
mplement Backout Plan

Was Back out Successful?
Motify Users of the Backout
Report to Management

Restart Change Process?

Assigned To
Change User
Change User

Change User
Change User

Change User

Change User

Change User

Change User

Completed
Yes | No | N/A
task complete?
task complete?
Yes | No | NjA
Yes | No | N/A

task complete?

Time

00:00
00:00
00:00
00:00
00:00
00:00
00:00
00:00
00:00
00:00
00:00
00:00
00:00
00:00
00:00
00:00
00:00

In the next screenshot, best practices have been applied to the same workflow. It makes the
initial list short and well organized. It begins with only a single question, providing less
confusion to the end-users. In this case, it only populates the tasks when necessary. After
the decision points have been answered.

Task

Is Risk assessment needed?

Assigned To

Completed

Yes | No | NfFA

Time

00:00

If you answer "Yes” to that first question, then another Task Group is called and added to the
issue automatically.

YES

Task

s Risk assessment needed?
Risk Analysis Completed
Assign Impact Rating

< Backout Plan needed?

Approved by Data Owner?

Assigned To

Change User
Change User
Change Usar

Completed
06/30/2020 D5:00FPM

task complete?

task complets?

Yoo | No | N/A

00:00

If you answer “No” a different Task Group is added. Either way, the process ends with “Data
Owner Approval”. Additional process items are then added by using conditional triggers
when necessary.
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Task Assigned To Completed Time

NO s Rigk assessment needed? 06/30/2020 05:03PM 00:00
s Backout Plan needed? Change User Yes | No | N/A 00:00
Approved by Diata Owner? 00:00

This is only meant to be a general guideline and a list of some best practices when using
Tasks and Task Groups within your Issuetrak system. If you have any questions or would like

the assistance of our product experts, please do not hesitate to contact us with any
questions.

SPEAK WITH A PRODUCT
EXPERT
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Custom Record Table - When to Use

The Custom Record Table contains records with up to 50 text fields of reference information
that can be used to associate just about anything to an issue, such as contact records, parts,
contracts, contractors, customers, or rooms. When the Custom Record Table is used as a
contact record, Issuetrak can even send email notifications to the contact. In this article, we'll
take a look at when you should use the Custom Record Table.

When should you use the custom record table?

One of the key strengths of the Custom Record Table is its flexibility. For example, you
control the field names, so it accommodates the information you need. If you use the table
for customer contact information, those 50 fields could store first name, last name, phone
number, address, and zip code, or any additional information needed about the contact.

While there are 50 fields available, you can use as many or few as you need. All of them are
reportable using the Report Writer, and the first five fields can be searched on using the
Search Issues option. The first five fields will be the only ones to appear on the issue record.
Clicking “details” from the issue record will allow you to see the remaining data.

The Custom Record Table works really well to record contact information for people or
things that don't need to interact with your Issuetrak system. It allows you to create
information outside of your site’s structure, without the overhead of creating a new user or
new asset. Custom Record Table records also allow you to track an issue history for each
record, so you can see what issues that record was selected on.

Considerations

Appearance - The first five fields of the Custom Record Table appear as a group on the
issue record. This appearance draws the eye toward this section so you look at the entered
data as a group.

Data Labels are controlled by the administrator, allowing the information entered into these
fields to be identified by the site usage.

Create a Table Record allows users to view history of submissions on submission, and view
details for the record for reference on the issue.

This feature can allow for a second reporting user or reference user to be entered into the
issue for reference or for email communication. This does not allow the referenced user in
the Custom Record Table access to the issue.

Data can be uploaded into the Custom Record Table by our Data Services team to provide
parts list or other data that might need to be updated or referenced when submitting issues.
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About Bookmarks

Bookmarks are a feature in Issuetrak that allows you to save and revisit almost any page in
the product (subject to visibility restrictions and your permissions) with a single click.

Adding Bookmarks
You can add the current page in Issuetrak as a bookmark by following the steps below.

Steps:

1. Click the bookmark flag to the right of the page title. The flag will illuminate gold.
2. Enter the label that you would like to appear for this bookmark, then click Save.

Your bookmark will appear in the lower part of the left menu.

Managing Bookmarks
You can manage your bookmarks from the left menu. You can:

e Delete or Rename a bookmark by hovering over it and clicking the edit button that
appears
e Rearrange the display order of bookmarks by clicking and dragging
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My Notifications

The My Notifications screen allows you to see what issue notifications have been sent to

you from your Issuetrak site. You can get to this screen by clicking your profile name in the
far upper right of Issuetrak and then clicking on My Notifications.

Functionality
Once you are on the My Notifications screen, you have a few options:

e Sorting: Notifications can be sorted by clicking on any column.

e View Notification Body: You can view the body of any notification by clicking the View
Body link corresponding with that notification's line item.

e Paging: If there are more notification line items than can fit on one screen, you may
choose to click the Next and Previous buttons to page through your notifications.
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About Reports

Issuetrak has five reporting mechanisms:

e Dashboard

e Summary Reports
Saved Searches
Report Writer
Scheduled Reports

Dashboard

The Dashboard presents users with up-to-the-minute statistics on all open issues in your
system.

Summary Reports

Summary Reports are built-in system reports.

Saved Searches

Saved Searches are quick and easy retrievals of stored search criteria.

Report Writer

Report Writer allows for sophisticated report writing, including building a query and running
subsequent reports.

Scheduled Reports

Scheduled Reports automatically email Saved Searches and reports built in the Report Writer
at regular intervals to a list of users via email in CSV, Excel, or HTML format.

Optionally, Saved Searches and reports built in the Report Writer may also be Shared on a
case-by-case basis, making them accessible to other users.

Required Permissions

Which report mechanisms are available to users depend on their users' permissions.
Related permissions include:

e Menu Options / Pages Allowed > Dashboard determines which users can view the
Dashboard.

e Menu Options / Pages Allowed > Reports determines which users can view the
Reports menu.

e Menu Options / Pages Allowed > Search Issues determines which users can view
Search Issues.
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e Can run built-in Summary reports determines which users can see the Reports >
Summary Reports sub-menu option, allowing the user to run Summary Reports.

e Can add, edit and run Saved Searches determines which users can see the Reports >
Saved Searches sub-menu option, allowing the user to add, share, edit, delete and run
Saved Searches, as well as share, edit, delete and run Saved Searches Shared with that
user. The “Share” checkbox will appear on the Search Issues screen.

e Can add, edit and run Report Writer queries and reports determines which users can
see the Reports > Report Writer sub-menu options, allowing the user to add, share, edit,
delete and run Report Writer Queries and Reports, as well as share, edit, delete and run
Queries and Reports Shared with that user.
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Change Password

The option for a user to change their own password will only appear if the below conditions
are met:

e “Self Service” option has been enabled within the Password Policy settings (this, in
turn, can only be activated if Outbound Email is enabled).

e “Can change their own password” permission has been enabled on the current user's
account page.

To change your password, please do the following steps:

1. Click on your User ID in the upper right > choose Change password from the drop-
down.

o Note: If you do not have Change Password available, then this is disabled for you

as a result of the site's configuration.

Enter Current Password.
Enter New Password (making sure to adhere to any listed password requirements).
Retype password.
Click the Change Password button.

a bk W

A confirmation message will appear when this process is complete.
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Saved Searches

Saved Searches are quick and easy reports generated from criteria entered on the Search
Issues screen. Once saved, a Saved Search can be run any time with the most current data
or delivered at regular intervals to select users via email in CSV, Excel, or HTML format as a
Scheduled Report from the Reports menu.

Saved Searches may also be Shared, making them accessible to other users. However,
users that are members of Internal Only Organizations or Departments can only see Shared
Searches created by other users within the same Organization or Department.

Adding a Saved Search
Steps:

1. Along the lefthand menu, click Search Issues.
2. Enter the search criteria you want to search Issues for.
3. When you've entered the desired search criteria, set the Search Title field to a
descriptive name you can use to find this saved search at a later time.
4. Set the Output dropdown menu to the desired output format.
5. In the bottom right area of the screen, click Save New Search.
a. You will receive a warning that you are about to save your search criteria: " Search
Title will be saved as a new search. Continue?"
b. Click OK to accept the warning.

The Saved Search will then be available in the Reports menu > Saved Searches or via the
Search Issues screen by clicking the Retrieve Saved Searches link that appears at the
bottom right. A shortcut to the new Saved Search will also be sent to the /ssue Hub page in
the My Reportstab.

Editing a Saved Search
Steps:

1. Along the lefthand menu, navigate to Report Writer > Saved Searches;
2. Select the Saved Search that you want to edit, then click Edit.
3. You will be taken to the Search Issues screen. Change the criteria to match your
desired values.
4. When you are done making changes, click Update Search in the lower right area of the
screen.
a. You will receive a warning that you are about to save your search criteria: " Search
Definition ### - Search Title... will be updated with current selections.; Continue?"
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b. Click OK to accept the warning.
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How to clear browser cache and storage

If you are experiencing login issues you may need to reset your browser state or storage,
please reference the steps below.

Steps:
Internet Explorer (for Issuetrak versions 12.9 or older)

Go to Tools (Gear icon in the top right-hand corner).
Select Internet Options.

Under the Browsing History section, click on Settings.
Click on View Files.

Locate and delete the Cookie for your Issuetrak site.

a b~ wn =

Firefox:

1. Press F12 to pull up the console.

2. Goto the Storage Tab.

3. Expand Cache Storage on the left.
a. Locate the cookie for your Issuetrak site.
b. Right-click and select Clear.

4. Expand Cookies on the left.
a. Locate the cookie for your Issuetrak site.
b. Right-click and select Clear.

5. Expand Indexed DB on the left.
a. Locate the cookie for your Issuetrak site.
b. Right-click and select Clear.

6. Expand Local Storage on the left.
a. Locate the cookie for your Issuetrak site.
b. Right-click and select Clear.

7. Expand Session Storage on the left.
a. Locate the cookie for your Issuetrak site.
b. Right-click and select Clear.

Edge Legacy:

Press F12 to pull up the console.

Go to the Storage Tab.

Expand Cookies on the left.

Click on the cookie for your Issuetrak site.

In the right pane - Right-Click and select Delete all cookies.

a bk w2

Chrome and Chromium Edge:

1. Press F12 to pull up the console.
2. Go to the Application Tab.
3. Expand Local Storage on the left.
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a. Right-Click on the cookie for your Issuetrak site.
b. Click on Clear.

4. Expand Session Storage on the left.
a. Right-Click on the cookie for your Issuetrak site.
b. Click on Clear.

5. Expand Cookies on the left.
a. Right-Click on the cookie for your Issuetrak site.
b. Click on Clear.

Once the cookie(s) is cleared the user can then close the console and log in again, or refresh
the page if you are using SSO login.

If you still experiencing issues, please contact the Support Team. You can contact Support
at 888-789-8725 (US & Canada), +1 757-213-1351 (International), support@issuetrak.com or
https://support.issuetrak.com/.
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Issuetrak Navigation
In Issuetrak there are three basic navigation menus:

e Settings lightbox navigation
e |eft menu
e Right context menu

Issuetrak Site Navigation

In the top bar to the far right, there is a gear icon to the left of the name for the currently
logged-in user. This icon when clicked will show the settings lightbox. It is typically the first
thing you see when loading a browser window displaying Issuetrak. On the left side of
Issuetrak is a collapsible menu showing Main site functionality options and an editable
Bookmarks section. On some screens, a changing right context menu will appear with
options and related links that change depending on your current screen.

Site Navigation areas Functionality

Settings Lightbox Opens the site configuration options and also provides
access to the Asset Management, Billing, and Surveys
modules, if available. Options will show as grayed out if the
currently logged-in user does not have permission to access
the section, or if the section is Disabled.

Left Menu This menu has two sections: a static menu providing links to
items such as New Issue, Dashboard, and Issue Hub, and the
Bookmarks section where a user can bookmark commonly
accessed pages for easy access. The items in this list can be
re-organized, edited, and deleted by the user. The Bookmarks
section is user-specific and can be resized.

Right Context Menu This menu changes depending on the screen that is currently
navigated to and provides contextual options based on the
current screen. For example, if the user is on the Issue screen,
options for Edit, Add Note, and Close will be in the righthand
context menu.

The upper-right side of the Title bar shows you some important information such as a

search option, which allows you to search for information in an Issue’s Subject, or load an
Issue by its Number. Other available options are a print option to allow you to print a cleaned-
up version of the page you are viewing, a circle with a question mark that opens the Issuetrak
Help Center, a gear icon for accessing the Settings lightbox, and a User settings menu. The
User settings menu includes options for My Settings, Change Password, and Log Out.

Remember: The selections shown, and options available, will vary according to how the site
is configured and what permissions your Administrators have assigned to your User profile.
Please explore your options and contact us if you have any questions!

96



97



About Issuetrak

What is Issuetrak?

Issuetrak is a software solution that allows you to track issues, tickets, and requests from
start to finish. Issuetrak is backed up by a team of developers, support analysts, account
managers, and software engineers ready to assist you and your team whenever you need
help.

What is an Issue?

An “/ssu€” is a generic term that describes a unit of work in Issuetrak. The label for this unit
may be changed on your site to whatever word you prefer: item, work order, request, ticket,
complaint, etc. Each issue contains a collection of information. Your administrator can
configure the information gathered on each issue to meet the needs of your site. There is no
limit to the number of issues that can be recorded in any given instance of Issuetrak.

Term Dictionary

Before you start, you may find it helpful to see definitions for some of the tools and features
within Issuetrak. Please take a look at our Term Dictionary.

What can | do to an Issue?

If you are a SysAdmin, you can see and do everything possible within Issuetrak. If you are not
a SysAdmin, then the story is a little more complicated. Licensing, site structure, site
configuration, and the permissions granted to your account will control the features and
Issues that you can access.

Getting Help

As a user, your first line of inquiry should be your local /ssuetrak Administrator. You may also
find some answers within Issuetrak’s Help Center. Use the search box at the top of this page
to find help about the topics you are interested in.


https://helpcenter.issuetrak.com/home/2419-term-dictionary

If your question cannot be answered by your local administrator, then they can submit a
request to the Issuetrak Support Team. Only a user approved by your local account
Administrator will be able to submit an issue directly to our Support Team. To help them get
in touch, we provide a “Contact Us” button within each Issuetrak site to help them submit an

issue into our system.

Additional Resources

Thanks for reading! We have put together a few more resources for new Issuetrak users to
take a look at:

Issuetrak Navigation
Submitting Issues

e Searching Issue
How to Use Issue Hub

For Administrators and Sys Admins we also recommend taking a look at the following:

e Resource List
e The Benefits of Customer Training
e |ssuetrak Professional Services
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How to reset a locked user account

If a user inputs an incorrect password too many times, or has forgotten their password and
has subsequently locked their user account, a password reset will be required in order to
allow the user to log into Issuetrak again.

As there are multiple methods a user account password is used to log into Issuetrak, there
are different methods a password can be reset.

Third-Party Identity Management-Authenticated
Accounts

As third-party passwords are not stored in Issuetrak, if the user account is locked on the
identity provider's side, it will prevent login to Issuetrak. Once the account has been
unlocked/reset in the identity provider, the user will be able to log into Issuetrak.

Issuetrak Authenticated Accounts

If your instance of Issuetrak has its own separate password that is different than the Active
Directory credentials, then there are two methods that a user's password can be reset to
allow for the user to log in after the account has been locked.

e Have an Administrator or User Administrator perform a manual password reset.
e Have the user perform a Self-Help Password Reset if the option is enabled.

You can also refer to this article in order to confirm that Self-Help Password Reset is enabled
and instructions on how to perform a password reset.
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Custom Productivity Reports

Custom reports can be very helpful to managers that wish to obtain data about the
productivity of their agents. In this article, we'll take a look at using the Report Writer to
create a custom summary report. It's important to note that the methods outlined here are
not the only way of displaying or getting report data. Feel free to use the steps in this tutorial
to create your own custom reports with the fields and information that matter to you.

If you are not familiar with the Report Writer, you may find it helpful to take a look at the
article About Report Writer for some background information. If you are familiar with the
Report Writer, then please feel free to read on.

Here are a few examples of custom reports that could be valuable to track the productivity of
agent users.

Report on the number of issues assighed to agents
last month

The purpose of this report will be to look at the number of issues assigned to each agent last
month. Note, this report will show who was most recently assigned to an issue if that issue
moved through multiple assignments. This is valuable information when assessing the
performance of agent users.

To build this report, we must first build a query to retrieve the filtered data and then build a
report off of that query data to organize the data.

Step 1. Create a Query

1. Navigate to Reports > Report Writer > Queries.

2. Click New to create a new query.

3. Choose the dataset Issues from the data sets drop-down menu. (7his may be a
different name if you have renamed the issue field).

4. Drag the available fields Issue Number and Assigned To over to the Selected Fields
column.

5. Click Next.

6. Choose Assigned On from the Fie/d dropdown and set the Conditionto Last Month (or
any time frame you want to report on).

7. Click Save Filter Expression.

8. Choose Assigned To from the Fie/d dropdown and set the Conditionto IN.

9. Click the magnifying glass next to the Field Value and a pop-up box with the users will
be presented.

10. From the Select Assigned To pop-up window, you can choose multiple agent users
that you want to report on by holding down the Ctrl button when selecting users. You
can also manually fill out the Field Value by separating the user display names with
semicolons

101


https://helpcenter.issuetrak.com/home/2428-about-report-writer

11.

12.
13.
14.

Example:

Lily Braun;Piotr Bridges;Gene Guzman

Once the agent display names are populated in the Field Value, click Save Filter
Expression.

Click Next.

Type a Query Name and click Save & Run.

You will be presented with the filtered Query data.

Step 2. Create a Report

W N

9.
10.
11.
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13.
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. Click Reports on the left-hand menu.

Click New.

Click the Query Drop Down and select the Query you created. This will bring in all
fields from the query.

Click Next.

On the Group By page, drag the Assigned To field over to the Selected Fields list.
Click Next.

On the Group Defaults page, uncheck Show Header.

Click Next.

On the Sort By page click Next.

On the Column Defaults page, check Suppress Report Details.

Choose Count from the Subtota/dropdown for the /ssue Number Column Name.
Click Next.

Type a Report Name and click Save & Run.

The displayed report should show a concise count of issues and the agent that they were
assigned to. Managers can use this report to monitor the productivity of agent users in the
Issuetrak system.

Report of number of labor hours per agent last
month

The purpose of this report will be to look at the number of labor hours each agent recorded

last month. This report can only display labor hours if the users adding the notes are
recording Labor Hours. This is valuable information when assessing the performance of
agent users.

Step 1. Create a Query

1.
2.
3.

Navigate to Reports > Report Writer > Queries.

Click New to create a new query.

Choose the dataset Issues/Notes from the data sets drop-down menu. (7his may be a
different name if you have renamed the issue field)
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Drag the available fields Note Created By and Note Labor Hours over to the Selected
Fields column.

Click Next.

Choose Note Created On from the Fie/ddropdown and set the Conditionto Last
Month (or any time frame you want to report on).

Click Save Filter Expression.

Click Next.

Type a Query Name and click Save & Run.

. You will be presented with the filtered Query data.

Step 2. Create a Report

1. Click Reports on the left-hand menu.
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Click New.

Click the Query Drop Down and select the Query you created. This will bring in all
fields from the query.

Click Next.

On the Group By page drag, the Note Created By field over to the Selected Fieldslist.
Click Next.

On the Group Defaults page, uncheck Show Header.

Click Next.

On the Sort By page click Next.

On the column defaults page, check Suppress Report Details.

For the Note Labor Hours Column Name, choose Sum from the Subtota/dropdown.
Click Next.

Type a Report Name and click Save & Run.

The displayed report should show a concise total of labor hours and the users that entered
labor hours. Managers can use this report to monitor the productivity of agent users in the
Issuetrak system.

Report on the number of issues closed per agent
last month

The purpose of this report will be to look at the number of issues closed per agent last
month. This is valuable information when assessing the performance of agent users.

Step 1. Create a Query

1. Navigate to Reports > Report Writer > Queries.

Click New to create a new query.

Choose the dataset Issues from the data sets drop-down menu. (This may be a
different name if you have renamed the issue field.)

Drag the available fields Issue Number and Closed By over to the Selected Fields
column.

Click Next.
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Choose Closed On from the Fie/d dropdown and set the Conditionto Last Month. (or
any time frame you want to report on)

Click Save Filter Expression.

Choose Closed By from the Fie/ddropdown and set the Conditionto IN.

Click the magnifying glass next to the Field Value and a pop-up box with the users will
be presented.

From the Select Closed By pop-up window, you can choose multiple agent users that
you want to report on by holding down the Ctrl button when selecting users. You can
also manually fill out the Field Value by separating the user display names with
semicolons.

Example:

Lily Braun;Piotr Bridges;Gene Guzman

Once the agent display names are populated in the Field Value, click Save Filter
Expression.

Click Next.

Type a Query Name and click Save & Run.

You will be presented with the filtered Query data.

Step 2. Create a Report
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. Click Reports on the left-hand menu.

Click New.

Click the Query Drop Down and select the Query you created. This will bring in all
fields from the query.

Click Next.

On the Group By page, drag the Closed By field over to the Selected Fieldslist.
Click Next.

On the Group Defaults page, uncheck Show Header.

Click Next.

On the Sort By page click Next.

On the Column Defaults page, check Suppress Report Details.

For the /ssue Number Column Name, choose Count from the Subtota/dropdown.
For the Note Labor Hours Column Name, choose Sum from the Subtotal/dropdown.
Click Next.

Type a Report Name and click Save & Run.

The displayed report should show a concise count of issues closed per agent last month.
Managers can use this report to monitor the productivity of agent users in the Issuetrak
system.

Reports can be configured to send out automatically by utilizing the Scheduled Reports
feature in Issuetrak. For more information on Scheduled Reports, please reference the
following article about Scheduled Reports.
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Closing Thoughts

If you would like the assistance of our product experts in creating a custom report that
fits your company's unique needs, please do not hesitate to contact us with any questions.

SPEAK WITH A PRODUCT
EXPERT
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How to Use Issue Hub

Before we can explain how the Issue Hub works, let’s discuss what the Issue Hub is!

So What Is the Issue Hub?

The Issue Hub is a control panel where Issuetrak Users can see and manage their Issues at
a glance. It is shipped with a set of preset views allowing you to see data through pre-
selected column views. All of the views except the Open Issues view are filtered by your role
on an Issue: Submitter, Enterer, Assigned, Next Action, Task Assigned, or Task Available. The
Open Issues view allows you to view all Issues you are able to see regardless of your role on
the Issue.

Each view can be filtered by a column value and/or sort order set by another column. But
there's morel!

As an Administrator, you can add new views or remove the default views to give you a more
customized view. Additionally, you can customize the information shown on the view by
selecting the columns that are important to your team. This includes columns that were not
available to you on the default views.

You can also create a filter that applies automatically to Issues in a view. This is known as a
Base Filter. An example would be a view showing Issues filtered by one Issue Type. Once a
User accesses the view, they can modify the view by changing the sort order or adding
additional filters (User Filters) on top of the Base Filter.

For more information on Base and User Filters, see our Term Dictionary.

Using the Issue Hub for Mass Updates

The Issue Hub also allows users with the proper permissions to make certain updates to
Issues, either individually or in bulk. For example, you could select five issues and update
their assignment or close them - directly from the Issue Hub. A User’s permissions and
visibility filters will affect what actions they can take within the Issue Hub.

What Does Issue Hub Mean for My Team?

The Issuetrak Hub is a tool to allow you and your administrators to create customizable
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views and management capabilities. Allowing you to organize data that is important to your
team. Using the ability to update multiple issues with this toolset Users can be more
productive.

Please also look through the About Issue Hub for more information on its specific

capabilities. If you have any questions or would like to speak with our Product Expert, we are
here to help!

SPEAK WITH A PRODUCT
EXPERT
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Web Accessibility Guidelines

The Web Accessibility Initiative developed the Web Content Accessibility Guidelines (WCAG)
to provide a single standard for web content accessibility that meets the needs of individuals
with disabilities.

Accessibility is a function of Universal Design, or the degree to which a product, device,
service, or environment is available to as many people as possible. When applied to
software, accessibility focuses on the right of people with disabilities or special needs to a
system, often through use of assistive technology such as screen readers. Screen readers
are software programs that allow blind or visually impaired users to read the text that is
displayed on the computer screen with a speech synthesizer or braille display.

One of the ways Issuetrak helps you meet accessibility standards is by providing a series of
optional accessibility settings to work with screen readers.

Accessibility in Issuetrak

These settings can be enabled by any Administrator with the Sys Admin parameter. To
activate these options:

Click the gear icon in the upper right > click Defaults beneath System.
Scroll to the bottom of the page.

Click any or all of the options needed in the Accessibility section.
Click Update.

Mo np =

While Issuetrak does include these options, their rendering is dependent on the
specifications of the web browser. If you have any questions, please contact Issuetrak
Support at 757-213-1357 or by email.
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Add to Home Screen (A2HS)

Add to Home Screen (A2HS) is an option that appears on the mobile login screen of
Issuetrak when viewed from a mobile browser.

As its name suggests, A2HS offers to add your Issuetrak site to your device's home screen
for quick and easy access.

Have a look at this article for more information on mobile settings in Issuetrak.

Requirements
In order for the prompt to appear:

e Your site must be running Issuetrak 15.4 or above
Your site must be hosted via HTTPS
The mobile view must be enabled in your Issuetrak site
You must browse to the site via a mobile browser
e You cannot have previously set the prompt to ‘Never show again'
o |f you have done this, then it will be necessary to clear cookies/cache for the site
before the prompt will appear again

How to Use A2HS

In order to use A2HS:

1. Browse to your Issuetrak 15.4+ site from your mobile device.

2. Along the top area of the site, look for a prompt to "Add site to Home Screen" and tap
onit.

3. A pop-up will appear and ask you to confirm whether the Install the app to your home
screen. Tap Install.

Note that no software is installed on your device - jt effectively adds your Issuetrak site
as an icon to your home screen.

You can now find the Issuetrak icon listed with the rest of the apps installed on your device.
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How to Use Issuetrak Automation

Issuetrak has several types of automation that allow you to automatically update issues in
various ways to keep their progress moving forward. In this article, we will discuss examples
of how you can utilize combinations of automation that will work together to save you time
and effort.

Before we get started, it's a good idea to familiarize yourself with the mechanisms at play
here:

e Hours of Operation

e About Substatuses
e About Substatus Rules
e About Workflows

Understanding the Clock

Issuetrak provides two time measurements the moment an issue is submitted: "Total Time
Open" and "Response Time". These are determined by your Hours of Operation and

automation.
Total Time Open Adjusted Time Open
This is the entire amount of time that an This is the amount of time an issue has
issue has been open including the times been open excluding the amount of time
that the clock was paused. the issue was paused.

The Adjusted Time Open also provides users with the timeframe that the owner of the issue
is responsible for.

> Why is this Important?

Analyze the Process
There are a few things you will want to consider before creating or adjusting automation:

e Who should be responsible for the pending action? The responsible user should
become aware that they are now in charge of moving the issue forward.

¢ How long do you want to wait for a response? The workflows will fire at a time you
configure. Determine how much time you are willing to let the issue sit before an
automated action is made to keep the issue moving forward.

¢ Name your substatus with a good naming convention. The substatuses will inform

110


https://helpcenter.issuetrak.com/home/2003-hours-of-operation
https://helpcenter.issuetrak.com/home/2154-substatuses
https://helpcenter.issuetrak.com/home/2062-substatus-rules
https://helpcenter.issuetrak.com/home/2058-escalation-rules

the users of where in the process the issue is and therefore the substatuses need to
be clear and easily understandable at a glance.
Make a flowchart of your process (Process Document/flow).

CUSTOMER
RESPONSE
RECEIVED

G okt

sk thpase

+Indicates that the issue has been - The submitter has responded
submitted but not worked yet and immediate attention is
needed
+ Immediate attention is needed

SUBSTATUS DEFINITIONS AND PROCESS

PENDING
CUSTOMER
RESPONSE 1

(@ ok P

* Indicates that we have
responded to the submitter and
are awaiting their response

~Two days after the last activity, a
workflow sets the substatus to
“Pending Customer Response 2"
and adds anote stating, "We are
just checking in with you
regarding the status of this issue.
Please contact us with an update
tolet us know if you need any
further assistance”

PENDING
CUSTOMER
RESPONSE 2

Y ek P

 Issue has escalated from

“Pending Customer Response 1"

+ Anote is added that triggers an

email notification

+ The submitter needs to be

contacted by a followup call

PENDING
CUSTOMER
RESPONSE 3

) o

+ The submitter did not respond to

the "Pending Customer Response
2" contact attempt

- Anote is added that triggers an

email notification

*Two days after the last activity, a

workflow sets the substatus to
Pending Closure and adds a note
stating, "We are just checking in
with you once more to see if you
need any further assistance with
this issue. If we do not hear from
You within two business days, the
issue will automatically close.”

PENDING
CLOSURE
QY ctck s

+ The submitter did not respond to

the "Pending Customer Response
3" contact attempt

« An note is added stating that if a

response is not received this
issue will be closed in X amount
of time

“Two days after the last activity, a

workflow sets the substatus to
resolved and adds a note stating
“This issue has closed
automatically. We can re-open
this issue or create a new one
You have any further questions or

concerns.” The workflow then
closes the issue.

ke issuetrak

Create Substatuses

We developed a process in the Issuetrak Support site that we've been using to automate our
correspondence with customers to keep issues moving forward. We use a combination of
Substatus Rules and Workflowsto:

1. Pause the clock so that time waiting on a user response is not counted against us.
2. Quickly ascertain where the responsibility for that issue currently lies.
3. Ensure that an issue doesn't stay unattended for a certain amount of time.

Our support team uses automation as a way to respond to our clients consistently, progress
their issues along, and make sure that they have been fully satisfied with the resolution. This
also ensures that time waiting on the submitter to respond will not count against our Service
Level Agreements or affect the reporting of team metrics.

We started with creating substatuses that easily indicate the responsibility and progress of
that issue. A good naming convention is important here as this field will indicate many
things about an issue. Six substatuses were created to facilitate this process. Your
organization may choose to use fewer or more substatuses based on your needs. Issuetrak
can be customized to match your workflow and processes very easily.

Substatuses will drive this entire process since all of the automation is triggered by which
substatus is on the issue. They need to be clear, descriptive, and easily understandable at a
glance.

Clock Status Description

Substatus Name

e This indicates that the issue has been
submitted but not worked yet.

Assigned Unpaused
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Customer response
received

Pending Customer
Response 1

Pending Customer
Response 2

Pending Customer
Response 3

Pending Closure

As you can see above, we have configured four of the substatuses to pause the clock since
we will be waiting on a response from the submitter when issues are in these substatuses.
Pending Customer Response 1 Pending Customer Response 2 Pending Customer Response

3 Pending Closure

Now that we have our foundation of substatuses, it is time to automate them with substatus

Unpaused

Paused

Paused

Paused

Paused

The submitter has responded and
attention to this issue is needed
immediately.

This indicates that we have responded to
the submitter and are awaiting their
response.

A note is added that triggers an email
notification.

The issue has escalated fromPending
Customer Response 1.

A note is added that triggers an email
notification.

The submitter needs to be contacted by a
follow-up call.

The submitter did not respond to the
Pending Customer Response 2 contact
attempt.

A note is added that triggers an email
notification.

The submitter did not respond to the
Pending Customer Response 3
notification.

A note is added stating that if a response
is not received this issue will be closed in
X amount of time.

rules and workflows. These rules will look at the substatus in order to determine what

actions to take. Our biggest goal is to be able to respond back to submitters as soon as we

can. In order to accomplish this, we will create a substatus rule to set the substatus to

Customer Response Received every time the submitter added a note to an issue. This will

allow us to easily see that immediate attention is needed. Also, the Customer Response

Received substatus will now unpause the clock, if it was paused, and put ownership clearly

back to the assignee.

Define Substatus Rules

Let's look at the substatus rules we made to reduce our workload:
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Issue Event = Note Added by anyone in Submitter's Organization- We use this Issue Event
because we have Organizations that contain many users. We wanted to allow other users
from that Organization to be able to respond to issues and have the Substatus rule fire.
There are other note-added events available that may work better for your needs.

When Substatus = Any Value - This allows the substatus rule to fire any time the submitter
responds to an issue which is invaluable when your goal is to respond to issues as quickly
as possible.

Set substatus to = Customer Response Received - This substatus is what we use at
Issuetrak Support to focus our attention on every day. This substatus means that the
submitter has responded and the issue needs our immediate attention.

Now it is time to automate the process further with Workflows. The workflows are time-
triggered events that fire off after a predetermined amount of time has passed. This keeps
the issues moving forward by performing an action on the issues. Workflows are used to
inform the responsible party that their attention is needed and that the issue has sat too long
without action taken.

Workflows

Here are the Workflows we configured:

Rule Name Interval Condition Actions

Pending 2 Days Substatus = o Set Substatus to Pending

Customer after last Pending Customer Response 2

Response 1 activity Customer ¢ Add Note “We are just checking
Response 1 in with you regarding the status

of this issue. Please contact us
with an update to let us know if
you need any further

assistance.”
Pending 2 Days Substatus = o Set Substatus to Pending
Customer after last Pending Closure
Response 3 activity Customer o Add Note “We are just checking
Response 3 in with you regarding the status

of this issue. Please contact us
with an update to let us know if
you need any further
assistance.”
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Pending 2 Days Substatus = o Set Substatus to Resolved
Closure after last Pending ¢ Add Note “This issue has closed
activity Closure automatically. We can re-open
this issue or create a new one if
you have any further questions
or concerns.”
e Check “Close Issue?”

Now that the automation is configured you can use the Issue Hub or Dashboard to easily

view issue substatuses and monitor the progress of issues. This is valuable information to
managers and agents since they can immediately see which issues need attention and
which issues are waiting for a response from the submitter. Sorting by substatuses is a
technique used to create a worklist and prioritize your issues so that a timely response can
occur.

Closing Thoughts

If you have any questions or would like the assistance of our product experts, please do not
hesitate to contact us with any questions.

SPEAK WITH A PRODUCT
EXPERT
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How to Use Tasks Groups for Change
Management Workflow

Change Management Workflow

In Issuetrak, a basic workflow must be broken down and entered as Task Groups. Those
Task Groups have triggers that move you to the next step in the workflow. We've created a
workflow diagram that appears below and then followed it with the detailed Task Groups
needed to apply it in your Issuetrak system. Not every single step is included as a task. Some
are part of the standard issue process (e.g., Close issue).

Is Impact
~——— Assessment
needed?

Complete

(N ) Risk

Assessment

Assign
Impact/Risk
Rating

Back-out Plan
needed?

Approved by o >
DT Qa2 Sgll:aer?;ée of Change Management
Notify Q
Approved Implement
by Change _0_) aﬂ‘:g:gd — Change
Board?
\ [ e J

o

l

Assign request

to manager for
‘ approval

Manager
Approves?

Resubmit
Change?

L o]

L

Was Back-out
successful?

Implement
Back-out Plan

Create new
Back-out Plan

Notify Users of

Develop Back-out

Back-out Plan

Was change
successful?

t > Notify Users 5 Report to |\
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Defining Task Groups

In the following process, each Task Group name is marked in bold, with the Task Group
name underneath the specific name. In the second column, triggered Task Groups are also

in bold and substatus changes in italics.

Group

Name

Change Request

Manager Approves?

Change Request: Impact Assessment

Is Impact Assessment Needed?

Change Request: Impact Assessment Yes
Complete Risk Assessment
Impact/Risk Rating Added

Backout Plan Needed?

Change Request: Impact Assessment No

Backout Plan Needed?

Change Request: Backout Plan Yes

Response

Yes

No

N/A

Yes

No

N/A

Complete
Complete

Yes

No

N/A

Yes

No

N/A

Call Group

Change Request: Impact

Assessment

Change Request: Resubmit

Change Request: Impact

Assessment

Change Request: Impact

Assessment Yes

Change Request:

Assessment No

: Impact

Change Request: Impact

Assessment Yes

Change Request
Yes

: Backout Plan

Change Request: Backout Plan

No

Change Request
Yes

Change Request
Yes

Change Request
No

Change Request
Yes

: Backout Plan

: Backout Plan

: Backout Plan

: Backout Plan
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Develop a Backout Plan Complete

Approved by Data Owner? Yes

No

N/A

Change Request: Data Owner
Yes

Change Request: Resubmit

Change Request: Data Owner
Yes

Approved by Data Owner Yes

No

N/A

Change Request: Change
Board Yes

Change Request: Resubmit

Change Request: Change
Board Yes

Schedule Change Complete

Approved by Change Board? Yes

No

N/A

Change Request: Change
Board Yes

Change Request: Resubmit

Change Request: Change
Board Yes

Notify Affected Users Complete
Implement Change Complete
Was Change Successful? Yes

No

N/A

Change Request: Change
Successful

Change Request: Implement
Backout

Change Request: Change
Successful

Implement a Backout Plan Complete
Was Backout Successful? Yes

No

N/A

Change Request: Resubmit

Change Request: Backout
Successful No

Change Request: Resubmit

Was Backout Successful? Yes

Change Request: Resubmit
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No Change Request: Backout
Successful No

N/A Change Request: Resubmit

Create new Backout plan Complete

Notify Users Complete

Implement new Backout Plan Complete

Was Backout Successful? Yes Change Request: Resubmit
No Change Request: Backout

Successful No

N/A Change Request: Resubmit

Resubmit Request? Yes Change Request
No Change Request: Close
N/A Change Request

Close Complete

Notify affected users of the Complete
change

Coding & Integration Testing is Complete
Complete

Close Complete

This workflow chart and example of Task Groups are provided as a guide to creating
processes in Issuetrak from your existing procedures and flowcharts. If you have any
questions or would like the assistance of our product experts, please do not hesitate to
contact us with any questions.
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How to Use Tasks Groups for Employee
Onboarding and Offboarding

Many of our customers need help with controlling their onboarding and offboarding
processes. What they find is that they do not have adequate control of the process to ensure
that all steps are completed; this can result in a bad experience for new employees. For
employees who are leaving the company, they want to get this over with and move on.
Therefore, for separations, it is important to protect the company while being respectful of
the separating employee.

Below you will find basic onboarding and offboarding processes. We would like to use these
processes to show you how we break down a workflow into Task Groups to assist you in
building your own Task Processes using the Task Manager.

Onboarding

This example shows a simple Onboarding process. Replicating this process in our Task
Manager requires us to analyze the workflow diagram or process. We look at steps to create
groupings that become our Task Groups. We use Task Groups to build the process. In the
example below, we use the workflow to show how we create individual groups. See the
Analyze section below. Some Task Groups with Yes/No/NA tasks can trigger the addition of
new Tasks by adding Task Groups to the Task list. This allows the process to expand as
submitters respond to the Tasks. The Yes/No/NA Tasks are represented by the diamond
shapes in the Flow Chart.
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Analyze the Process

When a new employee starts, the first steps in this workflow are for the manager to respond
to a series of questions that result in a list of work items for staff to perform to onboard the
new employee. Once the manager responds to the questions then work can begin and does
not complete until all tasks are completed.

e Each Decision point in this process in the rectangle labeled Onboarding Group
represents a question the manager needs to answer. Each question adds a work task
to the list of tasks to onboard this user. As you can see, the process allows from 1to 6
responses from the manager. Therefore, you may only add a laptop or you could add a
laptop and second monitor and work remotely. Recognizing this early guides you
through your setup.

e Define Groups — Decision blocks start and end Task Groups.

o Onboarding 1 Assign Request to the hiring manager - is the first group in the
process and includes steps 2, 3, 4, 5,6, and 7.

o Onboarding 8 Laptop adds Task 8 from Yes response to step 2.

o Onboarding 9 Desktop adds Task 9 from Yes response to step 3.

o Onboarding 10 Second Monitor adds 10 from Yes response to step 4.

o Onboarding 11 Printer adds Task 11 from Yes response to step 5.

o Onboarding 12 Phone adds two Step 12 Tasks from Yes response to step.

o Onboarding 13 Remote Yes adds both Step 13 and 15 Tasks as well as Task 16
and 17 to close the issue.

o Onboarding 13 Remote No adds Step 13, 14, 15, 16, and 17 to close this issue.

e All Tasks, process numbers 8 through 15 represent tasks that are completed at any
time.

e Task 16 Completes after Task 15 is completed.
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e Task 17 closes the issue.

Onboarding Task Groups

Each Task Group is added to Issuetrak via the navigation by clicking the gear icon in the
upper right > click on Task Groups beneath 7ools > click on Add in the right context menu.

If you follow our best practice guidelines, then add each Group Name first (Onboarding). The
following groups then have names associated with their purpose. In some cases, we will
add Yesor Noto the end of a group name to indicate the response they will spawn
(Onboarding Remote Yes, Onboarding Remote No). You can also add numbersto the
beginning of the step to indicate where in the process the step starts (Onboarding 8 Laptop).
This is especially helpful when you use a workflow to reference like this one. Once you name
each group, add the individual Task to the Task Groups.

Once you are done you will have 8 Task Groups added for this process. With Task Groups,
you have the ability to assign each task to an individual user or group. Additionally, you could
potentially change the Substatus of the issue depending on the answer to the Yes/No/NA
task. After adding all of the Task Groups to the site, you will be able to create an Issue
Template to start the process. Using the Task Manager, add the Onboarding Group to the
Issue Template. This allows the submission of the issue to assign the Task to the Submitter
of the issue and to allow them to begin building the Task List upon submission of the issue.

Group
Task Response Call Group
Name

Onboarding 1 Assign Request to the hiring manager

2 Laptop Needed? Yes Onboarding Laptop
No
N/A

3 Desktop Needed? Yes Onboarding Desktop
No
N/A

4 Second Monitor Needed? Yes Onboarding Second

Monitor

No
N/A

5 Printer Needed? Yes Onboarding Printer
No
N/A

6 Is Phone Needed? Yes Onboarding Phone
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No

N/A

7 Is Remote? Yes Onboarding Remote Yes
No Onboarding Remote No
N/A Onboarding Remote No

8 Prep and Deliver Laptop Complete

9 Prep and Deliver Desktop Complete

10 Prep and Deliver Second Monitor Complete

11 Prep and Deliver Printer Complete

12 Phone Line Set Up Complete
12 Unit Delivered and Training Complete
Completed

13 Prepare VPN Access Complete
15 Create AD user/email account Complete
15 Schedule Training/Orientation Complete
16 Training /Orientation Complete Complete
17 Close Complete

13 Prepare VPN Access Complete
14 Assign Workspace Complete
14 Create Security Badge Complete
15 Create AD user/email account Complete
15 Schedule Training/Orientation Complete
16 Training /Orientation Complete Complete
17 Close Complete

122



Offboarding

In this example, we are using the same process, just changing the questions to provide a

basic offboarding process. Pay attention to the differences, they can affect how we plan and

implement the process in Issuetrak.

Request is
~——————————> assigned to HR

manager

2 3 4 5 6
Second N Was
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Recover Recover Recover Recover
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|

Recover
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J
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l

16,
Exit interview Schedule exit
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I J

Analyze the Process

When an employee separation occurs we have to notify multiple departments so that certain
actions occur. Some are to secure assets of the company, and some are to secure data and

d i i reassign Remove VPN
second monitor printer e ension AT

Remove AD
user/email
account

—

15,

15,

13,

Remove VPN
access

|

Reassign
workspace

l 14,

Recover
Security Badge

14

facility access. In this workflow, the submission of the issue becomes the notification

method to multiple responsible parties. The task completion ensures that we secure all user
access and assets. The first step in this workflow is for the manager to respond to a series
of questions that result in a list of work items for staff to perform to off-board the employee.

Once the manager responds to the questions, the work can begin and does not complete

until all tasks are completed.

e Fach Decision point in this process in the rectangle labeled Offboarding Group

represents a question the manager needs to answer. Each question adds a work task

to the list of tasks to onboard this user. As you can see, the process does allow for

from 1 to 6 responses from the manager. Therefore, you may only add a laptop or you

could add a laptop and second monitor and work remotely. Recognizing this early

guides you through your set up
e Define Groups — Decision blocks start and end Task Groups.

o Offboarding 1 Request is assigned to the HR manager is the first group in the

process and includes steps 2, 3,4, 5,6,and 7.
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)

Offboarding 8 Laptop adds Task 8 from Yes response to step 2.
Offboarding 9 Desktop adds Task 9 from Yes response to step 3.
Offboarding 10 Second Monitor — adds 10 from Yes response to step 4.
Offboarding 11 Printer adds Task 11 from Yes response to step 5.
Offboarding 12 Phone adds two Step 12 Tasks from Yes response to step 6.
Offboarding 13 Remote Yes adds both Step 13, 15, 16, and 17 to close.
Offboarding 13 Remote No adds steps 13, 14, 15, 16, and 17 to close.

e All Tasks, process numbers 8 through 15 represent tasks that are completed at any

time.

e Task 16 Completes after Task 15 is completed.
e Task 17 closes the issue.

Offboarding Task Groups

Group

Name

Task Response Call Group

Offboarding 1 Request is assigned to the HR manager

2 Laptop Issued? Yes OffBoarding 8 Laptop
No
N/A

3 Desktop Issued? Yes OffBoarding 9 Desktop
No
N/A

4 Second Monitor Issued? Yes OffBoarding 10 Second

Monitor

No
N/A

5 Printer Issued? Yes OffBoarding 11 Printer
No
N/A

6 Was Phone Issued? Yes OffBoarding 12 Phone
No
N/A

7 Was Remote? Yes Offboarding 13 Remote

Yes
No Offboarding 13 Remote No
N/A Offboarding 13 Remote No
Offboarding 8 Laptop

124



8 Recover Laptop Complete

9 Recover Desktop Complete

10 Recover Second Monitor Complete

11 Recover Printer Complete

12 Disconnect/Reassign Extension ~ Complete

12 Recover Phone Complete

13 Remove VPN Access Complete
15 Remove from AD user/email Complete
account

15 Schedule Exit Interview Complete
16 Exit Interview Complete Complete

17 Close Complete

13 Remove VPN Access Complete
14 Reassign Workspace Complete
14 Recover Security Badge Complete
15 Remove from AD user/email Complete
account

15 Schedule Exit Interview Complete
16 Exit Interview Complete Complete
17 Close Complete

These workflow charts and examples of Task Groups are provided as a guide to creating
processes in Issuetrak. You will run into many variations of the process we are using here. If
you need assistance in building workflows or have questions on how to implement them in
Issuetrak, please do not hesitate to contact our product experts with any questions.
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Cloud Vanity URL Overview

An Issuetrak Cloud site URL will typically have a format similar to
https://yoursite.issuetrak.com. However, it is possible to have a URL with your company’s
domain instead.

For example:

If your company’s name is “yoursite”, you might be able to use a vanity URL of
https://support.yoursite.com or https://helpdesk.yoursite.com.

SSL and Your Cloud Site

In order to provide a secure experience for you and your customers, all Issuetrak Cloud sites
are secured via Secure Sockets Layer (SSL). In instances where you wish to use a vanity URL
for your site, Issuetrak must also host an SSL certificate keyed to that domain. Largely
speaking, there are two types of certificates that can be used to secure your site:

Specific URL - The certificate only works for one URL

For example:
https://support.yoursite.com

Wildcard - The certificate can be used with a number of sites which all share the same
domain.

For example a wildcard certificate for * yoursite.com could be used for all of the following
sites:

https://go.yoursite.com
https://support.yoursite.com
https://helpdesk.yoursite.com

How to Obtain an SSL Certificate

Issuetrak is dedicated to helping you secure your site by any and all means necessary. With
that in mind, there are a number of different solutions by which you can obtain a certificate.
Which you choose will vary on your environment, business needs, and capacity.
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Use an existing certificate

If you already have a certificate that is usable for the desired URL, you will need to export a
copy of that certificate, along with a password, for Issuetrak to use. If this certificate expires
you will be responsible for providing Issuetrak with a new one in order for the site to be
secured properly.

Generate a certificate and host it yourself

In this method, you would create a Certificate Signing Request (CSR), submit that request to
a certificate authority for validation (such as GoDaddy, DigiCert, etc.), and host the
completed certificate that they provide on your own web servers. Issuetrak requires you to
export a copy of this certificate, along with a password, in order for us to host that copy on
our Cloud. This certificate expires after a set time (typically 1 or 2 years) and will need to be
renewed with the vendor before that time.

Have Issuetrak create a CSR

If you are unable to do so for any reason, Issuetrak can create a Certificate Signing Request
(CSR) on your behalf and provide you with the certificate request file to then have a
certificate authority validate it. You would then provide a file from the certificate authority to
Issuetrak so that we can complete the request and host your certificate on our servers. This
certificate expires after a set time (typically 1 or 2 years) and will need to be renewed with
the vendor that authorized it before that time.

OpenSSL

Issuetrak can guide you through the entire certificate process using a free open-source
vendor called OpenSSL. In this instance, Issuetrak would create the CSR, submit it for
validation, complete the request, and host the certificate. We would also have it set to
automatically renew as it expires.
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Issuetrak Release Notes

“issuetrak 15.4

g

~ help desk | customer support | complaint management release date 08.23.2022

Issuetrak 15.4 is here, and it's a well-rounded release containing new additions, updated
features, and bug fixes.

First off, 15.4 is a massive facelift to Issuetrak's mobile view. Navigating around an Issuetrak
site using Android and iOS now feels a more modern, while still supporting our full Identity
Management suite for authenticating to Issuetrak. When using the mobile site, the login
screen also now features an "Add to Home Screen" function, making it easier to add your
Issuetrak site to your mobile device's home screen with just a tap.

We're also introducing a new area of the product that we're calling the Restrictions screen.
This is a centralized page that allows Sys Admins to see every part of the product that has
visibility/access restrictions applied to it. Sys Admins can quickly and easily jump to any
restriction and make changes to it with a simple click.

There's more to 15.4 than just what we've mentioned above, so please keep reading to learn
more!

Mobile View

The mobile view of Issuetrak has long remained unchanged, but today's release
addresses that. Not only have we refreshed the look of the mobile view, we've also
made some subtle changes and additions to functionality.

Add to Home Screen (A2HS)

The mobile view login screen now has added functionality that makes it possible to
add your Issuetrak site to your device's home screen. This requires a mobile browser
and your site to use HTTPS in order to work.
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Identity Management

The mobile view will now work with all forms of identity management, and not just
Issuetrak authentication.

Switch to Desktop / Switch to Mobile

We've also included a link on the login screen that allows you to toggle between the
desktop and mobile experience of your site.

Restrictions

Have you ever...

e Wanted to find every issue type restriction in your site in just a few clicks?

¢ Needed to see every task and task group restriction without going through every
single one of them?

e Needed to run a report of every visibility restriction configured for your site?

Well, now you can easily do all of those things and more!

We've added a new A/ Restrictions feature, which provides the ability to display and
jump to every visibility restriction in your Issuetrak site from one centralized location.
We've even added a new Restrictions data set to the Report Writer.

You can get to the A/l Restrictions screen by navigating to the settings lightbox, then
find and click on Restrictions under Tools.

It's never been easier to view the visibility restrictions in an Issuetrak site! Click here to
learn more about this new functionality.

Custom Links

The Custom Links functionality has been improved with the ability to restrict visibility
of Custom Links based on group and organization membership.

Custom Links have also been included on the new A/l Restrictions screen with all of the
other visibility restrictions for ease of access and monitoring.
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Report Writer

We're also including enhancements and new data sets for the Report Writer:

e Clearindication of who has shared access to queries and reports
e User Type is now a filterable field in the Users-related data sets
NEW Survey Responses / Issues data set

NEW Configuration / Tasks data set

NEW Configuration / Task Groups data set

Incoming Email

If a Google IMAP mailbox failed to connect or authenticate, then all subsequent
mailboxes configured in IEM would not be processed.

Outgoing Email

Resolved an issue where OEM would stop working if there was a SQL error processing
a message.

Report Writer

e |ssue links that were contained within scheduled reports would redirect to the
user's issuetrak homepage rather than navigate directly to the issue.

e Areport exported as a CSV file with "Group by" set to "Issue Next Actioned On"
would appear blank.

Search Issues
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Removed invalid export options for "Task Assigned to" issue searches.

Security

Resolved two XSS (Cross Site Scripting) related bugs that could have allowed arbitrary
JavaScript code to be executed on an Issuetrak site.

Tasks

e Added "Time entered on Task" field to the "Issues/Tasks" and "Issues/Available
Tasks" datasets in Report Writer.

e Removed VBScript code that caused extremely long page load times in issues
with large task groups.

Users and Groups

When merging duplicate users, it was possible for the resulting user to have multiple
copies of the same group if both original users were a member of the same group.

User Interface

A 500 error would appear when adding a new submitter on an issue and there were
more than 32767 organizations.

Issuetrak 15.4.1 Patch Release

release date: 8.25.2022
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Tasks

On the Submit Issue and Edit Issue screens, if a task was added to the issue as a part
of a previous Yes/No/NA task completion, the "Update Substatus to" field would be
blank.
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About Round Robin

Round Robin is a feature that takes each issue assigned to a group and re-assigns it to one
of the group's members. Round Robin is implemented as an attribute that can be turned on
for groups.

How does Round Robin work?

Once Round Robin is enabled on a group, the Round Robin functionality will assign incoming
issues to the group members in alphabetical order of User ID, sorted A through Z. When the
end of the assignment list is reached, it will restart from the beginning.

Group members that currently have an Out of Office calendar status will not be assigned
issues. Additionally, group members that do not have Active status will also not be
assigned issues.

What happens if none of the users in a Round Robin
group are eligible to be assigned an issue?

In this scenario, all issues routed to the group will be placed in Unassigned status.

How many Round Robin groups can | have?

There is no limit to the number of Round Robin groups.

Where can Round Robin be used?
Round Robin can be used anywhere an issue assignment can be made. This includes:

e Onanissue

e Incoming Email

e Auto Assignments
e Scheduled Issues
e |ssue Templates
e Workflows
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e APl issue assignment
e Mass Updates
e Global Issue cascading

Group Eligibility for Round Robin

Round Robin is enabled as an attribute to a group. In order to have the Round Robin
attribute (and thereby use its features), a group must have:

1. Active status.
2. Agents Only membership type.
3. Can be assigned issues permission.

The Round Robin Assignments option will be visible on a group's £dlit Group page when that
group satisfies the three eligibility requirements above.

How do | enable Round Robin for a group?

Steps:

1. Click the gear icon in the upper right > Click on Groups beneath Entities.
2. Click edit next to the desired group.
3. Check the box next to Round Robin Assignments.
o Don't see this option? Look at the Group Eligibility for Round Robin section
above.
4. Click Update.

You can see which groups have Round Robin
enabled from the Groups List page.

Steps.

Method 1:

1. Click the gear icon in the upper right > Click on Groups beneath Entities.
2. Look for the Round Robin column in the list of groups.

a. Groups with Y in the column have the attribute enabled.

b. Groups with N in the column have the attribute disabled.
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Method 2:

1. Click the gear icon in the upper right > Click on Groups beneath Entities.
2. Next to Search On, change the dropdown to Round Robin Enabled.
3. Click Search.
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Previous Release Notes

This article provides access to general documentation for all currently supported versions of
Issuetrak.

Issuetrak Version 15.4 - Restrictions & Renovated Mobile Experience

Issuetrak Version 15.3 - Survey & Ul Enhancements, etc. +

Issuetrak Version 15.2 - Secure Google Authentication, Off-Hours Workflows & Site ID
+

Issuetrak Version 15.1 - Helpful Updates +

Issuetrak Version 15.0 - Zapier Integration

Issuetrak Version 14.9 - API v2: OpenAPI Standard Compliance
Issuetrak Version 14.8 - Quality of Life Improvements

Issuetrak Version 14.7 - Security, Performance Improvements and More
Issuetrak Version 14.6 - Integrated Security and Identity Management

Issuetrak Version 14.5 - Feature Renaming and Custom Labels +

Issuetrak Version 14.4 - Open Authorization / OpenID Connect

Issuetrak Version 14.3 - Quality of Life Release +

Issuetrak Version 14.2 - Organization Memberships +

Issuetrak Version 14.1 - Dark Mode, Office 365 Integration for Incoming Email & Click-
to-Dial +
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Issuetrak Version 14 - Menu & Navigation Improvements

|

Issuetrak Version 12.10 - Issue Hub Enhancements +

Issuetrak Version 12.9 - Issue Views and Ul Updates

Issuetrak Version 12.8 - Azure AD

Issuetrak Version 12.7 - Quick Pick Enhancements

Issuetrak Version 12.6 - Issue Hub Phase 2 +

Issuetrak Version 12.5 - Ul Updates

|

Issuetrak Version 12.4 - Issue Hub +

Issuetrak Version 12.3 - Security Updates

|

Issuetrak Version 12.2 - AD FS Improvements, Default Dashboards, and More

Issuetrak Version 12.1 - Issue and User Management Improvements

Issuetrak Version 12.0 - AD Federation Services

Issuetrak Version 11.14 - Round Robin

Issuetrak Version 11.13 - Security Updates

Issuetrak Version 11.12 - Ul and Security Updates

Issuetrak Version 11.11 - TrakPC/TrakMac

Issuetrak Version 11.10 - User Conference
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Issuetrak Version 11.9 - More Ul Updates

Issuetrak Version 11.8 - Reporting Enhancements

Issuetrak Version 11.7 - Additional Incoming Email Functionality

Issuetrak Version 11.6 - Incoming Email Enhancements

Issuetrak Version 11.5 - More Ul Updates

Issuetrak Version 11.4 - Ul Updates

Issuetrak Version 11.3 - Improved Search, Security, and Tasks +

Issuetrak Version 11.2 - User Administrator

Issuetrak Version 11.1 - Admin Auditing and More

Issuetrak Version 11.0 - Deployment Tools

Upgrade Process

On-Premises

If you are an on-premises customer, you can learn more about the upgrade process here.

Before installing this update, please verify that your installation environment meets the
latest system requirements.

If you utilize the Issuetrak RESTful API, it will be automatically upgraded when you upgrade
Issuetrak.

Cloud

If you are a cloud customer, you can receive this update as needed to address reported
issues and to assist with troubleshooting. Otherwise, the upgrade will be applied for you
automatically to ensure the best possible Issuetrak experience.
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You may also request the update for your site by contacting our Support Team at 888-789-
8725 (US & Canada), +1 757-213-1351
(International), support@issuetrak.com or https://support.issuetrak.com/.

Additional Resources

The following resources are available to help address any questions or problems you might
have as well as help you configure your Issuetrak site as effectively and efficiently as
possible:

e Technical Support
e Professional Services

You can also connect with us and other Issuetrak customers through Facebook, Twitter,
and Linkedln or subscribe to our Company Blog for ongoing tips, tricks, and other useful
information.

Technical Support

Our Support Team is happy to assist you with any technical questions or concerns. You can
contact Support at 888-789-8725 (US & Canada), +1 757-213-1351
(International), support@issuetrak.com or https://support.issuetrak.com/.

More importantly, please keep in mind that every Issuetrak customer is entitled to
exceptional and award-winning technical support and customer service through
their Maintenance Plus Agreement, including:

e Unlimited email, phone, and remote technical assistance during our standard Hours of
Operation

e Emergency technical assistance for system-critical issues outside our standard Hours
of Operation

e Unlimited access to our Technical Support Knowledge Base (KB) 24 hours a day/7
days a week

e Unlimited access to all new releases and service packs as they become available

Our standard Hours of Operation are Monday through Friday, 8:00 AM to 8:00 PM (ET/GMT-
5). In addition, at least one member of our Support Team is always “on call” to assist you
with any system-critical issues 24/7.

To report system-critical issues that occur outside of our standard Hours of Operation,
please call the Support line and speak to our 24/7 answering service. A member of our
Support Team will return your call as soon as possible.
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Professional Services

Our Professional Services Team offers a variety of configuration, implementation, and
consulting services, including:

e JumpStarts (for new customers) and TuneUps (for existing customers)
e Administrator Training and User Training
e Data Import Assistance

Please see our Consulting Services Overview for more information, or contact our Pro
Services Team at 866-477-8387 (US & Canada), +1 757-213-1330 (International),
or proservices@issuetrak.com.
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Custom Record Table - Usage Notes

The Custom Record Table contains records with up to 50 text fields of reference information
that can be used to associate just about anything to an issue, such as contact records, parts,
contracts, contractors, customers, or rooms. When the Custom Record Table is used as a
contact record, Issuetrak can even send email notifications to the contact. In this article, we'll
take a look at using the Custom Record Table.

Users with the permission “Can access and maintain Administration functions ” or with the
Sys Admin parameter can click on gear icon > click on Custom Record Table
beneath /ssues section to add, edit, or delete records.

Data Entry Only

When a user wants to add data to the visible fields of the Custom Record Table, all they need
to do is enter it into the text fields. The field will hold up to 100 characters each. Any data
entered into those fields is saved as a part of the issue record and can be searched using the
Search Issues page. The information will also be available in the Report Writer queries and
reports. However, only the first 5 defined fields will show on the issue record. You can

define one of those 5 fields as an email address and have Issuetrak forward email based on
the subscribers setting in the Custom Record Table setup.

In this usage case, table records are not created, details can not be viewed, and history
records are not created to view at a later date.

Creating Table Records

In some usage cases, it becomes necessary to produce table records to associate data in
the Custom Record Table with the Issue Data.

If a user has permission to use the Custom Record Table, then they can view existing
records or create new records from the Submit /Issue page. They will also be able to view
details of existing records and view a history of issues submitted with the Custom Record
Table record

Use this method when you would like to view pre-filled data, such as parts, or contact
information.

To use this capability, a user can enter data into the field by the Magnifying Glass to start a
search for matching records, or they can just click the Magnifying Glass and enter
information into the search form. The first five fields can be used to search for the required
record. Users with appropriate permission can use existing records or create new records
from this form.

Once entered into the form, links will appear to allow you to view the history of issues
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submitted using this record and allow the user to view details of the record they selected.

Record Visibility

An important point to note when using the Custom Record Table is that any user can see the
Custom Record Table on the submit screen to select from an existing record or enter data
into the first five visible fields. Only users with the permission “Can add, edit and delete
Custom Record Table records ” can create or edit Custom Record Records from the submit
screen. If the user can also edit the issue, they can take the data entered into the five visible
fields by someone else and create a record if necessary.

Another thing to keep in mind is that the data in the Custom Record Table is visible to all
users with these permissions. There are no data restrictions to limit the view of data from
one team to another.

Custom Record Table vs. User Defined Fields

As we've discussed, the Custom Record Table in Issuetrak is very flexible. You can use as
many or as few of the 50 text fields as you need to contain the data that you want to store.
It's important to note that User Defined fields also have some of this flexibility.

For the purposes of this comparison, we'll assume that you are using the Custom Record
Table to store customer contact information, like First Name, Last Name, and Email Address.
The features we've listed here are common across many usages of the Custom

Record Table.

When you select Custom Record Table records.

e FEach of the values is part of a record, so John Smith's email address is part of John
Smith’s record. This information is constant across all of the issues that his record is a
part of.

e You can track history against those records, so you can easily see how many issues
John Smith has submitted, and the history of those records from the issue view or
submit page

e You can configure the Custom Record Table record as a contact record, so you can
send email notifications to the customer listed on that record.

e The First Five fields are displayed on the issue view and Submit page. You'll have to
select a record and click “details” to see the other fields.

e To add a new contact your team will need to create a new Custom Record Table
record. This can be done from the submit page with the proper permissions.
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e The information on the Custom Record Record is outside of your site’s visibility
controls. Anyone who can view the issue can also click on “details” to see the full
record.

When you enter text into Custom Record Table fields without
selecting a record.

e Fach of the values in the fields is a stand-alone value, so the name entered is not
related to any of the other information on the issue. This information is not constant
across the other issues that list the same customer.

e Because norecord is selected, there's nothing to track history against. You'll have to
do a search or report to see the other issues that have the same information entered.

e Since no record is selected, no email is sent.
e There's no way to use more than the first five fields unless you select a record.
e |f you can submit an issue, you can add data to the first five fields.

e Anyone who can view the issue can see the information that's been entered.

When you use User Defined text fields

e Each of the values in the fields is a stand-alone value, so the name entered is not
related to any of the other information on the issue. This information is not constant
across the other issues that could list the same customer.

e There's nothing to track history against. You'll have to do a search or report to see the
other issues that have the same information entered.

e User defined fields do not offer the ability to send email notifications.
e You can create and add as many user defined fields as you want.
e |f you can submit an issue, you can add data to a non-private user defined field.

e User Defined Fields can be configured as “Private”. Only users with the proper
permission can view edit or enter data into private user defined fields.
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Service Contracts

Service Contracts allow you to record the service hours available to an Organization within a
specified date range. Once defined, the system will automatically subtract any labor hours
recorded in an issue from the balance of hours on the Service Contract. Multiple contracts
may also be established for one Organization, allowing your team to relate the labor hours in
an issue to the appropriate contract.

Multiple Contracts may be established for an Organization. If multiple Contracts are in effect
simultaneously, users will be able to view and select the appropriate contract when entering
their labor hours in an issue.

If you have ongoing (monthly, quarterly, or annual, etc.) types of Service Contracts for your
customers, you may also use batch add contracts and let Issuetrak generate all the new
contracts for you.

Add a Service Contract
Steps:

1. Click the gear icon in the upper right > click Organizations beneath £ntities.

2. Click edit next to the appropriate organization from the Organization list displayed.

3. Click add contract in the Service Contracts section of the organization record, listed
under Additional Information.

4. Define the Contract Name, Begin and End Date, and Hours Purchased.

Check the box next to Require Hours on Notes, if desired.

6. Click Add Contract.

o

A confirmation message will appear when this process is complete.

Add a Batch of Service Contracts

Steps.
1. Click the gear icon in the upper right > click Organizations beneath £ntities.
2. Click edit next to the appropriate organization from the Organization list displayed.
3. Click batch add contracts in the Service Contracts section of the Organization record.
4. Define the Contract Name.
5. Enter the number of Contracts the system should Generate.
6. Set an interval to specify how often the contracts are created.
7. Select a date for Starting On.
8. Enter in a value for the Hours Purchased which will be included on each Contract
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generated.
9. Check the box next to Require Hours on Notes, if desired.
10. Click Generate Contracts.

A confirmation message will appear when this process is complete.

Edit a Service Contract
Steps.

1. Click the gear icon in the upper right > click Organizations beneath £ntities.

2. Click edit next to the appropriate organization from the Organization list displayed.

3. Click edit next to the appropriate contract in the Service Contracts section of the
organization record.

4. Edit the appropriate field value(s).

5. Click Update Contract.

A confirmation message will appear when this process is complete.

Delete a Service Contract
Steps.

1. Click the gear icon in the upper right > click Organizations beneath £ntities.

2. Click edit next to the appropriate organization from the Organization list displayed.

3. Click del next to the appropriate contract in the Service Contracts section of the
organization record.

The Edit Organization screen will display upon completion.

Apply a Service Contract to Labor Hours in an Issue

Multiple Contracts may be established for an Organization. Users will be able to view and
select the appropriate contract when entering their labor hours in an issue.
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About Labor Hours

You can optionally enable the Labor Hours field in Issuetrak. This is a field that can be used
to record, display, aggregate, and report upon the amount of time that users have spent
working on an issue. Labor hours plays a role in several areas inside the product:

e |ssues - Users track time spent working on the issue

e Service Contracts - Labor hours are entered against (deducted from) an organization's
service contract

¢ Projects - Issues that are a part of a project can be used to determine the actual
number of labor hours that the project required

e Tasks - Labor hours can be entered (and required) when completing a task

¢ Billing Module line items - Labor hours can form an integral part of billing rates

We will discuss the usage of the labor hours field in issues in the section below. After that,
we will go over other sections of the product where labor hours play a role.

Labor Hours in Issues

The labor hours entered by a user on an issue are intended to reflect the time they spent on
that particular issue and its related notes.

If it is desired for users to see and interact with labor hours on issues, then, in summary:

e The user editing the issue or completing the task requiring labor hours must have the
permission "Can enter Labor Hours when entering Notes/completing Tasks"

e The issue form for the issue must include the "Labor Hours" field

e (Optional) Enable the Start/Stop functionality, which enables users to let the system
keep track of their time spent on an issue

Let's go over these configuration changes and how to carry them out.

Permissions

Users must have the "Can enter Labor Hours when entering Notes/completing Tasks"
permission in order to edit the Labor Hours field for notes on issues or when completing
tasks.

User permissions are a weighty subject, so please consult the relevant article and apply this
permission to the appropriate users in a method consistent with best practices.

Issue Forms

You can control the visibility of the Labor Hours field on issues by adding, removing, and
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positioning on from the issue forms that you use on your issues. If this field is included on
an issue form, then users will be able to see it on issues derived from that issue form.

Steps.

1. Click the gear icon in the upper right > click Issue Forms beneath /ssues.

2. Click edit next to the issue form that you want to change.

3. Drag the "Labor Hours" field from the Available Fields column to the location you want
them to appear on the Included Fields column.

4. Click Update.

A confirmation message will appear when this process is complete.

Issue types that utilize this issue form will now display the Labor Hours field.

Start/Stop Times

This is toggled from the Optional Fields screen. When enabled, this function:

e Provides "Start Clock" and "Stop Clock" buttons when viewing issues, which allows
users working an issue to let the system track the time spent on the issue for them

e Expands the normally-sparse "Labor Hours" entry area under the Note field to include
detailed date/time information and the ability to select which Service Contract (if
applicable) to apply to the current issue

Organization | Service Contracts

In instances where you are supporting clients, Service Contracts may be established for an
organization. The system will automatically subtract any labor hours recorded in an issue
from the balance of hours on the service contract. Multiple contracts can be established for
an organization. Users will be able to view and select the appropriate contract when entering
their labor hours in an issue.

Creating and using service contracts will also allow you to run reports later to determine the
amount of labor hours used on issues submitted against an organization, as well as
determine other details in the relationship between the two.

You can learn more about service contracts here.

Projects

You can optionally track the labor hours for the issues and tasks that are associated with a
project. A given project can tally up the number of labor hours in related issues and tasks.
You have some control over how this information is displayed.
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Have a look at our Projects article for more information.

Tasks

You can configure Issuetrak to require a user to enter labor hours when a task is completed
by enabling "Activate Popup Time Entry" on the Optional Fields screen. Upon completion of a
task, a popup window will appear and allow labor hours to be entered, as well as the
selection of a service contract to apply these against.

Please see our Tasks article for more information.

Billing Module

It is possible to use labor hours to help calculate invoices in the Billing Module. Labor hours
can be recorded in (at a minimum) quarter-hour increments.

The Billing Module is a weighty subject, so we would recommend that you have a look at this
article for more information about it.

Reporting

Labor hours are present in the "Issues" dataset (and other related datasets) within Report
Writer, as well as many of the datasets that are combined with the Issues dataset. You can
use Report Writer to determine the individual amount of labor hours entered for each issue,
aggregate total of hours spent on issues connected with a project, and more. We provide an
example of how to report on labor hours here.

Be careful when attempting to track labor hours in Report Writer, as it is possible to get
duplicate labor hour values between the billing module and issue-related labor hours. "Billing
Line Item Created By" is probably the best field to use when trying to gather information
from the Billing Module using the Report Writer.
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About the All Restrictions Screen

The All Restrictions screen is a centralized location introduced in Issuetrak 15.4 from which
you can view and manage visibility restrictions in your Issuetrak site.

You can navigate to the A/l Restrictions screen by clicking on the gear icon in the upper right
corner of Issuetrak, then find the Tools header and click on Restrictions.

Overview and Behavior

Below is a list of every restriction on the A/l Restrictions screen.

e Custom Link o [ssue Subtype Level 3

e Issue Hub View e Issue Subtype Level 4

e [ssue Template e Knowledge Base Article
e Issue Type e Task

e Issue Subtype Level 1 e Task Group

e |ssue Subtype Level 2

The quantity of restricted items under each restriction will be displayed next to it in each box.
Each restriction's box can be collapsed by clicking on its header (but only if its box contains
content).

The All Restrictions screen displays a collapsible box for each type of restriction in the site.
Each box is divided into a table containing information specific to that restriction:

e Name of the restricted item
e Entity type that the restriction applies to
e Name of the entity that the restriction is for

Clicking on any line item within a restriction box will take you directly to that item's Ediit
screen, allowing you to make necessary changes or simply view additional details about it.

Clicking the add/view link in any restriction box will take you to the corresponding List screen
for that item. For example, if you click on add/view next to Issue Type, then you will go to the
Issue Type View Listscreen.

A Search Restrictions field is present next to the All Restrictions page header. This will allow
you to find a restriction by its name, but only if its name is currently displayed on screen. To
take advantage of the Search field, you must have all restrictions expanded.

Next to the search field is a toggle labeled expand all or collapse all (depending on its
current state). This toggle determines whether every restriction box is expanded to display
all of its contents.

Lastly, a note on how restrictions are implemented for organizations: Organization-related
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restrictions are based on the primary organization membership for each user.
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Blocked Attachments

Certain attachments, such as logo files or social media icons can appear repeatedly in your
descriptions and notes, especially if included in the signatures of your users. You have the
ability to identify the attachments you want to block from processing.

Blocking Attachments

Steps:

1. Click the gear icon in the upper right > click Incoming Email beneath £mail.

2. Click Blocked Attachments on the right context menu.

3. (Optional) A list of already blocked attachments will be shown. You can click on the
name to preview the file or click remove to no longer block it.

4. Click Browse to browse for and add a new attachment to block.

Additionally, if a file comes through that you want to block going forward, you can quickly
block it right from the issue screen. When viewing the issue, you can click on Attachments in
the right context menu, the paper clip icon by the issue number, or scroll to the attachment
list on the issue. Next to each attachment will be a block link. Clicking that will add that
particular attachment to the blocked list.

Post 15.1+ Upgrade

After upgrading from a version prior to Issuetrak 15.7, previously-blocked IEM attachments
will need to be re-blocked. This is due to the underlying mechanism that is used for
matching blocked attachments being changed.

You may see text on the Blocked Attachments screen indicating that some entries are no
longer valid. In order to "clean up" the Blocked Attachments area, you can choose to click on
Delete all invalid entries to get rid of all listed invalid attachments.
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Exclude Text

You have the ability to specify text that is excluded from the email processing. When a block
of text is input to be excluded, IEM will scan for it in the body of the message and when
found, will eliminate it from the description / note of the issue. This allows you to put in
confidentiality or disclaimer text so that it doesn't clutter your issue content.

Steps:

1. Click the gear icon in the upper right > click Incoming Email beneath £mail.
2. Click List beneath Exclude Text on the right quick menu.

3. Add using the right quick menu; edit or delete items already in the list using the links
provided.

4. Type in or adjust your text content.
5. Click Save.
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Using Google App Passwords with a Gmail
IEM Account

For security reasons, Google will deprecate support for using basic authentication (which
relies on your Google account's username and password) with third-party applications when
using their Gmail service on May 30, 2022.

It is therefore necessary to use a Google App Password to allow Issuetrak to authenticate
with Google when you are using their email service with Issuetrak's IEM feature to prevent
disruption of service.

Creating the Google App Password

S

. Enable 2-Step Verification on your Google account by navigating to this page and

signing into the Google account corresponding with the mailbox that you wish to
create an app password for, then following the prompts.

Once you've set up 2-Step Verification in the previous step, navigate to
https://myaccount.google.com/apppasswords and (again) sign into the Google
account corresponding with the mailbox that you wish to create an app password for.
Choose Mail for the "select app" drop down.

Choose the appropriate device for the "select device" drop down.

Click on GENERATE.

Copy and save the password shown in the next screen, as this will be the only time you
will see this password.

Using the Google App Password for IEM Mailboxes

. Log into the Issuetrak site to be updated.

Click the settings gear icon in the top right.
Click Incoming Email under the Email section to launch the mail settings.

o To locate the setting faster, enter incoming email in the search field.
Depending on your specific usage, you may want to either edit an existing mailbox or
create a new mailbox.

a. To use the Google App Password on an existing mailbox:

i. Click edit next to the mailbox to be updated.
ii. Under the "Email Account Information" section, paste the Google App
Password into the password field.
ii. Click the Test Connection button to confirm that the settings are working
as expected.
iv. Click the Update Mailbox button at the top left to save your settings.
b. To use the Google App Password when creating a new mailbox:
i. Click Add under the "Mailboxes" section on the right context menu.
ii. Configure all settings based on your mailbox settings and preferences.
ii. Under the "Email Account Information” section, paste the Google App
Password into the password field.
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iv. Click the Test Connection button to confirm that the settings are working
as expected.

v. Click the Add Mailbox button at the top left to create the mailbox.

vi. For further instructions on creating new mailboxes, please refer to this Help
Center article.

Afterwards, you should test the functionality of IEM to ensure that emails are being turned
into issues in your site.
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About Issue De-Escalations

Issue De-escalations is a feature that allows escalated issues to be de-escalated. This
functionality is disabled by default and must be activated from the Features screen.

Every issue that has been escalated will have a link at the top of its "View Issue" screen that
reads either Currently Escalatedor Previously Escalated and leads to an Escalation History
pop-up. This pop-up contains a history of escalation and de-escalation events for the issue.

The System Overview Dashboard panel will display a count of Issues Escalated. This count
is based on issues currently escalated, and does not include issues that were previously
escalated but are now de-escalated.

It is possible to use the Report Writer to determine what issues are currently escalated by
choosing any data set containing "lssues” in its title and then adding the Escalated On
column. Note that the Escalated On column will only show the most recent escalation date
for each issue, and issues that are not currently escalated will not be displayed in the results.

Requirements

The following conditions are required in order for the De-escalate button to appear on the
"View Issue" screen:

e The issue must be escalated

e The current user must be able to view the issue, but not just as a result of being on the
email distribution

e The current user must be logged in

e The current user must have the "Can Edit Issues" permission

e |ssue De-escalations must be activated from the Features screen.

Note that it is not a requirement for an issue to currently be open in order to de-escalate it.

Steps
In order to de-escalate an issue:

1. Navigate to the issue that you want to de-escalate.
2. Find and click the De-escalate button at the top of the "View Issue" screen.
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2 Email Event

Event #:

Event Status:

a Currently Escalated

130

Open A

3. Accept the prompt that appears.

Are you sure you want to de-escalate this Issue?

OK | | Cancel |

4. Note that the issue now displays a Previously Escalated link at the top of the "View

Issue" screen.

% Email Event

Event #:

Event Status:

E | Previously Escalated

130

Open hd
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Issue Submission Methods

Issuetrak provides the ability to determine which method was used to create an issue. The
Submission Method can be found:

e Via the Report Writer in the ssues Dataset

e Onthe View /ssueor Edit Issue screens, if the issue form includes the "Submission
Method" field

e |n the database within the SubmissionMethod table

List of Submission Methods

Located within the SubmissionMethod database table are columns labeled
'SubmissionMethod" and "ld". The Submission Methods are correlated with the ID numbers,
and are keyed as follows:

Created via the Ul (Normal issue submission)
Copied/Cloned

Created via the Ul with Issue Template

Created via Scheduled Issue

Created via Incoming Email

Created via Incoming Email with Issue Template
Created via Global Issue Bulk Submit

Created via API

© N~
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Entered Date vs Submitted Date

Users with the appropriate permission can change the “Submitted Date” while submitting an
issue. This article provides an explanation of the difference between the "Submitted Date"
and "Entered Date."

Entered Date

This is the “actual” date/time when the issue was submitted and will reflect the current
date/time of when the issue was submitted inside Issuetrak.

Submitted Date

This is the date/time that was manually inputted on the issue using the “Submit Date” fields.
If the “Submit Date” field on the submit screen was not altered or the user does not have the
permission to change the "Submitted Date," then the "Submitted Date" will match the
"Entered Date."

To retrieve this information for a particular issue, the following SQL query can be run:

SELECT IssueNbr, SubmittedDate, EnteredDate
FROM lIssues
WHERE IssueNbr = XXX
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About the Dashboard

The Dashboard is a user-specified display of At-A-Glance statistics regarding open issues. A
user must have Dashboard permissions within their Menu Options / Pages Allowed to view
the Dashboard. If Issue Classes are enabled, selecting a Class in the Show Class drop-down
in the upper right corner will filter the issues displayed on the Dashboard to that particular
Class.
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Category Count
Assigned Issues 178
First Response Pending 5
Issues Escalated 69
Open Issues 178
Unassigned Issues 0

The Dashboard may be used as your Home Page. Otherwise, it is accessible from the left
menu. Once the Dashboard is open there is the option for Dashboard Settings where you can
set your own Dashboard preferences in the top right.

Certain Dashboard reports provide additional display options when viewed from the
Dashboard itself. These options are presented as icons in the upper right-hand corner of
each report, and they can be toggled to change how the reports appear to the user. For
example, when an icon is dark, it has been enabled.

The above image will result in the report having both graph and chart data displayed for the
user. When the icon is lighter, the option has been disabled.

The above image will result in the report only showing the data in graph form.
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Please note that the video below contains navigation steps and naming conventions that
apply to versions prior to Issuetrak 14. The actual use of the features depicted remains
largely unchanged. You may also notice that the terminology displayed in this video
differs from what you see in your instance of Issuetrak.
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Dashboard Settings

This sub-menu option allows you to define your personal Dashboard preferences. Below is a
walkthrough of this screen from top to bottom:

1. Select the Dashboard Panel you want to add to your Dashboard from the "Select a
Panel" drop down.
2. Click Add to Left Column or Add to Right Column as appropriate.
3. Move the panel to its appropriate display order within the right or left column by
manipulating the miniature buttons within the panel.
a. The UP arrow moves the panel up on the Dashboard.
b. The DOWN arrow moves the panel down on the Dashboard.
c. The red X removes the panel from the Dashboard.
4. Repeat these steps for any additional panels you want to add.
5. Click Save to save the layout, OR...
a. If you are a Sys Admin and you are setting up the default Dashboard layout for all
users, click Set as Default.
b. If you are a Sys Admin and you are setting up the dashboard to your own
preference, click Set as My Dashboard.

Default Dashboard Layout

If a Sys Admin sets a default Dashboard layout, it will affect only users that have not set their
Dashboard preferences.
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How does Issuetrak define Report
Permissions?

There are currently three User/Group permissions related to Reports and Saved Searches in
Issuetrak. They are listed under the "Administration” section when adding or editing a
User/Group record.

Can add, edit and run Report Writer Queries and Reports

e Controls the ability to see the Reports/Report Writer and Reports/Scheduled Reports
menu options.

e Allows a user to manage (ie, Modify/Delete) Report Writer queries and reports that they
created as well as queries and reports that are Shared in which they have access.

Can add, edit and run shared Saved Searches

e Fnables the "Share" checkbox on the Search screen. If checked, the Saved Search will
be available to all users.

e Allows a user to manage (ie, Modify/Delete) Saved Searches that are Shared as well as
searches they created.

Can run built-in Summary Reports

e Controls the ability to see the Reports/Summary Reports menu option.

Menu Access

There are two User/Group attributes related to Reports and Saved Searches in Issuetrak.
They are listed under the "Menu Options Authorized" section when adding or editing a
User/Group record.

Search Issues
Controls the ability to see the Search Issues menu option
Reports

Controls the ability to see the Reports menu option. The user must also have one of the
following permissions in order for this menu option to display:

e Can run built-in Summary Reports
e (Can add, edit and run shared Saved Searches
e Can add, edit and run Report Writer Queries and Reports
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Report/Query Filtering

Reports and Saved Searches are defaulted to only be seen by the users who create them
and users any of the Administration permissions (except for User Administrator) enabled.

Report Access

e |nall cases having Can access and maintain Administration functions (or Sys Admin)
provides access to view any Saved Search, Query, Report or Report Schedule as well
as edit capability; having Allowed Read Only access to Administration information
provides access to view any report or schedule but does not allow edit capability
unless the user has edit permissions without the Can access and maintain
Administration functions attribute.

e Report Writer report “Shared access” means a user can access a Report that is Shared
with Everyone, Shared with the User specifically, or Shared with a group the Useris a
member of. Note that "Everyone" means everyone in the currently logged-in user's
organization.

e Saved Search report “Shared” access means Shared with Everyone. Note that
"Everyone" means everyone in the currently logged-in user's organization.

e Saved Searches will be limited by Organization IF the user is in an Organization that is
Internal. (Queries and Reports are not limited by Organization at this time).
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Mobile Settings

Did you instead want to know how to add Issuetrak to your mobile device's home screen?
You can find out about that here.

When you access the system from a mobile device, you will see the Mobile formatted
screens. Here you have the ability to customize the values that appear on those screens.
Issue Templates and Tasks are not currently shown on Mobile screens.

Steps:

Click the gear icon in the upper right > click on Mobile Settings beneath Systern.
Select fields that you wish to Show on Mobile Issue Form.

Define the Order for shown fields (e.g. “3” = third place).

Select Required next to any fields that require values.

Under Mobile General Settings, select the number of issues returned per page for
Issue Lists.

Choose the Default view.

7. Click Update.

a s~ wnp =
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A confirmation message will appear when this process is complete.
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About User Defined Fields

User Defined Fields (or UDFs) are custom fields that can be added to Issuetrak by
Administrators to allow additional information to be provided in:

® [ssues

Organization records

e Userrecords

Asset Types (if licensed)

Products/Services records in the Billing Module (if licensed)

If you are an Administrator in Issuetrak, you can find the menu to edit UDFs by navigating to

the gear icon in the upper right corner and then choosing User Defined Fields beneath
System within Settings Lightbox. On the right context menu, there are three sub-menu
options corresponding to where they will appear in Issuetrak: Issue, Organization, and User.

Issue UDFs

The /ssue Fields screen allows User Defined values to be specified as types:

UDF Type Description

Text

Large Text

List

Date

Decimal

Integer

Yes/No

Hyperlink

Issue
Association

Text UDFs can contain free-form text up to a limit of 250 characters.
These also have the distinction of a toggle for "Exact Match" search
mode when searching issues with this UDF.

Large Text UDFs can contain free-form text up to a limit of 7800
characters.

List UDFs are a form of table-driven fields that can contain entries with
up to 50 characters each.

Date UDFs simply allow users to set a date from a calendar.

Decimal UDFs allow users to enter a decimal value from -2147483647.99
t0 2147483646.99. A secondary limitation is that this field is limited to
250 characters.

Integer UDFs allow users to enter an integer value from -2147483648 to
2147483647.

Yes/No UDFs allow users to set the field to Yes or No.

Hyperlink UDFs allow users to enter a hyperlink into the field, up to a limit
of 250 characters.

Issue Association UDFs allow users to link other issues that are related
to the issue they are currently working on.

Once created, any fields will be available to be included on any issue form. Fields are
automatically included on the Issuetrak Screen but must be manually included on any other
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created screens. Only users with the Can view and enter content in Private Optional Fields
permission will be able to view and maintain fields with Private selected.

Additionally, the selections and content from these fields are copied over to new issues
when:

e Cloning issues

e Using Issue Templates

e Scheduled Issues are configured to use specific values or Issue Templates

e Submitting multiple new issues via Global Issues

e |EMis configured to use Issue Templates that contain user-defined fields with values
pre-selected

Issue Association

Issue Association UDFs are displayed in either single or dual columns, depending on the
information relevant to the current issue.

1. The first column is entitled "Associated Issues", and it can display either None or a list
of issues that have been added to the current issue from the Edit Issue screen. The
issues listed here have been linked from the current issue.

2. The second column is entitled "Listed On", and it will only display if there is relevant
data. When this column is displayed, it shows a list of issues that the current issue has
been associated with. The issues listed here have /inked the current issue from the
issues listed.

Some additional information about Issue Association UDFs:

e Users require "Can Edit Issues" permission in order to add or remove issues to
associate with this field.

e |ssues linked in this field will open in a new browser tab.

e This field is reportable in Report Writer via the following columns in all Issue data sets:

o [UDF Display Name] Associated With Number
[UDF Display Name] Associated With (All)

[UDF Display Name] Listed On Number
[UDF Display Name] Listed On (All)

o
o

)

Adding Issue UDF

Steps
1. Click the gear icon in the upper right > click User Defined Fields beneath System.
2. Click Add New UDF button and then select the type of field from the dropdown list.
3. Give the field a name in the Display Name field and check the Private box if necessary.
4. (Optional) For Text, Decimal, and Integer fields, define how wide you want the box to
appear on the screen. Sizes range from Tiny — 75px to 5XL — 700px. If not adjusted,
the default of XL — 300px will apply.
(Optional) You may set a Tooltip to appear when hovering over the field.
. Click Add UDF button, and the popup window will disappear and your field will appear
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on the list, organized by type.

7. For any List (Table Driven) fields, the values to appear in the drop-down selection list
need to be defined. Click on edit by the appropriate field and for the List Data section,
click + add new and enter the Display Name and Display Order for each dropdown
value. Click Add Item to save the value.

8. Continue to add additional values by clicking add new.

9. Once all values are defined, click Update.

Editing Issue UDF

Steps

. Click the gear icon in the upper right > click User Defined Fields beneath System.
Find the UDF that needs to be changed and click the corresponding edit link next to it.
Make the desired adjustments.

. When finished, click Update.

AN =

Deleting Issue UDF

Steps

1. Click the gear icon in the upper right > click User Defined Fields beneath System.
2. Find the UDF that needs to be deleted and click the corresponding del link next to it.
3. Click OK on the warning pop-up to confirm that you wish to delete this UDF.

Organization UDFs

Organization UDFs are fields that will appear on all Organization records in your Issuetrak
site. These fields appear in your Organization records based on their activation by a System
Administrator(s). Once activated, corresponding values for these fields can be maintained by
users with Can access and maintain Administration functions from Organizations > User
Defined Fields. The custom fields configured on the User Defined Fields — Organization
Record screen will display on all organization records.

Activating Organization UDF

Steps

1. Click the gear icon in the upper right > click User Defined Fields beneath System.
2. Click on Organization on the right context menu.
3. Select and enter a Label for each field.

¢ Table Driven fields are fields with the Administrator-defined selectable values.
Once activated, a User Defined Fields menu option will appear in the Organization
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right context menu. From this menu, the corresponding tables can be populated
with appropriate values.

*Note the Settings option right underneath the User Defined Fields header. This
is a shortcut you can use to quickly get back to make changes to the
Organization's UDFs.

e Text Fields are fields with no pre-determined values. These fields will appear as
free fields in Organization records.

¢ Date Fields will require a date value that can be entered or selected from a popup
calendar in an Organization record.

3. Click Update.

A confirmation message will appear when this process is complete.

Editing Organization UDF
Steps

Click the gear icon in the upper right > click User Defined Fields beneath System.
Click on Organization on the right context menu.
Find the UDF that you wish to change, then make the desired changes.

o=

Once the changes are complete, click Update.

Inactivating Organization UDF
Steps

Click the gear icon in the upper right > click User Defined Fields beneath System.
Click on Organization on the right context menu.

Find the corresponding UDF that you wish to inactivate, then uncheck its checkbox.
Click Update.

o np -

User Record UDFs

The custom fields configured on the User Fields screen will display on all user records.
There are pre-programmed fields for user ID, password, first and last name, phone, email,
pager email, mailing address, and time zone. You may define additional information needed
on user records (as well as issue and organization records) following the steps outlined
below. However, there is a limit to how many of these fields you can create in each format.

Activating User UDF
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Steps

1. Click the gear icon in the upper right > click User Defined Fields beneath System.
2. Click on User on the right context menu.
3. Select and enter a Label for each field.

¢ Table-driven — selected from a drop-down list. Once activated, a User Defined
menu option will appear in the Usermenu. From this menu, the corresponding
tables can be populated with appropriate values.

*Note the Settings option right underneath the User Defined Fields header. This
is a shortcut you can use to quickly get back to make changes to the
Organization's UDFs.

e Text-based — entered freely
e Date-based — entered in date format or selected from the calendar search

3. Click Update.

A confirmation message will appear when this process is complete.

Editing User UDF

Steps

Click the gear icon in the upper right > click User Defined Fields beneath System.
Click on User on the right context menu.

Find and edit the UDF you want to change.

Click Update once the changes are complete.

o -

Inactivating User UDF

Steps

Click the gear icon in the upper right > click User Defined Fields beneath System.
Click on User on the right context menu.

Find the UDF you want to inactivate, then uncheck its corresponding checkbox.
Click Update.

o=

A confirmation message will appear when this process is complete.

Asset Management Module UDFs

The Asset Management module provides two possible UDF types for Asset Types: Text
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fields and Table-driven fields. These fields can be used to store any kind of information
about the asset type you add them to. It isn't necessary to activate Asset Management
UDFs. Once you've created UDFs for an Asset Type, the UDFs are available for use with each
asset matching that Asset Type. You may choose whether or not to populate the UDFs when
you fill the information in.

Adding Asset Management UDFs

Steps

1. Click the gear icon in the upper right > click on Asset Tables beneath Asset
Management.

2. Click on List beneath Asset Types on the right context menu.

3. Find the Asset Type that you want to add UDFs to, then click its corresponding edit
link.

4. For each UDF you want to add, click Add next to the corresponding type.

5. Fill in the name of the UDF.

6. Click Save.

Editing Asset Management UDFs

Steps

1. Click the gear icon in the upper right > click on Asset Tables underneath Asset
Management.

2. Click on List beneath Asset Types on the right context menu.

3. Find the Asset Type that you want to edit UDFs for, then click its corresponding edit
link.

4. For each UDF you want to edit, click edit next to the corresponding UDF.

Make the desired changes.

6. Click Save.

o

Deleting Asset Management UDFs

Steps

1. Click the gear icon in the upper right > click on Asset Tables underneath Asset
Management.

2. Click on List beneath Asset Types on the right context menu.

3. Find the Asset Type that you want to delete UDFs for, then click its corresponding edit
link.

4. For each UDF you want to delete, click del next to the corresponding UDF.

5. Click OK to confirm you want to delete the UDF.
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Billing Module Optional Fields

Customers that utilize the Billing Module have the option of creating user-defined Optional
Fields for Products and Services. This requires Administrative privileges. Three Optional
Fields can be defined for the Billing Module, and they are all Text fields. These cannot be
changed to Date or Table-driven fields.

Activating Billing Module Optional Fields

Steps

Click the gear icon in the upper right > click Billing beneath 7oo/s.

Click Optional Fields beneath Product/Services on the right context menu.
A field may be activated by entering a label into it.

Click Update.

>N =

Editing Billing Module Optional Fields

Steps

Click the gear icon in the upper right > click Billing beneath 7o0/s.

Click Optional Fields beneath Product/Services on the right context menu.
Edit the desired field label.

Click Update.

Hwnp -

Deactivating Billing Module Optional Fields
Deactivated fields will be removed from the Products/Services screen.
Steps

Click the gear icon in the upper right > click Billing beneath 7o0/s.

Click Optional Fields beneath Product/Services on the right context menu.
Deactivate a field by removing its label.

Click Update.

o -
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About Optional Fields

There are several Optional Fields that you can enable within your Issuetrak site that can help
you with your process workflows.

Optional Fields Description

Issue and Search Selecting these items will cause them to appear on applicable
Issue and search screens.

o Next Action This Optional field will enable
Agent User or Group to be
assigned secondary ownership
on the issue. For more
information please also see the
User Permissions article

¢ Required By An Optional Field that can be
Date used to record when you must
have the Issue completed. It can
trigger Workflows if the date has
passed and if the Calendar
Feature is enabled you can also
use it to set Reminders.

o Target Date An Optional Field that can be
used to record when you would
like the Issue to be completed. It
can trigger Workflows if the date
has past and if the Calendar
Feature is enabled you can also
use it to set Reminders.

e Start/ Stop An Optional capability that allows
Times you to record the time and date
when a note event starts and
when it ends.
Settings Menu Selecting a field below will activate a corresponding option on

the Settings menu which will enable you to define your own
list of values for the field(s).

e Causes This is a dropdown field to
capture the reason why the issue
occurred. For more information
please also see the About
Causes article.

o Tasks The optional Tasks feature
allows you to set up discrete
actions and/or a consistent
workflow required for the
resolution of an issue. For more
information please also see the
About Tasks article.
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o Configuration
Items

Table-Driven

This is a three-field dropdown
value list initially designed to
track assets before the
development of the Asset
Management Module. It may be
utilized as a dropdown field on
the issue with two reportable
connected values if needed. For
more information please also
see the About Configuration
Items article.

Selecting an option below will activate a corresponding table-

driven field that can be used to enhance and classify the
information provided in Issues.

¢ Issue Solutions

e Issue
Substatuses

o Issue Subtype

This field is filled out during issue
closure that describes how the
issue was resolved. Allows
administrators to create a drop-
down list of pre-filled values to
handle repetitive resolutions. For
more information please also see
the About Solutions article.

This optional field allows you to
add a value representing stages
in the issue lifecycle. For more
information please see the About
Issue Statuses and

Substatuses article.

These are optional levels of
classification going beyond issue
types. There are four levels
available that create a
hierarchical structure with issue
types. For more information
please see the About Issue Types
and Subtypes article.

Custom Record Table Selecting the option below will activate the Custom Record
Table menu option which will enable you to define your own

table / record consisting of 50 text fields.

e Custom Record The Custom Record Table
Table contains records with up to 50
text fields of reference
information that can be used to
associate just about anything to
an issue. For more information

please see the About the Special
Function Table article.
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Activating Optional Fields
Steps:

1. Click the gear icon in the upper right > click on Optional Fields beneath System.
2. Select all Optional Fields that you want to be available on issues and reports. Access to
view and maintain these fields may be permission-dependent.

a. Select which fields to include on the /ssue and Search screens:

b. Fields selected under the Settings Menu heading can be found and administered
as separate items under Issuetrak's Settings Lightbox.

c. Select all optional Table-Driven (selectable value) fields to be available on issues
and reports. Access to view and maintain these fields may be permission-
dependent. Once activated, field values may be maintained from the
corresponding /ssues section of the Settings menu.

d. Tolink to a table of related values to an issue via a key field, select Use Custom
Record Table.

= (Click here to learn more about the Custom Record Table.
3. Click Update.

A confirmation message will appear when this process is complete.

Deactivating Optional Fields
Steps:

1. Click the gear icon in the upper right > click on Optional Fields beneath System.
2. Deselect an appropriate Optional Field.
3. Click Update.

A confirmation message will appear when this process is complete.
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License Key

This article explains the use of Issuetrak license keys, as well as the License Key screen
within Issuetrak.

Your License Key determines how many Agents you have, which add-ons can be activated,
and when access to your site will expire. You may extend expiration dates, add more Agents
or evaluate/add other add-ons at any time by requesting a new key from our Technical
Support Team at 757-213-1351, support@issuetrak.com, or https://support.issuetrak.com.

The License Key Screen

The License Key screen allows you to update your site's current license key, view your Site

ID and view information about your site. If you are a cloud customer, then the license key and
site ID are managed for you by Issuetrak. If you have questions about either of these, you
can contact Issuetrak Support for assistance.

Managing Your License Key

Only users with Sys Admin permission can apply a License Key to your system. Cloud
customers will not see this option and have their license key managed by Issuetrak.

1. Click the gear icon in the upper right > click on License Key beneath Systemn.
2. Paste the new license key in the field provided.
3. Click Update.

A confirmation message will appear when this process is complete.

Current License Information

In addition to the current license key information, you can also view:

e Expiration date of the current license (if applicable)

A count of the number of agent accounts in use, versus the quantity that the site is
licensed for

The current running version of Issuetrak

Currently licensed add-ons

Permitted users can view a detailed list of every version upgrade and update applied to your
site by clicking the paper icon next to the current version name.

On-Premises customers will also see a "Check for Updates" link present, which (when
clicked) will display the latest released version of Issuetrak, as well as a link to obtain that
version. You can also find a link to the latest release in our Support Site's Home Screen
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Message at any time. As new releases become available, the download information will also
be sent via email to the Technical Contact in your Issuetrak customer account.

If your site is hosted on our cloud environment, Issuetrak Technical Support will keep the site
up-to-date and email the Technical Contact in your customer account prior to any upgrade.
Those customers wishing to upgrade sooner than the established schedule should contact

support to schedule the upgrade.
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Interpreting Admin Auditing Logs

Admin Auditing is a feature that was introduced in Issuetrak 11.1. When this feature is
enabled, a new menu item called Admin Auditing appears in the Admin Auditing area for
administrators beneath 7oo/s. Navigating to this menu item enables an administrator to
review changes made to various areas controlled by Sys Admins , User Administrators, and
users that have limited administrative capabilities.

Audit records are stored in the Issuetrak database. Each audit record has a Row Key that is
used as a unique identifier. The following information is presented for each audit record:

e Date Initiated

e Area Changed

e [tem Changed

e Action Performed

e Row Key (a reference to record labels in the Issuetrak database)
e Old Value (if applicable)

e New Value

e |[nitiating User ID

Many of the logged audit items that appear on the Admin Audit Search page can be

interpreted fairly easily. In many cases, parameters can have only two possible values: 1 or 0.

Depending on the context of the setting, a 1 can be interpreted as True, On, Yes, or Active.
Similarly, a 0 can be interpreted as False, Off, No, or Inactive. An example of such a setting
is UseAdminAuditing, which has only two possible settings: True and False.

Another easy-to-interpret setting is Outgoing Email. When this feature is enabled for the first
time, the Admin Audit Search page will show that no values are populated in the Old Value
column, but the New Value column contains all the settings that were saved at the time the
feature was enabled.

Due to the nature of how Issuetrak stores certain parameters, however, there are some
items that may appear in the Admin Audits that require more explanation.

Translating Audit Items to Useful Information
User Types

There are two User Types in Issuetrak: Agents and End Users. Issuetrak stores these user
types in the database as a numeric value. The numeric value is what is displayed when
changes to UserTypelD are made.

Changes to Group Membership Types will be reflected in the audit entries as a change to the
UserTypelD. For that reason, a third column is provided in the table below to correlate with
changes to Group Membership Types.

178



Group Membership Type

UserTypelD User Type
1 Agent Agents Only
2 End user Any

User Defined Field (UDF) Types

UDF types are stored in the Issuetrak database as numeric values, with each value
corresponding to a UDFKeyID. The numeric value for a UDFKeyID is displayed when a
change is made to a UDF Type.

UDFKeyID UDF Type

1 Text

2 Large Text
3 List

4 Date

5 Decimal

6 Number

7 Yes/No

Users and Passwords

UserlDs are mapped to unique numeric identifiers in the Users table of the Issuetrak
database. The unique identifier column label is called UserNbr. This label correlates to the
UserNbr column in the UserPasswords table.

Changes to user passwords will appear in the audit records as a change to the User
Number, but it is actually the Row Key that changes. When a password is changed, the New
Value column for the audit record will display the UserNbr for the user account that was
affected. It is necessary to correlate the UserNbr here to the matching UserNbr in the Users
table to determine which account was affected.

Note that plaintext passwords will never appear in the Issuetrak database.

User Logins

Each time a user account is authenticated to Issuetrak via Active Directory, multiple entries
concerning User/Group/Template Permissions will be added into the audit log.

Time Zones

Time zones are stored in the Issuetrak database using the table lookup key TimeZonelD,
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with each record containing a numeric value. The Admin Audits only display this numeric
value. A lookup table corresponding each TimeZonelD to its respective time zone can be

found below.

Time Zone

10

11

12

13

14

15

16

17

18

19

20

21

22

Afghanistan Standard
Time

Alaskan Standard Time
Arab Standard Time
Arabian Standard Time
Arabic Standard Time
Atlantic Standard Time

AUS Central Standard
Time

AUS Eastern Standard
Time

Azores Standard Time

Canada Central
Standard Time

Cape Verde Standard
Time

Caucasus Standard
Time

Cen. Australia Standard
Time

Central America
Standard Time

Central Asia Standard
Time

Central Europe
Standard Time

Central European
Standard Time

Central Pacific
Standard Time

Central Standard Time

China Standard Time

Dateline Standard Time

E. Africa Standard Time

Dropdown Display Name

(GMT+04:30) Kabul

(GMT-09:00) Alaska

(GMT+03:00) Kuwait, Riyadh
(GMT+04:00) Abu Dhabi, Muscat
(GMT+03:00) Baghdad

(GMT-04:00) Atlantic Time (Canada)

(GMT+09:30) Darwin

(GMT+10:00) Canberra, Melbourne, Sydney

(GMT-01:00) Azores

(GMT-06:00) Saskatchewan

(GMT-01:00) Cape Verde Is.

(GMT+04:00) Yerevan

(GMT+09:30) Adelaide

(GMT-06:00) Central America

(GMT+06:00) Astana, Dhaka

(GMT+01:00) Belgrade, Bratislava, Budapest,
Ljubljana, Prague

(GMT+01:00) Sarajevo, Skopje, Warsaw,
Zagreb

(GMT+11:00) Magadan, Solomon Is., New
Caledonia

(GMT-06:00) Central Time (US & Canada)

(GMT+08:00) Beijing, Chongging, Hong Kong,
Urumgqi

(GMT-12:00) International Date Line West

(GMT+03:00) Nairobi
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TimeZonelD

23

24

25

26

27

28

29

30

31

32

33

34

35

36

37

38

39

40

4

42

43

44

45

Time Zone

E. Australia Standard
Time

E. Europe Standard
Time

E. South America
Standard Time

Eastern Standard Time
Egypt Standard Time

Ekaterinburg Standard
Time

Fiji Standard Time

FLE Standard Time

GMT Standard Time

Greenland Standard
Time

Greenwich Standard
Time

GTB Standard Time

Hawaiian Standard
Time

India Standard Time

Iran Standard Time
Israel Standard Time
Korea Standard Time

Mexico Standard Time

Mexico Standard Time
2

Mid-Atlantic Standard
Time

Mountain Standard
Time

Myanmar Standard
Time

N. Central Asia
Standard Time

Dropdown Display Name

(GMT+10:00) Brisbane

(GMT+02:00) Minsk

(GMT-03:00) Brasilia

(GMT-05:00) Eastern Time (US & Canada)
(GMT+02:00) Cairo

(GMT+05:00) Ekaterinburg

(GMT+12:00) Fiji, Kamchatka, Marshall Is.

(GMT+02:00) Helsinki, Kyiv, Riga, Sofia, Tallinn,
Vilnius

(GMT) Greenwich Mean Time : Dublin,
Edinburgh, Lisbon, London

(GMT-03:00) Greenland

(GMT) Casablanca, Monrovia, Reykjavik

(GMT+02:00) Athens, Bucharest, Istanbul
(GMT-10:00) Hawaii

(GMT+05:30) Chennai, Kolkata, Mumbai, New
Delhi

(GMT+03:30) Tehran

(GMT+02:00) Jerusalem

(GMT+09:00) Seoul

(GMT-06:00) Guadalajara, Mexico City,
Monterrey — Old

(GMT-07:00) Chihuahua, La Paz, Mazatlan -
Old

(GMT-02:00) Mid-Atlantic

(GMT-07:00) Mountain Time (US & Canada)

(GMT+06:30) Yangon (Rangoon)

(GMT+06:00) Almaty, Novosibirsk
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TimeZonelD

46

47

48

49

50

51

52

53

54

55

56

57

58

59

60

61

62

63

64

65

66

67

Time Zone

Nepal Standard Time

New Zealand Standard
Time

Newfoundland
Standard Time

North Asia East
Standard Time

North Asia Standard
Time

Pacific SA Standard
Time

Pacific Standard Time

Romance Standard
Time

Russian Standard Time

SA Eastern Standard
Time

SA Pacific Standard
Time

SA Western Standard
Time

Samoa Standard Time
SE Asia Standard Time

Singapore Standard
Time

South Africa Standard
Time

Sri Lanka Standard
Time

Taipei Standard Time

Tasmania Standard
Time

Tokyo Standard Time
Tonga Standard Time

US Eastern Standard
Time

Dropdown Display Name

(GMT+05:45) Kathmandu

(GMT+12:00) Auckland, Wellington

(GMT-03:30) Newfoundland

(GMT+08:00) Irkutsk, Ulaan Bataar

(GMT+07:00) Krasnoyarsk

(GMT-04:00) Santiago

(GMT-08:00) Pacific Time (US & Canada)

(GMT+01:00) Brussels, Copenhagen, Madrid,
Paris

(GMT+03:00) Moscow, St. Petersburg,
Volgograd

(GMT-03:00) Buenos Aires, Georgetown

(GMT-05:00) Bogota, Lima, Quito, Rio Branco
(GMT-04:00) Georgetown, La Paz, Manaus, San
Juan

(GMT-11:00) Midway Island, Samoa
(GMT+07:00) Bangkok, Hanoi, Jakarta

(GMT+08:00) Kuala Lumpur, Singapore

(GMT+02:00) Harare, Pretoria

(GMT+05:30) Sri Jayawardenepura

(GMT+08:00) Taipei

(GMT+10:00) Hobart

(GMT+09:00) Osaka, Sapporo, Tokyo
(GMT+13:00) Nuku'alofa

(GMT-05:00) Indiana (East)
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69

70

71

72

73

74

75

76

77

78

79

80

81

82

83

84

85

86

87

Time Zone

US Mountain Standard
Time

Vladivostok Standard
Time

W. Australia Standard
Time

W. Central Africa
Standard Time

W. Europe Standard
Time

West Asia Standard
Time

West Pacific Standard
Time

Yakutsk Standard Time

Azerbaijan Standard
Time

Central Brazilian
Standard Time

Central Standard Time
(Mexico)

Georgian Standard
Time

Jordan Standard Time

Middle East Standard
Time

Montevideo Standard
Time

Mountain Standard
Time (Mexico)

Namibia Standard Time

Pacific Standard Time
(Mexico)

Venezuela Standard
Time

uTc

Dropdown Display Name

(GMT-07:00) Arizona

(GMT+10:00) Vladivostok

(GMT=+08:00) Perth

(GMT+01:00) West Central Africa

(GMT+01:00) Amsterdam, Berlin, Bern, Rome,

Stockholm, Vienna

(GMT+05:00) Islamabad, Karachi, Tashkent

(GMT+10:00) Guam, Port Moresby

(GMT+09:00) Yakutsk

(GMT+04:00) Baku

(GMT-04:00) Manaus

(GMT-06:00) Guadalajara, Mexico City,

Monterrey — New

(GMT+03:00) Thilisi

(GMT+02:00) Amman

(GMT+02:00) Beirut

(GMT-03:00) Montevideo

(GMT-07:00) Chihuahua, La Paz, Mazatlan -

New

(GMT+02:00) Windhoek

(GMT-08:00) Tijuana, Baja California

(GMT-04:30) Caracas

(UTC) Coordinated Universal Time
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Custom Links

You can create custom links that appear on the left menu. There is no limit to the number of
links created, and they may be direct links to any URL you wish.

Adding Custom Links

Steps:

Click the gear icon in the upper right > click Custom Links beneath Systemn.

From the right context menu, click Add.

Enter a Link Label.

Enter the label's Link URL.

To override the alphabetical ordering of your custom menu options, give this menu
option a Display Order among your other custom links.

6. Click Update.

a s~ w2

A confirmation message will appear when this process is complete.

Editing Custom Links

Steps:

Click the gear icon in the upper right > click Custom Links beneath System.
Click edit next to the link you wish to modify.

Make all the necessary changes.

Click Update.

M ownp -

A confirmation message will appear when this process is complete.

Deleting Custom Links

Steps:

Click the gear icon in the upper right > click Custom Links beneath System.
Click del next to the link you wish to delete.

Click OK on the popup prompt message box.

Click Update.

o=
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Security

The following series of options in the Security section allow you to either enhance or reduce
the security of your Issuetrak site. It is important to note that some of these enhancements
may reduce the functionality of the browser, causing potential inconveniences to your users.
Additionally, two of these options will result in reduced security and should only be enabled
with care.

Want to find out about security as it relates to the deployment of Issuetrak? Read the
Security in Issuetrak article instead.

Defining Site Security
Steps.
To change your system's security options:

1. Click the gear icon in the upper right > click on Security beneath System.
2. Make the desired selections and then click the Update button.

The following options increase site security:

e Tell browsers not to cache page data was an option in previous versions that was
removed in Issuetrak 15.1 and above. See the next bulleted item down for more
information about this option for 15.7+. This disabled the caching functions on data
entry pages within Issuetrak. This measure is designed to prevent hackers from
potentially gaining access to sensitive information through a specific workstation or
other common access points. However, this results in potential inconveniences for
your user base, primarily in that the Back button of the browser may not return the
user to the previously viewed page and could also empty the data entry fields on the
page they are on.

e Page Data Caching - If you had the option above enabled prior to upgrading to
Issuetrak 15.1, then no further action is needed on your part to keep this functionality.
But if you did not have this option enabled prior to upgrading to 15.1, you will need to
enable a new URL rewrite rule in IIS. The rewrite rule is called "Set Cache-Control
Response Header" and it can be found in the Outbound Rules.

¢ Protect this site from Cross-Site Request Forgery (CSRF) attacks adds additional
security layers to your site that help prevent hackers from potentially gaining access to
sensitive information and/or executing malicious functions through Cross-Site
Request Forgery attacks. This option comes with a number of potential
inconveniences to your users, including additional steps needing to be taken to
perform certain behaviors.

o Users will not be able to access any shortcut or direct link to a specific page
within your Issuetrak site (such as an Issue record, Project record, KB Article,
Report, etc.) that is not specifically embedded with a system-generated
Synchronizer Token Pattern.
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o Users will not be able to access any shortcut or direct link to a specific page
within your Issuetrak website that has been copied and pasted directly from a
browser's address bar into any other location inside or outside of Issuetrak (such
as into another Issue record, Project record, KB Article, personal email message,
desktop shortcut, etc.).

o Users will be required to generate a Safe URL using the (Create Safe URL)
function found in the top bar of your Issuetrak interface each time they need to
paste a link to a specific page within Issuetrak into any other location inside or
outside of Issuetrak.

o Significantly lengthens the general URL displayed in a browser's address bar for
every individual page within your Issuetrak site.

o Significantly increases the number of characters involved in a Safe link to
specific pages within your Issuetrak site which may potentially exceed the
amount of available space or maximum character limit allowed in certain
locations inside or outside of Issuetrak.

For more details on this type of attack, please see the OWASP's Cross Site Request Forgery

(CSRF) page.

The following options reduce site security:

e Use cookies to remember User IDs on the login page will use a cookie to store the
User ID information on the local machine, a convenience feature that prevents your
users from having to type their User ID every time they visit your Issuetrak site.
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About Site IDs

A Site ID is a unique identifier that distinguishes a running instance of Issuetrak from all
others. Additionally, it is used to distinguish production sites from test sites: Production sites
and test sites require different site IDs.

You will be prompted to enter a numeric Site ID when you deploy a new instance of Issuetrak
or upgrade an existing instance from a version (less than 15.2) that didn't require it. If you do
not know your Site ID, then please reach out to Issuetrak Support so that we can provide it to
you.

If you have already upgraded to Issuetrak 15.2 or above, then you can find your Site ID in
your site by navigating to the License Key screen or clicking on the question mark towards
the top-right area of the screen and then choosing About Issuetrak.
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Configuring Services and Scheduled Tasks

Issuetrak uses a combination of Windows services and scheduled tasks to continuously
provide features and functionality:

Feature Name Service or Task?

Automatic Asset Scheduled Task
Updates

Issue Escalations Scheduled Task
Scheduled Issues Scheduled Task
Scheduled AD Scheduled Task
Imports

Scheduled Reports Scheduled Task
SLA Notifications Scheduled Task
Incoming Email Scheduled Task
Outgoing Email Service

This article applies to the current version of Issuetrak. If you have an older version, please
see this article for a comparison of previous versions or contact Issuetrak Support for more
information.

Each service and task is version-specific. That is, it will only target and process Issuetrak
instances matching its own version.

Additionally, it is possible to choose which tasks or services need to run against your site. In
order to make these changes, it is necessary to review and modify the underlying
configuration.

In On-Premises deployments, these tasks are deployed:

.

To beginat 12:12 AM
With an offset between 0-120
Incoming Email Scheduled Task seconds

.

3

With a frequency of every2 minutes

To begin at 12:03 AM
With a frequency of everyhour

Scheduled Reports Task

e Tobegin at 12:06 AM
With a frequency of everyhour

3

Scheduled Issues Task

EmailConfiguration.xml

Configuration information concerning these services and tasks is located on the Web server
in a single file named EmailConfiguration.xml located here:

C:\Program Files (x86)\Issuetrak\Common\Configuration\Services

An entry for each site determines whether scheduled tasks and services should target the
site when they begin their work, what communication information should be used, and other
information necessary to process the site. Services and tasks can be disabled by changing
their respective value to False. For example, if you don't make use of SLAs in one site, you
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can simply set the relevant setting "SLANotificationsActive" to False to disable the SLA

scheduled task for that site.

For reference, here is an example of a site's entry within the file:

» Example Code

An explanation of each entry follows below:

Entry Name Setting Explanation

Name
Version

IncomingActive

OutgoingActive

WebRootPath

SiteProcessingMaxDegreeOfParallelism

CountOfOutgoingMessagesToProcessPerlterationForSite

ConfigurationFilePath

ConnectionStringName

AdIimportActive
ScheduledReportsActive
RecurringlssuesActive
AssetAuditActive
IssueEscalationActive

SLANOotificationsActive

Issuetrak.Services.Global.xml

Name of the Issuetrak site
Version of the Issuetrak site

Deprecated. Possible values: True or False. If True', tells the m¢
Incoming Email Service to process the site.

Possible values: True or False. If True tells the matching-versic
Email Service to process the site.

Path to the Issuetrak site's web folder.
Default value is "2'. Should not be changed.

Default value is '0', and is interpreted as 'infinite’. Tells the match
Outgoing Email Service to limit the number of outgoing emails se
specified each time this site is processed.

Default value is 'C:\Program Files
(x86)\Issuetrak\Common\Configuration\Services\Issuetrak.Serv

This provides the path to the Issuetrak.Services.Global xml file th
connection string information for the various Issuetrak services t
with the Issuetrak sites.

This is a hex string that is auto-generated when a site is deployec
unique identifier for each site, and it is used to differentiate betwe
Issuetrak.Services.Global.xml file.

Possible values: True or False. Tells the AD Scheduled Import te
whether to process this site.

Possible values: True or False. Tells the Scheduled Reports task
whether to process this site.

Possible values: True or False. Tells the Recurring Issues task (i
whether to process this site.

Possible values: True or False. Tells the Asset Audit task (if pres
process this site.

Possible values: True or False. Tells the Issue Escalation task (il
whether to process this site.

Possible values: True or False. Tells the SLA Notification task (if
whether to process this site.

Issuetrak.Services.Global.xml contains the "other half" of the configuration information

referenced in EmailConfiguration.xml. Issuetrak.Services.Global.xml is located on the Web

server at the following location:

C:\Program Files (x86)\Issuetrak\Common\Configuration\Services
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The configuration information in this file is divided into three discrete sections:

e Secure Storage Keys: A table cross-referencing the unique identifier for each site with
the Secure Storage Key that is used to authenticate the services and tasks.

e Site Versions: A table cross-referencing the unique identifier for each site with the
version of the site and its services.

e Connection Strings: An encrypted block of text that cross-references the unique
identifier for each site with its own connection string information. Each entry, when
decrypted, consists of:

o Site Unique Identifier

o SQL server hostname

o Database name

o The site-specific SQL username that communicates with the MVC application.
This is usually a variation on "IssuetrakMvcUser".

o The password for the site's MVC SQL user account.

If you require any assistance with modifying the settings outlined above, please contact
Issuetrak Support at 757-213-1351 or support@issuetrak.com.
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SQL Server Migration

This migration scenario is for Issuetrak 11.0 and above only. It assumes that you're
migrating an Issuetrak database from one SQL server to another. This is normally done
when an old SQL server is about to be decommissioned and its databases are being
migrated to a newer platform. Additionally, if you are attempting to migrate a version of
Issuetrak older than 11.0, please reach out to Issuetrak Support for assistance.

Preparation

1. Confirm that the site is working properly in its current environment (IEM, OEM, AD
integration, and SSO, as applicable).
2. Be sure that the new SQL server meets all of the system requirements.

3. Download the latest version of Issuetrak from here to your current Web server.
4. From the Web server, use the IDM to generate a JSON of the existing Issuetrak
instance. This will provide a snapshot of the instance's current deployment

configuration.

5. Stop the website in IIS.

6. Perform a backup of your Issuetrak database.

7. Take the database offline to prevent any site operations (Task, Services, Issue
submissions, and editing).

8. Restart the website in IIS.

Deployment
1. Restore the backup of your database to the new SQL server.
The subsequent steps are performed on the Web server.

2. Open the JSON in a text editor. (Notepad++ is recommended for this, as Windows
Notepad tends to malform the displayed file contents).
o Update the Database section of the JSON to reflect the values that apply to the
new SQL server.

3. Use the IDM to deploy the JSON that you just saved by performing the following steps:

a. Open Issuetrak Deployment Manager.
b. Click Add Sites for Deployment.
c. Choose the From a Configuration File option.
d. Select the JSON that was edited in step 2.
e. Click the box beside the site > click Deploy. Don't make changes to any of the
selected deployment contexts, as it is necessary to re-deploy all contexts.
4. Confirm that the site comes up as normal.
Confirm that you can sign into the site.
. Confirm that the features of your site are working properly (IEM, OEM, AD integration,

o o
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and SSO, as applicable).

Issuetrak Support will be happy to troubleshoot or assist you. You can contact Support at
888-789-8725 (US & Canada), +1 757-213-1351 (International), support@issuetrak.com or
https://support.issuetrak.com/.
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User Administrator Feature

There are scenarios where it is advantageous to have a user with limited administrative
capabilities in Issuetrak, without needing to take up an agent license to do so. Beginning with
Issuetrak 11.2, it is possible to give permission to an end-user account for the limited
administration of other users within their organization. When a user is provided with this
permission, we then refer to them as a User Administrator or User Admin. The User
Administratoris capable of limited provisioning of new and existing users in Issuetrak.

In summary, a User Administrator:

e Does not take up an Agent license

e Has the ability to create non-AD user accounts within their own organization
memberships, add them to groups, and set their password

e |s limited to viewing and editing End User accounts that have primary membership in
common with the User Admin's own organization memberships

e Does not have the ability to edit or set user permissions directly, but can grant group
membership

Necessary Permissions

The only necessary permission to make an account into a User Admin is Can access and
maintain users in this user's Organizations.

However, there are two permissions that the account cannot have if they are a User Admin:

e Allowed Read Only access to Administration information
e (Can access and maintain Administration functions

If either of the above permissions is selected for a user that already has Can access and
maintain users in this user's Organizations permission, then Issuetrak will warn that the
permissions are mutually exclusive.

Abilities
User Admins can perform the following actions on users within their own organization:

e Edit user data within their own organization memberships

e Manage membership for group types of Any within their own organization
e Clone user accounts

e Set and change passwords for end-users in their organization

e Create new End User accounts

e View user permissions

® View user type

e Create user administrators via group membership

Limitations
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User admins cannot;

Search AD

Clone AD-authenticated users

Change whether users are authenticated via AD

Clone, grant, or edit user permissions

Delete users

Change user types

Edit a Sys Admin or users with Can access and maintain Administration functions
permission

Add a user to a group outside their organization

View users outside of their own organization

Additional Limitations

All users created by a User Admin will have the No AD Authentication checkbox (pre-
11.13 releases) or Issuetrak Authentication (11.13 and later) dropdown set on their
account.

User Admins will only be able to add users to groups that already belong to the same
organizations that the User Admin is a part of.

Although User Admins will have access to the Settings Lightbox it will have access to
Users beneath Entities.

After clicking on the Users item from the Settings Lightbox, the items List All, Add, and
Search will appear in the right context menu.

When viewed by a User Admin, the User Summary page will be filtered to display only
those users that have membership in their Organization.

The Subscriptions link is not shown on the User View screen.

The ability to Email to User Listand Email Survey Invitations User List options will not
be present on the User Search screen.

Legacy Upgrade Considerations

Customers running Issuetrak 9.9.6 or older and using the Organization Administrator
feature can run a SQL script to export a list of their existing OrgAdmin users prior to
upgrading. This list of users is temporarily stored in a table in the Issuetrak database that is
left untouched by the intermediate 10.x - 11.7 upgrades. The 11.2+ deployment tools have
an import process that checks for this table, grants the listed users the User Administrator
permission, and subsequently deletes the table.
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About the Issuetrak RESTful API

This article provides information on the Issuetrak RESTful API, including important points to
keep in mind and instructions on where to locate the documentation and installation files.

Introduction

Why might you want to use our API?

You might have a scenario specific to your organization wherein you need to pull certain
data from Issuetrak and display it in another application, website, or report. Or maybe you
want to do the opposite of that: Pull data from an application, website or report, and
integrate it into Issuetrak.

Maybe you want to get a realtime count of how many issues have been submitted today
without signing into Issuetrak. Or perhaps you want to submit issues from a custom
interface your development team has put together.

You can accomplish all of these things via our API.

Before Getting Started

¢ Programmers with RESTful API experience — The goal of any APl is that you can
utilize your own resources to create something unique that interacts with another
product. Imagination and creativity is your only limit; therefore, you need to be sure you
have the proper personnel to accomplish what you want to do with the API.

e Latest and Greatest — In order to gain access to the latest API, On-Premises
installations will need to be on the latest version of Issuetrak and Cloud installations
will need to contact our Support Team. For On-Premises installations, the latest
version of the APl is included in the Issuetrak distribution attached to the following
Issuetrak Support KB article.

e System Requirements — The System Requirements for the APl are located in the
following Help Center article.

Functionality

The Issuetrak API gives your programmers access to the issue-related tables within your
Issuetrak database through a .NET Web Service. Using the API, they"ll be able to insert,
update, and retrieve issue data. There is a lot of flexibility to a RESTful API, which means you
and your programmers may develop a number of uses for it.
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Documentation

The following Help Center articles will provide you with everything you need to know to
understand the ins and outs of the API:

API System Requirements
Installing the API (Issuetrak 11.0+)
API - Elevating NLog

API Authorization Overview

AP| Operation Conventions

API| Operations for APIMETADATA
API| Operations for Attachments
API| Operations for Causes

API| Operations for Classes

API| Operations for Departments
API| Operations for Issues

API| Operations for IssueSubTypes

AP| Operations for IssueSubTypes?
AP| Operations for IssueSubTypes3

AP| Operations for IssueSubTypes4
API Operations for IssueTypes

API| Operations for L ocations

API| Operations for Menultems

API| Operations for Notes

API| Operations for Organizations

API| Operations for Priorities

API| Operations for Projects

API| Operations for Servicel evelAgreements
API Operations for Servicel evelSeverities

API| Operations for Servicel evels
API Operations for Servicel evelTerms

AP| Operations for Substatuses

API| Operations for TimeZones

AP Operations for User-Defined Field Types
API| Operations for Users

API| Operations for User Types

AP| Samples Overview

API — Encrypting ConnectionStrings

AP| — Swagger Overview

AP| — Troubleshooting Swagger

Examples

Also included in the Distribution are some examples we've developed, which you can use for
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https://helpcenter.issuetrak.com/home/2300-api-operations-for-causes
https://helpcenter.issuetrak.com/home/2301-api-operations-for-classes
https://helpcenter.issuetrak.com/home/2302-api-operations-for-departments
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https://helpcenter.issuetrak.com/home/2306-api-operations-for-issuesubtypes3
https://helpcenter.issuetrak.com/home/2307-api-operations-for-issuesubtypes4
https://helpcenter.issuetrak.com/home/2308-api-operations-for-issuetypes
https://helpcenter.issuetrak.com/home/2309-api-operations-for-locations
https://helpcenter.issuetrak.com/home/2310-api-operations-for-menuitems
https://helpcenter.issuetrak.com/home/2311-api-operations-for-notes
https://helpcenter.issuetrak.com/home/2312-api-operations-for-organizations
https://helpcenter.issuetrak.com/home/2313-api-operations-for-priorities
https://helpcenter.issuetrak.com/home/2314-api-operations-for-projects
https://helpcenter.issuetrak.com/home/2315-api-operations-for-servicelevelagreements
https://helpcenter.issuetrak.com/home/2316-api-operations-for-servicelevelseverities
https://helpcenter.issuetrak.com/home/2317-api-operations-for-servicelevels
https://helpcenter.issuetrak.com/home/2318-api-operations-for-servicelevelterms
https://helpcenter.issuetrak.com/home/2319-api-operations-for-substatuses
https://helpcenter.issuetrak.com/home/2320-api-operations-for-timezones
https://helpcenter.issuetrak.com/home/2321-api-operations-for-user-defined-field-types
https://helpcenter.issuetrak.com/home/2322-api-operations-for-users
https://helpcenter.issuetrak.com/home/2323-api-operations-for-user-types
https://helpcenter.issuetrak.com/home/2324-api-samples-overview
https://helpcenter.issuetrak.com/home/2325-api-encrypting-connectionstrings
https://helpcenter.issuetrak.com/home/2328-api-swagger-overview
https://helpcenter.issuetrak.com/home/2326-api-troubleshooting-swagger

testing the API. For more information on the examples, including access for our Cloud
customers, please visit the following article.
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Installing the API

If you're actually interested in learning about Issuetrak's second-generation API v2, then
you should read this article instead.

Issuetrak provides the means to deploy the API via either the Issuetrak Deployment Utility
(IDU) or the Issuetrak Deployment Manager (IDM).

If you wish to install the API while upgrading or installing a new instance of Issuetrak with the
IDM, you should select the APl when prompted, and continue with the deployment as
normal.

If you are installing or upgrading a site with the IDU and wish to include the API, then you will
need to add the APl object to your site's JSON.

Deploying the API will require a few minutes of downtime for all involved Issuetrak sites.
During deployment, the following events will happen for each targeted Issuetrak instance.

e An APl user will be created on the SQL server if it doesn't exist, and it will be
associated with your Issuetrak instance.

e An account called "APIUser” will be added within your Issuetrak site. It will only be
visible when querying the SQL server for this account. This account must remain
active, and should not be modified.

e A new application called api will be created at the root of your Issuetrak site in IIS.

For any API call to be made to the site, your API Key will be required as a part of the AP|
Authorization, there are 2 methods to retrieve the API Key.

e |f a new Issuetrak site is being deployed the API Key will be provided during the API
portion of the installation.
e |f the APl is being installed during an upgrade, the API Key can be found from the
Database using the following SQL query after the installation is complete:
O  SELECT Parametervalue FROM Parameters WHERE Parameter = 'ApiKey'

If you want to learn more in general about deploying Issuetrak before performing an API
deployment, you can find more about Issuetrak Deployment Fundamentals here.
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API Operation Conventions

Data Transfer Objects

The Issuetrak API uses the concept of Data Transfer Objects (DTOs) to represent the
serialized input to API operation endpoints for APl methods that use the POST and PUT
HTTP verbs and to represent the serialized output from API operations where a response
object is expected.

Date Serialization

For serializing dates, the Issuetrak APl uses the ISO 8601 standard.

Example:

The date February 27, 2014, at 11:30:10 AM, is represented in the ISO 8601 standard as: 2014-
02-27T11:30:10.0000000.

Data Serialization

The Issuetrak APl supports two serialization formats: JSON and XML. The documentation
assumes the use of JSON; however, the Issuetrak APl Swagger Ul demonstrates the
alternate serialization response schema for XML if an XML implementation is desired.

ExtensionData and MetaData Objects

For API operation responses that generate DTOs or collections of DTOs, there are two
additional properties that will be present within each of the DTO instances, “ExtensionData”
and "Metadata”.

The ExtensionData property represents a collection of key / value pairs and is intended to
provide a container for conveying data that is external to an established data contract. One
of the primary uses of this property would be to convey data from a future version of a DTO
contract (e.g., a future version of a response DTO from a version X implementation of the
Issuetrak API) to a previous DTO version.

The Metadata property represents a collection of key / value pairs and is intended to provide
a container for conveying data that pertinent to the individual APl operation. For API
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operations that produce response DTO instances, the Metadata collection will include at
least two properties: “APIVersion” and “QueryDate”. The “AP/Version” property will provide a
text representation of the version of the API used to generate the response, e.g., “v1". The
“QueryDatée’ property will provide an I1ISO 8601 serialized date representing the date-time that
the API operation was run.
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API Operations for APIMETADATA

Summary

Operation Name: Retrieve AP| Metadata

Relative API Request Path: ~/api/v1/metadata/current
HTTP Verb: GET

Description: Retrieves the current APl metadata

Retrieve APl Metadata

Description: This APl method provides metadata regarding the current API version.

The response code on success will be 200 (OK), and the response body will include the
current server UTC date and the current API version.

» Response DTO Schema:

Request HTTP Verb: GET
Response Status Codes:

e Success: 200
e |nvalid Data: 400

Response DTO Property Notes:
e The UTCDate property represents the UTC datetime for the server

Sample Request URL: ~/api/v1/metadata/current

» Sample Response:
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API Operations for Attachments

Summary

Operation Name: Retrieve an Attachment by Attachment ID

Relative API Request Path:
~/api/v1/attachments/{attachmentID}/{includeAttachmentContent}

HTTP Verb: GET

Description: Retrieve a single Attachment from by its AttachmentID with the option of
specifying whether or not to retrieve the attachment file content.

Operation Name: Retrieve a Collection of Attachments by Issue Number

Relative API Request Path:
~/api/v1/attachments/issue/{issueNumber}/{includeAttachmentContent}

HTTP Verb: GET

Description: Retrieve a collection of Attachments for an associated issueNumber with the
option of specifying whether or not to retrieve the attachment file content.

Operation Name: Retrieve a Collection of Attachments by IssueNumber with the Contents of

the Attachments Compressed as a ZIP Archive

Relative APl Request Path:
~/api/v1/attachments/compressed/issueNumber/{issueNumber}

HTTP Verb: GET

Description: Retrieve a collection of Attachments for an associated issueNumber with the
contents of the attachment compresses as a ZIP Archive.

Operation Name: Create Attachment for Issue
Relative APl Request Path: ~/api/v1/attachments
HTTP Verb: POST

Description: Create a new Attachment for an Issue.

Retrieve an Attachment by Attachment ID

Description: This APl method retrieves an Attachment from the Issuetrak data store for a
specified Attachment ID. The “attachmentID" parameter must correspond to an existing
Attachment. If there is no such Attachment ID, an error message will be returned with an
HTTP response status code of 400.

The “includeAttachmentContent” parameter is an optional parameter that defaults to true. If
false, (e.g., /attachments/1/false), the ReadAttachmentDTO FileContent property will be null
representing the skipped operation of retrieving the attachment file content.

A successful response will include an HTTP status code of 200 (OK) and a response body
containing a serialized ReadAttachmentDTO instance.
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Request HTTP Verb: GET
Response Status Codes:

e Success: 200

e Invalid Attachment ID: 400 (Bad Request, e.g., a negative integer is supplied)

e Non-existent Attachment: 404

o |nvalid Attachment ID: 422 (Unprocessable Entity, e.g., a non-numeric value is supplied)

Response DTO Property Notes:

e The FileSizelnBytes property value should equal the number of bytes present in the
FileContent byte array after decoding from base-64.

e The FileContent property will contain the base-64 encoded contents of the Attachment
file.

e The ExtensionData property will contain an echo of the “includeAttachmentContent”
parameter setting for the request.

e The Metadata property provides a key/value collection of additional data about the API
operation and/or the response body.

Sample Request URL: ~/api/v1/attachments/139978/true

Retrieve a Collection of Attachments by Issue
Number

Description: This APl method retrieves a collection of Attachment from the Issuetrak data
store for the specified Issue Number. The “issueNumber” parameter must correspond to an
existing Issue. If there is no such IssueNumber, an error message will be returned with an
HTTP response status code of 400.

The “includeAttachmentContent” parameter is an optional parameter that defaults to true. If
false, (e.g., /attachments/1/false), the ReadAttachmentDTO FileContent property will be null
representing the skipped operation of retrieving the attachment file content.

A successful response will include an HTTP status code of 200 (OK) and a response body
containing a serialized collection of ReadAttachmentDTO instances.
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Request HTTP Verb: GET

Response Status Codes:

Success: 200

Invalid Issue Number: 400 (Bad Request, e.g., a negative integer is supplied)
Non-existent Issue: 404

Non-existent Attachment: 404

Invalid Issue Number 422 (Unprocessable Entity, e.g., a non-numeric value is supplied)

Response DTO Property Notes:

The IsPagelndexZeroBased property value is always true. This property is included for
use in future API versions.

The Pagelndex property value is always 0. This property is included for use in future
APl versions.

The CountForPage property value is always the same as TotalCount. This property is
included for use in future API versions.

The PageSize property value is always the maximum value for a signed, 32-bit integer.
This property is included for use in future API versions.

The TotalCount property value is the number of records returned in the collection.

The Collection property is an array containing the ReadAttachmentDTO objects
returned.

The ExtensionData property will contain an echo of the “includeAttachmentContent”
parameter setting for the request.

Sample Request URL: ~/api/v1/attachments/issueNumber/122/true

» Sample Response:

Retrieve a Collection of Attachments by
IssueNumber with the Contents of the Attachments
Compressed as a ZIP Archive

Description:This APl method retrieves a collection of Attachment from the Issuetrak data
store for the specified Issue Number. The “issueNumber” parameter must correspond to an
existing Issue. If there is no such IssueNumber, an error message will be returned with an
HTTP response status code of 400.

The content of the retrieved attachments are compressed as a ZIP archive.

A successful response will include an HTTP status code of 200 (OK) and a response body
containing a serialized “QueryResults” instance with a Collection property containing a set of
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ReadAttachmentDTO instances. For each of the ReadAttachmentDTO instances, the
FileContent property will be null and the ExtensionData property will contain a key/value pair
with the key name, “CompressedEntryName”. The value of the “CompressedEntryName” key
will represent the name of the ZIP archive entry corresponding to the byte content for the
ReadAttachmentDTO instance’'s compressed content.

A successful response will include a second root object, “CompressedAttachmentsContent”,
representing the Base-64 encoded representation of the ZIP archive of the attachments for
the queried Issue.

» Response DTO Schema:

Request HTTP Verb: GET

Response Status Codes:

Success: 200

Invalid Issue Number: 400 (Bad Request, e.g., a negative integer is supplied)
Non-existent Issue: 404

Non-existent Attachment: 404

Invalid Issue Number 422 (Unprocessable Entity, e.g., a non-numeric value is supplied)

Response DTO Property Notes:

e The IsPagelndexZeroBased property value is always true. This property is included for
use in future API versions.

e The Pagelndex property value is always 0. This property is included for use in future
APl versions.

e The CountForPage property value is always the same as TotalCount. This property is
included for use in future API versions.

e The PageSize property value is always the maximum value for a signed, 32-bit integer.
This property is included for use in future APl versions.

e The TotalCount property value is the number of records returned in the collection.

e The Collection property is an array containing the ReadAttachmentDTO objects
returned.

e The ExtensionData properties for the ReadAttachmentDTO instances included within
the QueryResults Collection will contain a key/value pair with the key name,
“CompressedEntryName”, representing the ZIP archive entry name for the attachment.
The “CompressedEntryName” is randomly-generated value for every request to allow
attachments with the same base name to be compressed.

Sample Request URL: ~/api/v1/attachments/compressed/issueNumber/105557

» Sample Response:
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Create Attachment for Issue

Description: This method creates a new Attachment associated with a specific Issue
(identified by IssueNumber) within the Issuetrak data store. The CreateAttachmentDTO
object conveys the properties and file content of the new Attachment. Because Attachments
are associated with Issues, the IssueNumber property of the DTO must correspond to an
existing Issue. If there is no such IssueNumber, an error message will be returned with a 400
HTTP status code.

A successful response will include an HTTP status code of 201 (Created), and the response
body will represent the 32-bit integer value representing the ID of the newly-created
Attachment.*

Request HTTP Verb: POST
Response Status Codes:

e Success: 201 (Created)
e |nvalid Data: 400
e Non-existent Issue: 400

Response DTO Property Notes:

e The FileName property value must comply with the character limitations imposed on
standard Windows file names.

e The CreatedBy property value must reference an existing, active User within the
Issuetrak application.

e The FileSizelnBytes property value must match the number of bytes present in
FileContent after decoding from base-64.

e The FileContent property value must contain the base-64-encoded contents of the
Attachment file.

Sample Request URL: ~/api/v1/attachments/

Sample Response HTTP Status Code: 201

Sample Response Body: 140367 (represents the newly-created Attachment D)
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API Operations for Causes

Summary

Operation Name: Retrieve a Cause by Cause |ID
Relative APl Request Path: ~/api/v1/causes/{causelD}
HTTP Verb: GET

Description: Retrieve a single Cause by Cause ID.

Operation Name: Retrieve all Causes

Relative APl Request Path: ~/api/v1/causes

HTTP Verb: GET

Description: Retrieve a collection of currently defined Causes.

Retrieve a Cause by Cause ID

Description: This APl method retrieves a Cause from the Issuetrak data store for a specified
Cause ID. The “causelD” parameter must correspond to an existing Cause. If there is no such
Cause ID, an error message will be returned with an HTTP response status code of 404.

When retrieving a Cause using the API, no special character decoding (e.g., HTML decoding <
as < or > as >) is performed. Therefore, please note that the CauseName returned via the API
method represents the CauseName as stored within the Issuetrak database. Thus, when
retrieving a Cause created through the Issuetrak web interface where HTML encoding of the
CauseName is performed, the API consumer may desire to perform additional client-side
decoding.

A successful response will include an HTTP status code of 200 (OK) and a response body
containing a serialized ReadCauseDTO instance.

» Response DTO Schema:

Request HTTP Verb: GET

Response Status Codes:

Success: 200

Invalid Cause ID: 400 (Bad Request, e.g., a negative integer is supplied)
Non-existent Cause: 404
Invalid Cause ID: 422 (Unprocessable Entity, e.g., a non-numeric value is supplied)

Response Properties:
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e The ExtensionData property is not used in version 1 of the API.
e The Metadata property provides a key/value collection of additional data about the API
operation and/or the response body.

Sample Request URL: ~/api/v1/causes/11

Retrieve all Causes

Description: This APl method retrieves a collection of all currently-defined Causes from the
Issuetrak data store.

When retrieving a Cause using the API, no special character decoding (e.g., HTML decoding <
as < or > as >) is performed. Therefore, please note that the CauseName returned via the API
method represents the CauseName as stored within the Issuetrak database. Thus, when
retrieving a Cause created through the Issuetrak web interface where HTML encoding of the
CauseName is performed, the API consumer may desire to perform additional client-side
decoding.

A successful response will include an HTTP status code of 200 (OK) and a response body
containing a serialized collection of ReadCauseDTO instance.

Request HTTP Verb: GET
Response Status Codes:

e Success: 200
o Non-existent Cause: 404

Response Properties:

e The IsPagelndexZeroBased property value is always true. This property is included for
use in future API versions.

e The Pagelndex property value is always 0. This property is included for use in future
APl versions.

e The CountForPage property value is always the same as TotalCount. This property is
included for use in future API versions.

e The PageSize property value is always the maximum value for a signed, 32-bit integer.
This property is included for use in future API versions.

e The TotalCount property value is the number of records returned in the collection.
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e The Collection property is an array containing the ReadCauseDTO objects returned.

Sample Request URL: ~/api/v1/causes/
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API Operations for Classes

Summary

Operation Name: Retrieve a Class by Class ID

Relative APl Request Path: ~/api/v1/classes/{classID}
HTTP Verb: GET

Description: Retrieve a single Class by Class ID.

Operation Name: Retrieve all Classes

Relative APl Request Path: ~/api/v1/classes

HTTP Verb: GET

Description: Retrieve a collection of currently defined Classes.

Retrieve a Class by Class ID

Description: This APl method retrieves a Class from the Issuetrak data store for a specified
Class ID. The “classID” parameter must correspond to an existing Class. If there is no such
Class ID, an error message will be returned with an HTTP response status code of 404.

When retrieving a Class using the API, no special character decoding (e.g., HTML decoding <
as < or > as >) is performed. Therefore, please note that the Class Name returned via the AP
method represents the Class Name as stored within the Issuetrak database. Thus, when
retrieving a Class created through the Issuetrak web interface where HTML encoding of the
ClassName is performed, the APl consumer may desire to perform additional client-side
decoding.

A successful response will include an HTTP status code of 200 (OK) and a response body
containing a serialized ReadClassDTO instance.

» Response DTO Schema:

Request HTTP Verb: GET

Response Status Codes:

Success: 200

Invalid Class ID: 400 (Bad Request, e.g., a negative integer is supplied)
Non-existent Class: 404
Invalid Class ID: 422 (Unprocessable Entity, e.g., a non-numeric value is supplied)

Response Properties:
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e The Metadata property provides a key/value collection of additional data about the API
operation and/or the response body.

Sample Request URL: ~/api/v1/classes/1

Retrieve all Classes

Description: This APl method retrieves a collection of all currently-defined Classes from the
Issuetrak data store.

When retrieving a Class using the API, no special character decoding (e.g., HTML decoding <
as < or > as >) is performed. Therefore, please note that the ClassName returned via the API
method represents the ClassName as stored within the Issuetrak database. Thus, when
retrieving a Class created through the Issuetrak web interface where HTML encoding of the
ClassName is performed, the APl consumer may desire to perform additional client-side
decoding.

A successful response will include an HTTP status code of 200 (OK) and a response body
containing a serialized collection of ReadClassDTO instance.

Request HTTP Verb: GET

Response Status Codes:

e Success: 200
e Non-existent Class: 404

Sample Request URL: ~/api/v1/classes/
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API Operations for Departments

Summary

Operation Name: Retrieve a Department by Department D
Relative APl Request Path: ~/api/v1/departments/{department|D}
HTTP Verb: GET

Description: Retrieve a single Department by Department ID.

Operation Name: Retrieve all Departments

Relative APl Request Path: ~/api /v1/departments

HTTP Verb: GET

Description: Retrieve a collection of currently defined Departments.

Retrieve a Department by Department ID

Description: This APl method retrieves a Department from the Issuetrak data store for a
specified Department ID. The “departmentID” parameter must correspond to an existing
Department. If there is no such Department ID, an error message will be returned with an
HTTP response status code of 404.

When retrieving an Department using the API, no special character decoding (e.g., HTML
decoding < as < or > as >) is performed. Therefore, please note that the DepartmentName

returned via the API method represents the DepartmentName as stored within the Issuetrak
database. Thus, when retrieving a Department created through the Issuetrak web interface
where HTML encoding of the DepartmentName is performed, the API consumer may desire

to perform additional client-side decoding.

A successful response will include an HTTP status code of 200 (OK) and a response body
containing a serialized ReadDepartmentDTO instance.

» Response DTO Schema:

Request HTTP Verb: GET

Response Status Codes:

e Success: 200
e |nvalid Department ID: 400 (Bad Request, e.g., a negative integer is supplied)
e Non-existent Department: 404

e |nvalid Department ID: 422 (Unprocessable Entity, e.g., a non-numeric value is supplied)

» Response Properties:
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Sample Request URL: ~/api/v1/departments/11

Retrieve all Departments

Description: This APl method retrieves a collection of all currently-defined Departments
from the Issuetrak data store.

When retrieving an Department using the API, no special character decoding (e.g., HTML
decoding < as < or > as >) is performed. Therefore, please note that the DepartmentName
returned via the APl method represents the DepartmentName as stored within the Issuetrak
database. Thus, when retrieving a Department created through the Issuetrak web interface
where HTML encoding of the DepartmentName is performed, the APl consumer may desire
to perform additional client-side decoding.

A successful response will include an HTTP status code of 200 (OK) and a response body
containing a serialized collection of ReadDepartmentDTO instance.

Request HTTP Verb: GET

Response Status Codes:

e Success: 200
e Non-existent Department: 404

Sample Request URL: ~/api/v1/departments/
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API Operations for Issues

Summary

Operation Name: Retrieve an Issue by [ssue Number

Relative APl Request Path: ~/api/v1/issues/{includeNotes}/{issueNumber}
HTTP Verb: GET

Description: Retrieve a single Issue from by Issue Number.

Operation Name: Retrieve a Collection of Issues for a List of Issue Numbers
Relative APl Request Path: ~/api /v1/issues/{includeNotes}/list

HTTP Verb: GET

Description: Retrieve a collection of issues for a delimited list of issue numbers.

Operation Name: Create an Issue

Relative API Request Path: ~/api/v1/issues
HTTP Verb: POST

Description: Create a new Issue.

Operation Name: Update an Issue

Relative APl Request Path: ~/api/v1/issues
HTTP Verb: PUT

Description: Update an existing Issue.

Operation Name: Search [ssues

Relative APl Request Path: ~/api/v1/issues/search

HTTP Verb: POST

Description: Search issues for specified search filters, ordering instructions, and paging
boundaries.

Retrieve an Issue by Issue Number

Description: This APl method retrieves an Issue from the Issuetrak data store for a specified
Issue Number value. The “IssueNumber” parameter must correspond to an existing Issue. If
there is no such Issue Number, an error message will be returned with an HTTP response
status code of 400.

A successful response will include an HTTP status code of 200 (OK) and a response body
containing a serialized ReadlssueDTO instance.

The ReadlssueDTO response instance will contain a collection of ReadNoteDTO instances if
the {includeNotes} parameter was specified as true; otherwise, the “Notes” array will be null.

The ReadlssueDTO response instance will contain a collection of
ReadlssueUserDefinedFieldDTO representing the user-defined fields defined for the Issue if
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any user-defined fields are defined.

When retrieving an Issue using the API, no special character decoding (e.g., HTML decoding
<as<or>as >)is performed. Therefore, please note that the Subject, Description, and
NoteText returned via the APl method represents the text as stored within the Issuetrak
database. Thus, when retrieving an Issue created through the Issuetrak web interface where
HTML encoding of the Subject, Description, and NoteText are performed, the APl consumer
may desire to perform additional client-side decoding.

» Response DTO Schema:

Request HTTP Verb: GET
Response Status Codes:

e Success: 200

e Invalid Issue Number: 400 (Bad Request, e.g., a negative integer is supplied)

e Non-existent Issue: 404

e Invalid Issue Number: 422 (Unprocessable Entity, e.g., a non-numeric value is supplied)

Response Properties:

e The Notes property represents the collection of ReadNoteDTO instances for the Issue.

e The UserDefinedFields property represents the collection of
ReadlssueUserDefinedFieldDTO instances for the Issue.

e The Metadata property provides a key/value collection of additional data about the API
operation and/or the response body.

Sample Request URL: ~/api/v1/issues/101502/false

» Sample Response:

Retrieve a Collection of Issues for a List of Issue
Numbers

Description: This method retrieves a collection of Issues from the Issuetrak data store for a
list of specified Issue Numbers. The list is passed to the method via a custom query string
parameter of comma-delimited Issue Number values.

The Issue Number values must correspond to existing Issues. If there is no such
IssueNumber, an error message will be returned with an HTTP response status code of 400.
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A successful response will include an HTTP status code of 200 (OK) and a response body
containing a serialized collection of ReadlssueDTO instances.

Each ReadlssueDTO response instance will contain a collection of ReadNoteDTO instances
if the {includeNotes} parameter was specified as true; otherwise, the “Notes” array will be
null.

Each ReadlssueDTO response instance will contain a collection of
ReadlssueUserDefinedFieldDTO representing the user-defined fields defined for the Issue if
any user-defined fields are defined.

When retrieving an Issue using the API, no special character decoding (e.g., HTML decoding
<as < or>as >)is performed. Therefore, please note that the Subject, Description, and
NoteText returned via the APl method represents the text as stored within the Issuetrak
database. Thus, when retrieving an Issue created through the Issuetrak web interface where
HTML encoding of the Subject, Description, and NoteText are performed, the APl consumer
may desire to perform additional client-side decoding.

Request HTTP Verb: GET

Response Status Codes:

e Success: 200

e Non-existent Issue: 400

e Invalid Issue Number List: 422 (Unprocessable Entity, e.g., negative or non-numeric
values are supplied)

Sample Request URL: ~/api/v1/issues/true/list/?issueNumbers=104413,104414

Create an Issue

Description: This APl method creates a new Issue within the Issuetrak data store. The
CreatelssueDTO object conveys the properties of the new Issue along with any Note
instances or User-defined Field instances to be associated with the new Issue. If invalid data
are supplied, an error message will be returned with a 400 HTTP status code.
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Depending on the activation of Issuetrak application features, the only acceptable value for a
property associated with an application feature that is not activated is null. For example, for
the “Use Issue Classes” feature, if the feature is disabled, the “ClassID” property for the
CreatelssueDTO instance must be set to null.

For example, if a non-null value is provided for the “ClassID” property and the “Use Issue
Classes” feature is not activated, an error of the following form will be returned:

The specified value for the ClassID' property is invalid because the Issue Classes’ feature is
not activated.

Please note that the value of the ProjectID property (if specified) must represent the Int32 ID
value for an existing project. The existing projects may be retrieved using the “Get All
Projects” method of the Projects API controller. Within the Issuetrak Ul, the “ProjectID”
property refers to the user-assigned project text identifier, not the Int32 value.

The response code on success will be 201 (Created), and the response body will represent
the 32-bit integer value representing the ID of the newly-created Issue.

Request HTTP Verb: POST
Response Status Codes:

e Success: 201
e |nvalid Data: 400

Request Properties:

e The ShouldSuppressEmailForCreateOperation property value determines whether or
not e-mail notifications will be sent by Issuetrak during the creation of this Issue. If
‘false’, e-mail notifications will be sent normally. If 'true’, e-mail notifications will not be
sent.

e The CreatedBy property value must reference an existing, active User within the
Issuetrak application.

Sample Request URL: ~/api/v1/issues/

Sample Response HTTP Status Code: 2071

218



Sample Response Body: 104416

Update an Issue

Description: This APl method updates an existing Issue within the Issuetrak data store. The
UpdatelssueDTO object conveys the properties of the Issue along with any User-defined
Field instances to be associated with the new Issue. If invalid data are supplied, an error
message will be returned with a 400 HTTP status code.

Depending on the activation of Issuetrak application features, the only acceptable value for a
property associated with an application feature that is not activated is null. For example, for
the “Use Issue Classes” feature, if the feature is disabled, the “ClassID” property for the
UpdatelssueDTO instance must be set to null.

For example, if a non-null value is provided for the “ClassID” property and the “Use Issue
Classes” feature is not activated, an error of the following form will be returned:

The specified value for the ClassID' property is invalid because the 'Issue Classes’ feature is
not activated.

» UpdatelssueDTO properties that depend on specific Issuetrak feature activation:

Please note that the value of the ProjectID property (if specified) must represent the Int32 ID
value for an existing project. The existing projects may be retrieved using the “Get All
Projects” method of the Projects API controller. Within the Issuetrak Ul, the "ProjectID”
property refers to the user-assigned project text identifier, not the Int32 value.

The response code on success will be 200 (OK), and the response body will represent the
32-bit integer value representing the Issue Number of the updated Issue.

» Response DTO Schema:

Request HTTP Verb: POST
Response Status Codes:

e Success: 200
e |nvalid Data: 400

Request Properties:

e The ShouldSuppressEmailForUpdateOperation property value determines whether or
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not e-mail notifications will be sent by Issuetrak during the update of this Issue. If
‘false’, e-mail notifications will be sent normally. If 'true’, e-mail notifications will not be
sent.

Sample Request URL: ~/api/v1/issues/

Sample Response HTTP Status Code: 200

Sample Response Body: 79048 (represents the Issue Number for the Issue updated)

Search Issues

Description: This method retrieves a collection of Issues from the Issuetrak data store for
specified query set definitions. The query set definitions can contain one or more query
expressions arranged into query sets with each query set related to the other query sets via
an "AND" or “OR” logical operator.

To search on User Defined Fields, specify the FieldName property of the query expression
using the format “UDI.ID" where ID is the primary key of the UDFields table record for the
User Defined Field you want to search on. For example, if you want to search Issues on a
User Defined Field with a primary key in the UDFields table of 5 you would use FieldName =
“UbL.5".

Additionally, to change the output result set ordering, one or more query order definitions
may be specified with each query order definition consisting of a property name over which
to apply the sorting and the sorting direction: ASC or DESC.

Paging of the results is specified by including a zero-based page index and the desired page
size.

A successful response will include an HTTP status code of 200 (OK) and a response body
containing a serialized collection of ReadlssueDTO instances.

Each ReadlssueDTO response instance will contain a collection of ReadNoteDTO instances
if the {CanIncludeNotes} property was specified as true; otherwise, the “Notes” array will be
null.
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Each ReadlssueDTO response instance will contain a collection of
ReadlssueUserDefinedFieldDTO representing the user-defined fields defined for the Issue if
any user-defined fields are defined.

When retrieving an Issue using the API, no special character decoding (e.g., HTML decoding
<as<or>as >)is performed. Therefore, please note that the Subject, Description, and
NoteText returned via the APl method represents the text as stored within the Issuetrak
database. Thus, when retrieving an Issue created through the Issuetrak web interface where
HTML encoding of the Subject, Description, and NoteText are performed, the APl consumer
may desire to perform additional client-side decoding.

Request HTTP Verb: POST

Response Status Codes:

e Success: 200
e Serialization Issue: 400

Response Properties: None

Sample Request URL: ~/api/v1/issues/search

Sample Response HTTP Status Code: 200
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API - Swagger Overview

Swagger is a RESTful APl Documentation Specification that describes and documents
Application Programming Interfaces (API). From the swagger.io site documentation:

The Swagger specification defines a set of files required to describe such an API. These
files can then be used by the Swagger-Ul project to display the APl and Swagger-Codegen
to generate clients in various languages. Additional utilities can also take advantage of the
resulting files, such as testing tools.

The Issuetrak APl employs technology to produce a “Swagger” API portal dashboard that is
accessible from a
specific URL relative to the APl installation path, which is discussed in the sections below.

This Swagger dashboard displays baseline APl documentation for each of the Issuetrak API
operation endpoints including:

API| Operation Endpoint URLs

API Operation Implementation Notes
API| Operation Request Schema

API Operation Response Schema
API Operation Response Codes

In addition, the Swagger dashboard provides the ability to issue test API requests using a
request schema builder tool and to observe the API response for such test requests.

Swagger Access Controls

You should know that access to your site's Swagger page is determined by settings in the
API site's web.config file. You can find this in: {/ssuetrakWebFolderPath}\AP!

The two settings in the API web.config that control access to the Swagger page are
discussed below. The Issuetrak IDM_sets the values for these settings during the initial
site/API deployment, but you can change them using a text editor later.

APlAuthorizationBypassReferrers

The value expressed in this setting should match the URL of the API website. The URL must
end with /api/swagger/ui/index

http://www.mysite.com/api/swagger/ui/index

APlAuthorizationBypassIiPAddresses
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The value expressed in this setting should include the IP addresses of any computers that
should be allowed to connect to the Swagger Ul for the Issuetrak API. If more than one IP
address is included in the list, then each value should be separated with a comma only
(without spaces).

1.2.3.4,5.6.7.8

How to Access the Swagger Dashboard
Steps.

1. Determine the base URL that maps to the full virtual path for the Issuetrak API
installation to access.

An example of the base API URL for an installation is: https://localhost/api/

2. Append “/swagger” to the base URL obtained in the previous step. Open this
augmented URL with a web browser.

An example of the the augmented API URL to access the Swagger dashboard is:
https://localhost/api/swagger/
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API Operations for IssueTypes

Summary

Operation Name: Retrieve an IssueType by IssueType D
Relative APl Request Path: ~/api/v1/issuetypes/{issueTypelD}
HTTP Verb: GET

Description: Retrieve a single IssueType by IssueType ID.

Operation Name: Retrieve all IssueTypes

Relative APl Request Path: ~/api/v1/issuetypes

HTTP Verb: GET

Description: Retrieve a collection of currently defined IssueTypes.

Retrieve an IssueType by IssueType ID

Description: This APl method retrieves an IssueType from the Issuetrak data store for a
specified IssueType ID. The “issueTypelD” parameter must correspond to an existing
IssueType. If there is no such IssueType ID, an error message will be returned with an HTTP
response status code of 404.

When retrieving an IssueType using the API, no special character decoding (e.g., HTML
decoding < as < or > as >) is performed. Therefore, please note that the IssueTypeName
returned via the API method represents the IssueTypeName as stored within the Issuetrak
database. Thus, when retrieving an IssueType created through the Issuetrak web interface
where HTML encoding of the IssueTypeName is performed, the API consumer may desire to
perform additional client-side decoding.

A successful response will include an HTTP status code of 200 (OK) and a response body
containing a serialized ReadlssueTypeDTO instance.

» Response DTO Schema:

Request HTTP Verb: GET

Response Status Codes:

Success: 200

Invalid IssueType ID: 400 (Bad Request, e.g., a negative integer is supplied)
Non-existent IssueType: 404

Invalid IssueType ID: 422 (Unprocessable Entity, e.g., a non-numeric value is supplied)

» Response Properties:
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Sample Request URL: ~/api/v1/issuetypes/11

Retrieve all IssueTypes

Description: This APl method retrieves a collection of all currently-defined IssueTypes from
the Issuetrak data store.

When retrieving an IssueType using the API, no special character decoding (e.g., HTML
decoding < as < or > as >) is performed. Therefore, please note that the IssueTypeName
returned via the API method represents the IssueTypeName as stored within the Issuetrak
database. Thus, when retrieving an IssueType created through the Issuetrak web interface
where HTML encoding of the IssueTypeName is performed, the APl consumer may desire to
perform additional client-side decoding.

A successful response will include an HTTP status code of 200 (OK) and a response body
containing a serialized collection of ReadlssueTypeDTO instance.

Request HTTP Verb: GET

Response Status Codes:

e Success: 200
e Non-existent IssueType: 404

Sample Request URL: ~/api/v1/issuetypes
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API Operations for IssueSubTypes

Summary

Operation Name: Retrieve an IssueSubType by IssueSubType ID
Relative APl Request Path: ~/api/v1/issuesubtypes/{issueSubTypelD}
HTTP Verb: GET

Description: Retrieve a single IssueSubType by IssueSubType ID.

Operation Name: Retrieve all IssueSubTypes

Relative APl Request Path: ~/api/v1/issuesubtypes

HTTP Verb: GET

Description: Retrieve a collection of currently defined IssueSubTypes.

Retrieve an IssueSubType by IssueSubType ID

Description: This APl method retrieves an IssueSubType from the Issuetrak data store for a
specified IssueSubType ID. The “issueSubTypelD” parameter must correspond to an existing
IssueSubType. If there is no such IssueSubType ID, an error message will be returned with
an HTTP response status code of 404.

When retrieving an IssueSubType using the API, no special character decoding (e.g., HTML
decoding < as < or > as >) is performed. Therefore, please note that the IssueSubTypeName
returned via the APl method represents the IssueSubTypeName as stored within the
Issuetrak database. Thus, when retrieving an IssueSubType created through the Issuetrak
web interface where HTML encoding of the IssueSubTypeName is performed, the API
consumer may desire to perform additional client-side decoding.

A successful response will include an HTTP status code of 200 (OK) and a response body
containing a serialized ReadlssueSubTypeDTO instance.

» Response DTO Schema:

Request HTTP Verb: GET
Response Status Codes:

e Success: 200

e |nvalid IssueSubType ID: 400 (Bad Request, e.g., a negative integer is supplied)

e Non-existent IssueSubType: 404

o Invalid IssueSubType ID: 422 (Unprocessable Entity, e.g., a non-numeric value is
supplied)
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Response Properties:

e The Metadata property provides a key/value collection of additional data about the API
operation and/or the response body.

Sample Request URL: ~/api/v1/issuesubtypes/11

Retrieve all IssueSubTypes

Description: This APl method retrieves a collection of all currently-defined IssueSubTypes
from the Issuetrak data store.

When retrieving an IssueSubType using the API, no special character decoding (e.g., HTML
decoding < as < or > as >) is performed. Therefore, please note that the IssueSubTypeName
returned via the API method represents the IssueSubTypeName as stored within the
Issuetrak database. Thus, when retrieving an IssueSubType created through the Issuetrak
web interface where HTML encoding of the IssueSubTypeName is performed, the API
consumer may desire to perform additional client-side decoding.

A successful response will include an HTTP status code of 200 (OK) and a response body
containing a serialized collection of ReadlssueSubTypeDTO instance.

Request HTTP Verb: GET

Response Status Codes:

e Success: 200
e Non-existent IssueSubType: 404

Sample Request URL: ~/api/v1/issuesubtypes/
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API Samples Overview

The Issuetrak APl is a RESTful API that uses the HTTP protocol as the primary transport
infrastructure both to invoke and API operation and to transmit the response from an API
operation back to the APl consumer. As such, the APl is platform-agnostic.

Any API consumer platform that can transmit the appropriately defined payload via a valid
HTTP application protocol request using the API HMAC authorization scheme (see the API
Authorization Overview article for details about the authorization scheme) can communicate
with the API.

Issuetrak has created sample applications to demonstrate how to communicate with the
APl using Microsoft .NET, PHP, Python, and NodeJS. You can get the samples from the zip
file attached here. Please reference the samples from the aforementioned zip file using your
favorite text editor, with the exception of Python, which we provide as code examples within
this article.

.NET Sample

The .NET API sample relies upon an Issuetrak. API.Client library distributed with the sample
as a .NET assembly. This Issuetrak.API.Client includes a set of wrapper methods to
encapsulate the details of the process of calling the Issuetrak API for a particular operation.

For example, to retrieve a Note for a specific Note ID value, the Issuetrak.API.Client library
exposes the following method signature:

Task> GetNoteForNotelDAsync(GetNoteForNotelDRequest request)

This signature indicates that the wrapper method is an asynchronous method that will
return a Task with a task result of type >. The IssuetrakAPIResponse class provides a
wrapper to encapsulate the details of an API response with properties such as
“ResponseStatusCode” to retrieve the HTTP status code of the HTTP response and
“ResponseText” to provide the raw string response of the HTTP response.

To call the GetNoteForNotelDAsync APl method , the Issuetrak. API.Client library may be
invoked as in the following C# example:

using (IssuetrakAPIClient client = new IssuetrakAPIClient(API_KEY))

{
GetNoteForNotelDRequest request =
new GetNoteForNotelDRequest(BASE_API_URL, API_VERSION, notelD);
IssuetrakAPIResponse response = await client.GetNoteForNotelDAsync(request);

}

In the sample, the "API_KEY” constant is the API key text value that is used for the API
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authorization scheme. The "“BASE_API_URL" constant is the root URL to the Issuetrak API
instance, and the API_VERSION constant is the integer identifier for the desired API version,
eg, 1.

The “notelD” parameter is a variable that is used to identify the desired Note ID value to
retrieve.

PHP Sample

The PHP sample project demonstrates how to interact with the Issuetrak API via standard
PHP functions to include code samples to:

1. Create a New Note
2. Retrieve a Note by Note ID
3. Retrieve Issues by Issue Number List

The PHP sample also demonstrates how to employ standard PHP functions to generate the
authorization headers for API authorization.

To execute the PHP sample, copy the text for the “index.php” file to an appropriately
configured PHP web server and update the “Sbase_url” and “Sapi_key” PHP variables with the
appropriate values for the Issuetrak API deployment.

Python Samples

The Python sample projects demonstrate how to interact with the Issuetrak API via Python
to:

1. Retrieve an Issue
2. Update an Issue
3. Submit an Issue

from uuid import uuid4

from urllib.parse import urlparse
from hashlib import sha512
from datetime import datetime

import hmac
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Immport json
import base64
import http.client

SITE_URL = "http://subdomain.myissuetraksite.com/nestedsitel/nestedsite2/api/v1"
API_KEY = "dUd4ZzQ3dDNvM1IrYzFoY1IHYmh3anRjQkJHb1dBWWdWTHAOd25kZm9GQQ="

class ApiAuthorization:
__apiKey =""
_ siteUrl =""

def __init_ (self, apiKey, siteUrl):
self.__apiKey = apiKey
self.__siteUrl = siteUrl

def __generateMessageToHash(self, httpVerb, requestld, requestTimeStamp, absoluteUr
IPath, requestQuery = "", requestBody = ""):
return "\n".join([httpVerb, requestld, requestTimeStamp, absoluteUrlPath,
requestQuery, requestBody])

def __computeHash(self, apiKey, messageToBeHashed):
hashText = None
hashKeyBytes = bytes(apiKey, 'UTF-8')
messageToBeHashedBytes = bytes(messageToBeHashed, 'UTF-8')

hmacHash = hmac.new(hashKeyBytes, messageToBeHashedBytes, sha512).digest()
hashText = base64.b64encode(hmacHash).decode('UTF-8')

return hashText

@staticmethod
def __getUtcDate():
return datetime.utcnow().strftime("%Y-%m-%dT%H:%M:%S.%f0Z")

def __getConnection(self, protocol, url):
return http.client. HTTPConnection(url, 80) if (protocol == "http") else http.client. HTTP
SConnection(url, 443)

def _generateHeaders(self, requestld, requestTimestamp, hashedMessage):
return {
"X-lssueTrak-API-Request-ID": requestid,
"X-IssueTrak-API-Timestamp": requestTimestamp,
"X-IssueTrak-API-Authorization": hashedMessage,
"content-type": "application/json"

def _ performApiCall(self, httpVerb, endpointUrl, requestQuery = "", requestBody = ""):

fullUrl = f"{self.__siteUrl}{endpointUrl}"

urlParts = urlparse(fullUrl)

baseUrl = urlParts.netloc.lower()

absolutePath = urlparse(fullUrl).path.lower()

requestld = str(uuid4()).lower()

requestTimestamp = self.__getUtcDate()

messageToHash = self. __generateMessageToHash(httpVerb, requestld, requestTimes
tamp, absolutePath, requestQuery, requestBody)

hashedMessage = self. _computeHash(self.__apiKey, messageToHash)

connection = self.__getConnection(urlParts.scheme, baseUrl)
headers = self.__generateHeaders(requestld, requestTimestamp, hashedMessage)

connection.request(httpVerb, fullUrl, requestBody, headers)
return connection.getresponse()

def performGet(self, endpointUrl):
return self.__performApiCall("GET", endpointUrl)
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def performPost(self, endpointUrl, requestQuery =", requestBody = "):
return self.__performApiCall("POST", endpointUrl, requestQuery, requestBody)

def performPut(self, endpointUrl, requestQuery =", requestBody = "):
return self.__performApiCall("PUT", endpointUrl, requestQuery, requestBody)

BHUHHBHHBRH BB HBHHBHHBH B BB BB H BB HBHHBHHBHSERH
# Initialize Api Authorization Class
HHAHBHHRHUBRABRHBHHRHHRHBRHBRHBHRHBHHBHHHRH
apiAuthorization = ApiAuthorization(API_KEY, SITE_URL)

HEHBHABHBHBHBHHHHBHBHBH AR HBHBHBHHBHBHBH
# GET

# Retrieves issue #1 from issuetrak
HUEHBHHABHBHBHBHHBHBHBHBH AR HBHBHBHHBHBHBH
print("------ Issue Retrieve------ ")

response = apiAuthorization.performGet("/issues/false/1")
getResponseData = response.read().decode()
print(getResponseData)

HUBHHUYBRBHHHBBHHHBBRBHHH BBV HHHBBHHHBBBHH
# PUT

# Updates issue #1 in issuetrak
HUBHHUYBRBHHH B BB H BB RBHHH BBV HHHBBHH BB BBHH
updateData = json.loads(getResponseData)

# Remove fields not on the issue update DTO
del updateData["Metadata"]
del updateData["ExtensionData"]
del updateData["Notes"]
del updateData["SubmittedDate"]
del updateData["SLAComplianceStatus"]
del updateData["Slaid"]
for userDefinedField in updateData["UserDefinedFields"]:
del userDefinedField["ExtensionData"]
del userDefinedField["Metadata"]
del userDefinedField["DisplayName"]

# Remove fields that are disabled or inactive
del updateData["CauselD"]

del updateData["DepartmentID"]

del updateData["IssueSubType4ID"]

# Make changes to existing fields with updated data
updateData["Subject"] = "Altering my subject"

# Perform request

print("\n\n------ Issue Update------ ")

response = apiAuthorization.performPut("/issues", "", json.dumps(updateData))
print(response.read().decode())

#Update a UDF value, if its ID matches the provided field ID, without wiping other UDFs
for userDefinedField in updateData["UserDefinedFields"]:
if userDefinedField["UserDefinedFieldID"] == 4:
userDefinedField["Value"] = "new value"

#Set a value for a specific UDF ID on a specific issue number
add_memo = {"IssueNumber":"12257 "UserDefinedFieldID":4, "Value":"1234"}
if re.search('Document Number', getResponseData) == None:
updateData["UserDefinedFields"].append(add_memo)

HARHHHARBHHABHHABRHHB BB HABHH AR B HHBRHHARHS
# POST

# Insert issue into Issuetrak
H H H H H H A H A
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# Set disabled/inactive fields to None
requestBody = {
"ShouldSuppressEmailForCreateOperation": True,
"Notes": [
{
"CreatedDate": f"{datetime.now()}",
"CreatedBy": "admin",
"NoteText": "This is a note",
"IsPrivate": False,
"IsRichText": True
}
1
"UserDefinedFields": [
{
"UserDefinedFieldID": 1,
"Value": "This is text that will go into one of my user defined fields"
B
{
"UserDefinedFieldID": 1008,
"Value": f"{datetime.now().strftime('%Y-%m-%dT%H:%M:%S"') }"
}
1
"SubmittedDate": f"{datetime.now()}",
"EnteredBy": "admin",
"SeverityID": None,
"Subject": "This is a test subject submitted via the Issuetrak API in Python",
"Description": "This is the description of the test issue",
"IsDescriptionRichText": True,
"IssueTypelD": 1,
"IssueSubTypelD": 0,
"IssueSubType2ID": O,
"IssueSubType3ID": 0,
"IssueSubType4ID": None,
"PrioritylD": 1,
"AssetNumber": 0,
"LocationID": "",
"SubmittedBy": "admin",
"AssignedTo": None,
"TargetDate": None,
"RequiredByDate": None,
"NextActionTo": None,
"SubStatusID": 0,
"ProjectID": 0,
"OrganizationID": 1,
"ShouldNeverSendEmailForlssue": False,
"ClassID": 1,
"DepartmentID": None,
"SpecialFunctionl": "string",
"SpecialFunction2": "string",
"SpecialFunction3": "string",
"SpecialFunction4": "string",
"SpecialFunction5": "string"

print("\n\n------ Insert Issue------ ")
response = apiAuthorization.performPost("/issues", "", json.dumps(requestBody))
print(response.read().decode())

1 | +]
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NodeJS Samples

The NodedS sample project demonstrates how to insert a note into an issue by calling the
notes API end point.
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API Operations for IssueSubTypes2

Summary

Operation Name: Retrieve an IssueSubType? by IssueSubType? |D
Relative APl Request Path: ~/api/v1/issuesubtypes2/{issueSubType2ID}
HTTP Verb: GET

Description: Retrieve a single IssueSubType2 by IssueSubType2 ID.

Operation Name: Retrieve all IssueSubTypes?

Relative APl Request Path: ~/api/v1/issuesubtypes?

HTTP Verb: GET

Description: Retrieve a collection of currently defined IssueSubTypes2.

Retrieve an IssueSubType2 by IssueSubType2 ID

Description: This APl method retrieves an IssueSubType2 from the Issuetrak data store for
a specified IssueSubType?2 ID. The “issueSubType2ID" parameter must correspond to an
existing IssueSubType?2. If there is no such IssueSubType?2 ID, an error message will be
returned with an HTTP response status code of 404,

When retrieving an IssueSubType?2 using the API, no special character decoding (e.g., HTML
decoding < as < or > as >) is performed. Therefore, please note that the
IssueSubType2Name returned via the APl method represents the IssueSubType2Name as
stored within the Issuetrak database. Thus, when retrieving an IssueSubType?2 created
through the Issuetrak web interface where HTML encoding of the IssueSubType2Name is
performed, the APl consumer may desire to perform additional client-side decoding.

A successful response will include an HTTP status code of 200 (OK) and a response body
containing a serialized ReadlssueSubType2DTO instance.

» Response DTO Schema:

Request HTTP Verb: GET
Response Status Codes:

e Success: 200

e |nvalid IssueSubType?2 ID: 400 (Bad Request, e.g., a negative integer is supplied)

e Non-existent IssueSubType2: 404

e Invalid IssueSubType?2 ID: 422 (Unprocessable Entity, e.g., a non-numeric value is
supplied)
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Response Properties:

e The Metadata property provides a key/value collection of additional data about the API
operation and/or the response body.

Sample Request URL: ~/api/v1/issuesubtypes?2/11

Retrieve all IssueSubTypes2

Description: This APl method retrieves a collection of all currently-defined IssueSubTypes?2
from the Issuetrak data store.

When retrieving an IssueSubType?2 using the API, no special character decoding (e.g., HTML
decoding < as < or > as >) is performed. Therefore, please note that the
IssueSubType2Name returned via the APl method represents the IssueSubType2Name as
stored within the Issuetrak database. Thus, when retrieving an IssueSubType?2 created
through the Issuetrak web interface where HTML encoding of the IssueSubType2Name is
performed, the APl consumer may desire to perform additional client-side decoding.

A successful response will include an HTTP status code of 200 (OK) and a response body
containing a serialized collection of ReadlssueSubType2DTO instance.

Request HTTP Verb: GET

Response Status Codes:

e Success: 200
e Non-existent IssueSubType2: 404

Sample Request URL: ~/api/v1/issuesubtypes2/

235



API Operations for IssueSubTypes3

Summary

Operation Name: Retrieve an IssueSubType3 by IssueSubType3 ID
Relative APl Request Path: ~/api/v1/issuesubtypes3/{issueSubType3ID}
HTTP Verb: GET

Description: Retrieve a single IssueSubType3 by IssueSubType3 ID.

Operation Name: Retrieve all IssueSubTypes3

Relative APl Request Path: ~/api/v1/issuesubtypes3

HTTP Verb: GET

Description: Retrieve a collection of currently defined IssueSubTypes3.

Retrieve an IssueSubType3 by IssueSubType3 ID

Description: This APl method retrieves an IssueSubType3 from the Issuetrak data store for
a specified IssueSubType3 ID. The “issueSubType3ID" parameter must correspond to an
existing IssueSubType3. If there is no such IssueSubType3 ID, an error message will be
returned with an HTTP response status code of 404,

When retrieving an IssueSubType3 using the API, no special character decoding (e.g., HTML
decoding < as < or > as >) is performed. Therefore, please note that the
IssueSubType3Name returned via the APl method represents the IssueSubType3Name as
stored within the Issuetrak database. Thus, when retrieving an IssueSubType3 created
through the Issuetrak web interface where HTML encoding of the IssueSubType3Name is
performed, the APl consumer may desire to perform additional client-side decoding.

A successful response will include an HTTP status code of 200 (OK) and a response body
containing a serialized ReadlssueSubType3DTO instance.

» Response DTO Schema:

Request HTTP Verb: GET
Response Status Codes:

e Success: 200

e |nvalid IssueSubType3 ID: 400 (Bad Request, e.g., a negative integer is supplied)

e Non-existent IssueSubType3: 404

e Invalid IssueSubType3 ID: 422 (Unprocessable Entity, e.g., a non-numeric value is
supplied)
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Response Properties:

e The Metadata property provides a key/value collection of additional data about the API
operation and/or the response body.

Sample Request URL: ~/api/v1/issuesubtypes3/11

Retrieve all IssueSubTypes3

Description: This APl method retrieves a collection of all currently-defined IssueSubTypes3
from the Issuetrak data store.

When retrieving an IssueSubType3 using the API, no special character decoding (e.g., HTML
decoding < as < or > as >) is performed. Therefore, please note that the
IssueSubType3Name returned via the APl method represents the IssueSubType3Name as
stored within the Issuetrak database. Thus, when retrieving an IssueSubType3 created
through the Issuetrak web interface where HTML encoding of the IssueSubType3Name is
performed, the APl consumer may desire to perform additional client-side decoding.

A successful response will include an HTTP status code of 200 (OK) and a response body
containing a serialized collection of ReadlssueSubType3DTO instance.

Request HTTP Verb: GET

Response Status Codes:

e Success: 200
e Non-existent IssueSubType3: 404

Sample Request URL: ~/api/v1/issuesubtypes3/
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API - Elevating NLog

The following steps can be used to help provide more feedback when encountering API
problems such as "Authorization Failure" on API procedures or within the Swagger Ul. Your
site must be on a minimum version of Issuetrak 11.4.1 in order for these steps to be
effective.

Steps.

1. Onyour site's Web server navigate to your site's web folder, then navigate to its
\API\App_Data folder.
2. Right-click the Logs folder, choose Properties, then click the Security tab.

3. Verify that the IIS_IUSRS account (or the account that Issuetrak's APl App Pool is
running as) has Modify permission to this folder. Add this permission to the account if
itis not present.

4. Edit the NLog.config file.

5. Do a CTRL-F and search for the string: enabled="false"

6. Change the string so that it reads: enabled="true"

7. Save and close the file.

8. Open IIS and then restart the Issuetrak API Pool.

9. Attempt an API operation, then check the API\App_Data\Logs folder for a newly-

generated log file.
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API Operations for IssueSubTypes4

Summary

Operation Name: Retrieve an IssueSubType4 by IssueSubType4 [D
Relative APl Request Path: ~/api/v1/issuesubtypes4/{issueSubType4ID}
HTTP Verb: GET

Description: Retrieve a single IssueSubType4 by IssueSubType4 ID.

Operation Name: Retrieve all IssueSubTypes4

Relative APl Request Path: ~/api /v1/issuesubtypes4

HTTP Verb: GET

Description: Retrieve a collection of currently defined IssueSubTypes4.

Retrieve an IssueSubType4 by IssueSubType4 ID

Description: This APl method retrieves an IssueSubType4 from the Issuetrak data store for
a specified IssueSubType4 ID. The “issueSubType4ID" parameter must correspond to an
existing IssueSubType4. If there is no such IssueSubType4 ID, an error message will be
returned with an HTTP response status code of 404,

When retrieving an IssueSubType4 using the API, no special character decoding (e.g., HTML
decoding < as < or > as >) is performed. Therefore, please note that the
IssueSubType4Name returned via the APl method represents the IssueSubType4Name as
stored within the Issuetrak database. Thus, when retrieving an IssueSubType4 created
through the Issuetrak web interface where HTML encoding of the IssueSubType4Name is
performed, the APl consumer may desire to perform additional client-side decoding.

A successful response will include an HTTP status code of 200 (OK) and a response body
containing a serialized ReadlssueSubType4DTO instance.

» Response DTO Schema:

Request HTTP Verb: GET
Response Status Codes:

e Success: 200

e |nvalid IssueSubType4 ID: 400 (Bad Request, e.g., a negative integer is supplied)

e Non-existent IssueSubType4: 404

o Invalid IssueSubType4 ID: 422 (Unprocessable Entity, e.g., a non-numeric value is
supplied)
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Response Properties:

e The Metadata property provides a key/value collection of additional data about the API
operation and/or the response body.

Sample Request URL: ~/api/v1/issuesubtypes4/11

Retrieve all IssueSubTypes4

Description: This APl method retrieves a collection of all currently-defined IssueSubTypes4
from the Issuetrak data store.

When retrieving an IssueSubType4 using the API, no special character decoding (e.g., HTML
decoding < as < or > as >) is performed. Therefore, please note that the
IssueSubType4Name returned via the APl method represents the IssueSubType4Name as
stored within the Issuetrak database. Thus, when retrieving an IssueSubType4 created
through the Issuetrak web interface where HTML encoding of the IssueSubType4Name is
performed, the APl consumer may desire to perform additional client-side decoding.

A successful response will include an HTTP status code of 200 (OK) and a response body
containing a serialized collection of ReadlssueSubType4DTO instance.

Request HTTP Verb: GET

Response Status Codes:

e Success: 200
e Non-existent IssueSubType4: 404

Sample Request URL: ~/api /v1/issuesubtypes4/
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API Operations for Locations

Summary

Operation Name: Retrieve a [ ocation by [ .ocation ID
Relative API Request Path: ~/api/v1/locations/{location|D}
HTTP Verb: GET

Description: Retrieve a single Location by Location ID.

Operation Name: Retrieve all Locations

Relative APl Request Path: ~/api/v1/locations

HTTP Verb: GET

Description: Retrieve a collection of currently defined Locations.

Operation Name: Create a [ ocation (Issuetrak 10.3+)
Relative APl Request Path: ~/api/v1/locations

HTTP Verb: Post

Description: Create a new location with a specific LocationlD.

Operation Name: Update a [ ocation (Issuetrak 10.3+)

Relative APl Request Path: ~/api/v1/locations

HTTP Verb: Put

Description: Update an existing location by specified LocationID.

Retrieve a Location by Location ID

Description: This APl method retrieves a Location from the Issuetrak data store for a
specified Location ID. The “locationID” parameter must correspond to an existing Location. If
there is no such Location ID, an error message will be returned with an HTTP response
status code of 404.

When retrieving an Location using the AP, no special character decoding (e.g., HTML
decoding < as < or > as >) is performed. Therefore, please note that the LocationName
returned via the APl method represents the LocationName as stored within the Issuetrak
database. Thus, when retrieving a Location created through the Issuetrak web interface
where HTML encoding of the LocationName is performed, the APl consumer may desire to
perform additional client-side decoding.

A successful response will include an HTTP status code of 200 (OK) and a response body
containing a serialized ReadLocationDTO instance.

» Response DTO Schema:
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Request HTTP Verb: GET

Response Status Codes:

Success: 200

Invalid Location ID: 400 (Bad Request, e.g., a negative integer is supplied)

e Non-existent Location: 404

Invalid Location ID: 422 (Unprocessable Entity, e.g., a non-numeric value is supplied)

Sample Request URL: ~/api/v1/locations/11

Retrieve all Locations

Description: This APl method retrieves a collection of all currently-defined Locations from
the Issuetrak data store.

When retrieving an Location using the API, no special character decoding (e.g., HTML
decoding < as < or > as >) is performed. Therefore, please note that the LocationName
returned via the APl method represents the LocationName as stored within the Issuetrak
database. Thus, when retrieving a Location created through the Issuetrak web interface
where HTML encoding of the LocationName is performed, the APl consumer may desire to
perform additional client-side decoding.

A successful response will include an HTTP status code of 200 (OK) and a response body
containing a serialized collection of ReadLocationDTO instance.

Request HTTP Verb: GET

Response Status Codes:

e Success: 200
e Non-existent Location: 404
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Sample Request URL: ~/api/v1/locations

Create a Location

Description: This APl method creates a new Location associated with a specific LocationID
within the Issuetrak data store. The CreatelocationDTO object conveys the properties of the
new Location. Because LocationID values must be unique, the specified LocationID value
must not currently exist. If the LocationID currently exists, an error message will be returned
with a 400 HTTP status code.

The response code on success will be 201 (Created), and the response body will represent
the text value representing the ID of the newly-created Location.

When creating a Location using the API, no special character encoding (e.g., HTML decoding
<as<or>as>)is performed.

All string properties have a maximum length of 50 unless specified otherwise.

Request HTTP Verb: POST

Response Status Codes:

e Success: 201
e Invalid Data: 400 (Bad Request, e.g., a negative integer is supplied)
e Invalid Location DTO: 422 (Unprocessable Entity, e.g., a non-numeric value is supplied)

Sample Request URL: ~/api/v1/locations

Update a Location

Description: This APl method updates an existing Location associated with a specific
LocationID within the Issuetrak data store. The UpdatelLocationDTO object conveys the
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properties of the Location. If invalid data are supplied, an error message will be returned with
a 400 HTTP status code.

The response code on success will be 200 (OK), and the response body will represent the
text value representing the ID of the Location.

When updating a Location using the API, no special character encoding (e.g., HTML
decoding < as < or > as >) is performed.

All string properties have a maximum length of 50 unless specified otherwise.

Request HTTP Verb: PUT
Response Status Codes:

e Success: 201
e |nvalid Data: 400 (Bad Request, e.g., a negative integer is supplied)
e |nvalid Location DTO: 422 (Unprocessable Entity, e.g., a non-numeric value is supplied)

Sample Request URL: ~/api/v1/locations
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API Operations for Menultems

Note: Menu Items are called "Custom Links" within the product Ul.

Summary

Operation Name: Retrieve a Menultem by Menultem [D
Relative APl Request Path: ~/api/v1/menuitems/{menultemID}
HTTP Verb: GET

Description: Retrieve a single Menultem by Menultem ID.

Operation Name: Retrieve all Menultems

Relative API Request Path: ~/api/v1/menuitems

HTTP Verb: GET

Description: Retrieve a collection of currently defined Menultems.

Retrieve a Menultem by Menultem ID

Description: This APl method retrieves a Menultem from the Issuetrak data store for a
specified Menultem ID. The "MenultemID” parameter must correspond to an existing
Menultem. If there is no such Menultem ID, an error message will be returned with an HTTP
response status code of 404.

When retrieving a Menultem using the API, no special character decoding (e.g., HTML
decoding < as < or > as >) is performed. Therefore, please note that the Menultem Name
returned via the APl method represents the Menultem Name as stored within the Issuetrak
database. Thus, when retrieving a Menultem created through the Issuetrak web interface
where HTML encoding of the MenultemName is performed, the APl consumer may desire to
perform additional client-side decoding.

A successful response will include an HTTP status code of 200 (OK) and a response body
containing a serialized ReadMenultemDTO instance.

» Response DTO Schema:

Request HTTP Verb: GET
Response Status Codes:

e Success: 200
e Invalid Menultem ID: 400 (Bad Request, e.g., a negative integer is supplied)
e Non-existent Cause: 404
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e Invalid Menultem ID: 422 (Unprocessable Entity, e.g., a non-numeric value is supplied)

Response Properties:

e The Metadata property provides a key/value collection of additional data about the API
operation and/or the response body.

Sample Request URL: ~/api/v1/menuitems/1

Retrieve all Menultems

Description: This APl method retrieves a collection of all currently-defined Menultems from
the Issuetrak data store.

When retrieving a Menultem using the API, no special character decoding (e.g., HTML
decoding < as < or > as >) is performed. Therefore, please note that the MenultemName
returned via the APl method represents the MenultemName as stored within the Issuetrak
database. Thus, when retrieving a Cause created through the Issuetrak web interface where
HTML encoding of the MenultemName is performed, the APl consumer may desire to
perform additional client-side decoding.

A successful response will include an HTTP status code of 200 (OK) and a response body
containing a serialized collection of ReadMenultemDTO instance.

Request HTTP Verb: GET

Response Status Codes:

e Success: 200
o Non-existent Menultem: 404

Sample Request URL: ~/api/v1/menuitems/
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API Operations for Notes

Summary

Operation Name: Retrieve a Note by Note [D

Relative APl Request Path: ~/api/v1/notes/{notelD}

HTTP Verb: GET

Description: Retrieve a single Note from the database by Note ID.

Operation Name: Retrieve a Collection of Notes by Issue Number

Relative APl Request Path: ~/api/v1/notes/issue/{issueNumber}

HTTP Verb: GET

Description: Retrieve a collection of Notes from the database by their associated
issueNumber.

Operation Name: Create a Note for an Issue
Relative APl Request Path: ~/api/v1/notes
HTTP Verb: POST

Description: Create a new Note for an Issue.

Retrieve a Note by Note ID

Description: This APl method retrieves a Note from the Issuetrak data store for a specified
Note ID value. The “notelD” parameter must correspond to an existing Note. If there is no
such Note ID, an error message will be returned with an HTTP response status code of 400.

A successful response will include an HTTP status code of 200 (OK) and a response body
containing a serialized ReadNoteDTO instance.

When retrieving a Note using the API, no special character decoding (e.g., HTML decoding <
as < or > as >) is performed. Therefore, please note that the NoteText returned via the API
method represents the NoteText as stored within the Issuetrak database. Thus, when
retrieving a Note created through the Issuetrak web interface where HTML encoding of the
NoteText is performed, the APl consumer may desire to perform additional client-side
decoding.

» Response DTO Schema:

Request HTTP Verb: GET
Response Status Codes:

e Success: 200
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e Invalid Note ID: 400 (Bad Request, e.g., a negative integer is supplied)
e Non-existent Note: 404
e Invalid Note ID: 422 (Unprocessable Entity, e.g., a non-numeric value is supplied)

Response Properties:

e The Metadata property provides a key/value collection of additional data about the API
operation and/or the response body.

Sample Request URL: ~/api/v1/notes/102

Retrieve a Collection of Notes by Issue Number

Description: Description: This APl method retrieves a collection of Attachment from the
Issuetrak data store for the specified Issue Number. The “issueNumber” parameter must
correspond to an existing Issue. If there is no such IssueNumber, an error message will be
returned with an HTTP response status code of 400.

A successful response will include an HTTP status code of 200 (OK) and a response body
containing a serialized collection of ReadNoteDTO instance.

When retrieving a Note using the API, no special character decoding (e.g., HTML decoding <
as < or > as >) is performed. Therefore, please note that the NoteText returned via the API
method represents the NoteText as stored within the Issuetrak database. Thus, when
retrieving a Note created through the Issuetrak web interface where HTML encoding of the
NoteText is performed, the APl consumer may desire to perform additional client-side
decoding.

Request HTTP Verb: GET
Response Status Codes:

e Success: 200

e |nvalid Issue Number: 400 (Bad Request, e.g., a negative integer is supplied)

e Non-existent Issue: 400

e Invalid Issue Number: 422 (Unprocessable Entity, e.g., a non-numeric value is supplied)
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Sample Request URL: ~/api/v1/notes/issue/6

Create a Note for an Issue

Description: This APl method creates a new Note associated with a specific Issue (identified
by IssueNumber) within the Issuetrak data store. The CreateNoteDTO object conveys the
properties of the new Note. Because Notes are associated with Issues, the IssueNumber
property of the DTO must correspond to an existing Issue. If there is no such IssueNumber,
an error message will be returned with a 400 HTTP status code.

The response code on success will be 201 (Created), and the response body will represent
the 32-bit integer value representing the ID of the newly-created Note.

When creating a Note using the API, no special character decoding (e.g., HTML decoding <
as < or > as >) is performed. This deviates from the process when creating a Note through
the Issuetrak web interface where HTML encoding of the NoteText is performed.

Request HTTP Verb: POST

Response Status Codes:

e Success: 201 (Created)
e |nvalid Data: 400
e Non-existent Issue: 400

Sample Request URL: ~/api/v1/notes/

Sample Response HTTP Status Code: 201

Sample Response Body: 123107 (represents the newly-created Note D)
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API Operations for Organizations

Summary

Operation Name: Retrieve an Organization by Organization ID
Relative API Request Path: ~/api/v1/organizations/{organization|D}
HTTP Verb: GET

Description: Retrieve a single Organization by Organization ID.

Operation Name: Retrieve all Organizations

Relative APl Request Path: ~/api/v1/organizations

HTTP Verb: GET

Description: Retrieve a collection of currently defined Organizations.

Operation Name: Create an Organization

Relative APl Request Path: ~/api/v1/organizations

HTTP Verb: POST

Description: Creates a new Organization associated with a specific OrganizationID

Operation Name: Update an Organization

Relative APl Request Path: ~/api/v1/organizations

HTTP Verb: PUT

Description: Updates an existing Organization associated with a specific OrganizationID

Retrieve an Organization by Organization ID

This APl method retrieves an Organization from the Issuetrak data store for a specified
Organization ID. The organization/D parameter must correspond to an existing Organization.
If there is no such Organization ID, an error message will be returned with an HTTP response
status code of 404.

When retrieving an Organization using the API, no special character decoding (e.g., HTML
decoding < as < or > as >) is performed. Therefore, please note that the OrganizationName
returned via the APl method represents the OrganizationName as stored within the Issuetrak
database. Thus, when retrieving an Organization created through the Issuetrak web interface
where HTML encoding of the OrganizationNameis performed, the APl consumer may desire
to perform additional client-side decoding.

A successful response will include an HTTP status code of 200 (OK) and a response body
containing a serialized ReadOrganizationDTO instance.

» Response DTO Schema:
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Request HTTP Verb: GET

Response Status Codes:

e Success: 200

e Invalid Organization ID: 400 (Bad Request, e.g., a negative integer is supplied)

e Non-existent Organization: 404

e Invalid Organization ID: 422 (Unprocessable Entity, e.g., a non-numeric value is
supplied)

Sample Request URL: ~/api/v1/organizations/11

Retrieve all Organizations

This APl method retrieves a collection of all currently-defined Organizations from the
Issuetrak data store.

When retrieving an Organization using the API, no special character decoding (e.g., HTML
decoding < as < or > as >) is performed. Therefore, please note that the OrganizationName
returned via the APl method represents the OrganizationName as stored within the Issuetrak
database. Thus, when retrieving an Organization created through the Issuetrak web interface
where HTML encoding of the OrganizationNameis performed, the APl consumer may desire
to perform additional client-side decoding.

A successful response will include an HTTP status code of 200 (OK) and a response body
containing a serialized collection of ReadOrganizationDTO instance.

Request HTTP Verb: GET

Response Status Codes:

e Success: 200
e Non-existent Organization: 404
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Sample Request URL: ~/api/v1/organizations/

Create an Organization

This APl method creates a new Organization associated with a specific Organization/D
within the Issuetrak data store. The CreateOrganizationModel object conveys the properties
of the new Organization.

The response code on success will be 201 (Created), and the response body will represent
the text value representing the ID of the newly-created Organization.

When creating a Organization using the API, no special character decoding (e.g., HTML
decoding < as < or > as >) is performed.

All string properties have a maximum length of 50 unless specified otherwise.

Request HTTP Verb: POST

Response Status Codes:

e Success: 201

e Invalid Data: 400 (Bad Request, e.g., a negative integer is supplied)

e Invalid Organization DTO: 422 (Unprocessable Entity, e.g., a non-numeric value is
supplied)

Sample Request URL: ~/api/v1/organizations

Update an Organization

This APl method updates an existing Organization associated with a specific Organization/D
within the Issuetrak data store. The UpdateOrganizationModel object conveys the
properties of the Organization. If invalid data are supplied, an error message will be returned
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with a 400 HTTP status code.

The response code on success will be 200 (OK), and the response body will represent the
text value representing the ID of the Organization.

When updating a Organization using the API, no special character decoding (e.g., HTML
decoding < as < or > as >) is performed.

All string properties have a max length of 50 unless specified otherwise

Request HTTP Verb: PUT
Response Status Codes:

e Success: 200

¢ |nvalid Data: 400 (Bad Request, e.g., a negative integer is supplied)

e |nvalid Organization DTO: 422 (Unprocessable Entity, e.g., a non-numeric value is
supplied)

Sample Request URL: ~/api/v1/organizations
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API Operations for Priorities

Summary

Operation Name: Retrieve a Priority by Priority [D

Relative APl Request Path: ~/api/v1/priorities/{priorityl|D}
HTTP Verb: GET

Description: Retrieve a single Priority by Priority ID.

Operation Name: Retrieve all Priorities

Relative APl Request Path: ~/api/v1/priorities

HTTP Verb: GET

Description: Retrieve a collection of currently defined Priorities.

Retrieve a Priority by Priority ID

This API method retrieves a Priority from the Issuetrak data store for a specified Priority ID.
The Priority/D parameter must correspond to an existing Priority. If there is no such Priority
ID, an error message will be returned with an HTTP response status code of 404.

When retrieving a Priority using the API, no special character decoding (e.g., HTML decoding
<as<or>as >)is performed. Therefore, please note that the PriorityName returned via the
APl method represents the PriorityName as stored within the Issuetrak database. Thus,
when retrieving a Priority created through the Issuetrak web interface where HTML encoding
of the PriorityName is performed, the API consumer may desire to perform additional client-
side decoding.

A successful response will include an HTTP status code of 200 (OK) and a response body
containing a serialized ReadPriorityDTO instance.

» Response DTO Schema:

Request HTTP Verb: GET

Response Status Codes:

Success: 200

Invalid Priority ID: 400 (Bad Request, e.g., a negative integer is supplied)
Non-existent Priority: 404

Invalid Priority ID: 422 (Unprocessable Entity, e.g., a non-numeric value is supplied)

» Response DTO Property Notes:
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Sample Request URL: ~/api/v1/priorities/1

Retrieve all Priorities

This APl method retrieves a collection of all currently-defined Priority entities from the
Issuetrak data store.

When retrieving a Priority using the API, no special character decoding (e.g., HTML decoding
<as<or>as >)is performed. Therefore, please note that the PriorityName returned via the
APl method represents the PriorityName as stored within the Issuetrak database. Thus,
when retrieving a Priority created through the Issuetrak web interface where HTML encoding
of the PriorityNameis performed, the API consumer may desire to perform additional client-
side decoding.

A successful response will include an HTTP status code of 200 (OK) and a response body
containing a serialized collection of ReadPriorityDTO instance.

Request HTTP Verb: GET

Response Status Codes:

e Success: 200
e Non-existent Priority: 404

Sample Request URL: ~/api/v1/priorities/
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API Operations for Projects

Summary

Operation Name: Retrieve a Project by Project ID
Relative APl Request Path: ~/api/v1/projects/{projectID}
HTTP Verb: GET

Description: Retrieve a single Project by Project ID.

Operation Name: Retrieve all Projects

Relative APl Request Path: ~/api/v1/projects

HTTP Verb: GET

Description: Retrieve a collection of currently defined Projects.

Retrieve a Project by Project ID

Description: This APl method retrieves a Project from the Issuetrak data store for a
specified Project ID. The Project/D parameter must correspond to an existing Project. If there
is no such Project ID, an error message will be returned with an HTTP response status code
of 404.

When retrieving a Project using the API, no special character decoding (e.g., HTML decoding
<as<or>as >)is performed. Therefore, please note that the 7it/ereturned via the API
method represents the Tit/e as stored within the Issuetrak database. Thus, when retrieving a
Project created through the Issuetrak web interface where HTML encoding of the Titleis
performed, the APl consumer may desire to perform additional client-side decoding.

A successful response will include an HTTP status code of 200 (OK) and a response body
containing a serialized ReadProjectDTO instance.

» Response DTO Schema:

Request HTTP Verb: GET
Response Status Codes:

e Success: 200

e |nvalid Project ID: 400 (Bad Request, e.g., a negative integer is supplied)

e Non-existent Project: 404

e Invalid Project ID: 422 (Unprocessable Entity, e.g., a non-numeric value is supplied)

» Response DTO Property Notes:
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Sample Request URL: ~/api/v1/projects/1

Retrieve all Projects

This APl method retrieves a collection of all currently-defined Project entities from the
Issuetrak data store.

When retrieving a Project using the API, no special character decoding (e.g., HTML decoding
<as<or>as >)is performed. Therefore, please note that the T7it/ereturned via the API
method represents the Title as stored within the Issuetrak database. Thus, when retrieving a
Project created through the Issuetrak web interface where HTML encoding of the T7itleis
performed, the APl consumer may desire to perform additional client-side decoding.

A successful response will include an HTTP status code of 200 (OK) and a response body
containing a serialized collection of ReadProjectDTO instance.

Request HTTP Verb: GET

Response Status Codes:

e Success: 200
e Non-existent Project: 404

Sample Request URL: ~/api/v1/projects/1
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API Operations for ServiceLevels

Summary

Operation Name: Retrieve a Servicel evel by Servicel evel D
Relative APl Request Path: ~/api/v1/servicelevels/{serviceLevellD}
HTTP Verb: GET

Description: Retrieve a single ServicelLevel by ServicelLevel ID.

Operation Name: Retrieve all Servicel evels

Relative APl Request Path: ~/api/v1/servicelevels

HTTP Verb: GET

Description: Retrieve a collection of currently defined ServicelLevels.

Retrieve a ServicelLevel by ServicelLevel ID

This APl method retrieves a Servicelevel from the Issuetrak data store for a specified
Servicelevel ID. The servicelevellD parameter must correspond to an existing Servicelevel.
If there is no such ServicelLevel ID, an error message will be returned with an HTTP response
status code of 404.

When retrieving a ServicelLevel using the API, no special character decoding (e.g., HTML
decoding < as < or > as >) is performed. Therefore, please note that the Servicel evelName
returned via the APl method represents the Servicel evelName as stored within the Issuetrak
database. Thus, when retrieving a Servicelevel created through the Issuetrak web interface
where HTML encoding of the Servicel evelNameis performed, the APl consumer may desire
to perform additional client-side decoding.

A successful response will include an HTTP status code of 200 (OK) and a response body
containing a serialized ReadServiceLevelDTO instance.

» Response DTO Schema:

Request HTTP Verb: GET
Response Status Codes:

e Success: 200

e |nvalid ServiceLevel ID: 400 (Bad Request, e.g., a negative integer is supplied)

e Non-existent Cause: 404

e Invalid ServicelLevel ID: 422 (Unprocessable Entity, e.g., a non-numeric value is
supplied)
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Sample Request URL: ~/api/v1/servicelevels/1

Retrieve all ServicelLevels

This APl method retrieves a collection of all currently-defined Servicelevels from the
Issuetrak data store.

When retrieving a ServicelLevel using the API, no special character decoding (e.g., HTML
decoding < as < or > as >) is performed. Therefore, please note that the Servicel evelName
returned via the APl method represents the Servicel evelName as stored within the Issuetrak
database. Thus, when retrieving a Cause created through the Issuetrak web interface where
HTML encoding of the Servicel evelNameis performed, the APl consumer may desire to
perform additional client-side decoding.

A successful response will include an HTTP status code of 200 (OK) and a response body
containing a serialized collection of ReadServiceLevelDTO instance.

Request HTTP Verb: GET

Response Status Codes:

e Success: 200
e Non-existent ServicelLevel: 404

Sample Request URL: ~/api/v1/servicelevels/
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API Operations for ServiceLevelAgreements

Summary

Operation Name: Retrieve a Servicel evelAgreement by Servicel evelAgreement |D
Relative APl Request Path: ~/api/v1/servicelevelagreements/{serviceLevelAgreement|D}
HTTP Verb: GET

Description: Retrieve a single ServiceLevelAgreement by ServicelLevelAgreement ID.

Operation Name: Retrieve all Servicel evelAgreements

Relative API Request Path: ~/api/v1/servicelevelagreements

HTTP Verb: GET

Description: Retrieve a collection of currently defined ServicelLevelAgreements.

Retrieve a ServiceLevelAgreement by
ServiceLevelAgreement ID

Description: This APl method retrieves a Servicel.evelAgreement from the Issuetrak data
store for a specified ServicelLevelAgreement ID. The “serviceLevelAgreementID” parameter
must correspond to an existing ServicelLevelAgreement. If there is no such
ServicelevelAgreement ID, an error message will be returned with an HTTP response status
code of 404.

When retrieving a ServicelLevelAgreement using the API, no special character decoding (e.g.,
HTML decoding < as < or > as >) is performed. Therefore, please note that the
ServicelLevelAgreement Name returned via the APl method represents the
ServicelLevelAgreement Name as stored within the Issuetrak database. Thus, when
retrieving a ServiceLevelAgreement created through the Issuetrak web interface where
HTML encoding of the ServiceLevelAgreementName is performed, the API consumer may
desire to perform additional client-side decoding.

A successful response will include an HTTP status code of 200 (OK) and a response body
containing a serialized ReadServiceLevelAgreementDTO instance.

» Response DTO Schema:

Request HTTP Verb: GET
Response Status Codes:

e Success: 200
e Invalid Servicel.evelAgreement ID: 400 (Bad Request, e.g., a negative integer is
supplied)
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e Non-existent Cause: 404
e Invalid ServiceLevelAgreement ID: 422 (Unprocessable Entity, e.g., a non-numeric value
is supplied)

Response DTO Property Notes:

e The ExtensionData property is not used in version 1 of the API.
e The Metadata property provides a key/value collection of additional data about the API
operation and/or the response body.

Sample Request URL: ~/api/v1/servicelevelagreements/

» Sample Response:

Retrieve all ServiceLevelAgreements

Description: This APl method retrieves a collection of all currently-defined
Servicel.evelAgreement from the Issuetrak data store.

When retrieving a ServicelevelAgreement using the API, no special character decoding (e.g.,
HTML decoding < as < or > as >) is performed. Therefore, please note that the
ServicelevelAgreementName returned via the APl method represents the
ServicelLevelAgreementName as stored within the Issuetrak database. Thus, when retrieving
a Cause created through the Issuetrak web interface where HTML encoding of the
ServicelLevelAgreementName is performed, the APl consumer may desire to perform
additional client-side decoding.

A successful response will include an HTTP status code of 200 (OK) and a response body
containing a serialized collection of ReadServiceLevelAgreementDTO instance.

» DTO Schema:

Request HTTP Verb: GET
Response Status Codes:

e Success: 200
e Non-existent ServicelLevelAgreement: 404

Response DTO Property Notes:

e The IsPagelndexZeroBased property value is always true. This property is included for
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use in future API versions.

e The Pagelndex property value is always 0. This property is included for use in future
APl versions.

e The CountForPage property value is always the same as TotalCount. This property is
included for use in future API versions.

e The PageSize property value is always the maximum value for a signed, 32-bit integer.
This property is included for use in future API versions.

e The TotalCount property value is the number of records returned in the collection.

e The Collection property is an array containing the ReadServicelLevelAgreementDTO
objects returned.

e The ExtensionData property is not implemented in v1 of the API.

Sample Request URL: ~/api/v1/servicelevelagreements/
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API Operations for ServiceLevelSeverities

Summary

Operation Name: Retrieve a Servicel evelSeverity by Servicel evelSeverity D
Relative APl Request Path: ~/api/v1/servicelevelseverities/{severity|D}
HTTP Verb: GET

Description: Retrieve a single ServicelevelSeverity by ServicelLevelSeverity ID.

Operation Name: Retrieve all Servicel evelSeverities

Relative API Request Path: ~/api/v1/servicelevelseverities

HTTP Verb: GET

Description: Retrieve a collection of currently defined ServicelLevelSeverities.

Retrieve a ServicelLevelSeverity by
ServicelLevelSeverity ID

This APl method retrieves a Servicel.evelSeverity from the Issuetrak data store for a
specified ServicelevelSeverity ID. The severitylD parameter must correspond to an existing
ServicelevelSeverity. If there is no such ServicelevelSeverity ID, an error message will be
returned with an HTTP response status code of 404.

When retrieving a ServicelLevelSeverity using the API, no special character decoding (e.g.,
HTML decoding < as < or > as >) is performed. Therefore, please note that the

Servicel evelSeverityName returned via the APl method represents the

Servicel evelSeverityName as stored within the Issuetrak database. Thus, when retrieving a
Servicel.evelSeverity created through the Issuetrak web interface where HTML encoding of
the Servicel evelSeverityNameis performed, the APl consumer may desire to perform
additional client-side decoding.

A successful response will include an HTTP status code of 200 (OK) and a response body
containing a serialized ReadServiceLevelSeverityDTO instance.

» Response DTO Schema:

Request HTTP Verb: GET
Response Status Codes:

e Success: 200

e Invalid ServicelevelSeverity ID: 400 (Bad Request, e.g., a negative integer is supplied)

e Non-existent ServicelevelSeverity: 404

¢ |nvalid ServiceLevelSeverity ID: 422 (Unprocessable Enatity, e.g., a non-numeric value is
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supplied)

Sample Request URL: ~/api/v1/servicelevelseverities/1

Retrieve all ServiceLevelSeverities

This APl method retrieves a collection of all currently-defined Servicel evelSeverities from
the Issuetrak data store.

When retrieving a ServicelLevelSeverity using the API, no special character decoding (e.g.,
HTML decoding < as < or > as >) is performed. Therefore, please note that the

Servicel evelSeverityName returned via the APl method represents the

Servicel evelSeverityName as stored within the Issuetrak database. Thus, when retrieving a
Cause created through the Issuetrak web interface where HTML encoding of the

Servicel evelSeverityNameis performed, the APl consumer may desire to perform additional
client-side decoding.

A successful response will include an HTTP status code of 200 (OK) and a response body
containing a serialized collection of ReadServiceLevelSeverityDTO instance.

Request HTTP Verb: GET

Response Status Codes:

e Success: 200
e Non-existent ServicelevelSeverities: 404

Sample Request URL: ~/api/v1/servicelevelseverities/
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API Operations for ServiceLevelTerms

Summary

Operation Name: Retrieve a Servicel evelTerm by Servicel evelTerm ID
Relative APl Request Path: ~/api/v1/servicelevelterms/{serviceLevelTermID}
HTTP Verb: GET

Description: Retrieve a single ServiceLevelTerm by ServiceLevelTerm ID.

Operation Name: Retrieve all Servicel evelTerms

Relative APl Request Path: ~/api/v1/servicelevelterms

HTTP Verb: GET

Description: Retrieve a collection of currently defined ServicelLevelTerms.

Retrieve a ServicelLevelTerm by ServiceLevelTerm
ID

Description: This APl method retrieves a Servicel.evelTerm from the Issuetrak data store for
a specified ServicelLevelTerm ID. The “serviceLevelTermID” parameter must correspond to
an existing ServicelLevelTerm. If there is no such ServicelLevelTerm ID, an error message will
be returned with an HTTP response status code of 404.

When retrieving a ServicelLevelTerm using the API, no special character decoding (e.g., HTML
decoding < as < or > as >) is performed. Therefore, please note that the ServicelLevelTerm
Name returned via the APl method represents the ServicelL.evelTerm Name as stored within
the Issuetrak database. Thus, when retrieving a ServiceLevelTerm created through the
Issuetrak web interface where HTML encoding of the Servicel.evelTermName is performed,
the APl consumer may desire to perform additional client-side decoding.

A successful response will include an HTTP status code of 200 (OK) and a response body
containing a serialized ReadServiceLevelTermDTO instance.

» Response DTO Schema:

Request HTTP Verb: GET
Response Status Codes:

e Success: 200

e Invalid ServicelevelTerm ID: 400 (Bad Request, e.g., a negative integer is supplied)

e Non-existent Cause: 404

e Invalid ServicelevelTerm ID: 422 (Unprocessable Entity, e.g., a non-numeric value is
supplied)
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Response DTO Property Notes:

e The ExtensionData property is not used in version 1 of the API.

e The Metadata property provides a key/value collection of additional data about the API
operation and/or the response body.

e The CoverageStartDay property is an Int32 value in the range 1 to 7 with 1
representing Monday, 2 representing Tuesday, .., 7 representing Sunday.

e The CoverageEndDay property is an Int32 value in the range 1 to 7 with 1 representing
Monday, 2 representing Tuesday, ..., 7 representing Sunday.

Sample Request URL: ~/api/v1/servicelevelterms/1

» Sample Response:

Retrieve all ServiceLevelTerms

Description: This APl method retrieves a collection of all currently-defined
ServicelevelTerms from the Issuetrak data store.

When retrieving a ServicelLevelTerm using the API, no special character decoding (e.g., HTML
decoding < as < or > as >) is performed. Therefore, please note that the
ServicelLevelTermName returned via the APl method represents the ServiceLevelTermName
as stored within the Issuetrak database. Thus, when retrieving a Cause created through the
Issuetrak web interface where HTML encoding of the ServiceLevelTermName is performed,
the API consumer may desire to perform additional client-side decoding.

A successful response will include an HTTP status code of 200 (OK) and a response body
containing a serialized collection of ReadServiceLevelTermDTO instance.

» Response DTO Schema:

Request HTTP Verb: GET
Response Status Codes:

e Success: 200
e Non-existent ServiceLevelTerm: 404

Response DTO Property Notes:

e The IsPagelndexZeroBased property value is always true. This property is included for
use in future API versions.
e The Pagelndex property value is always 0. This property is included for use in future
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APl versions.

e The CountForPage property value is always the same as TotalCount. This property is
included for use in future API versions.

e The PageSize property value is always the maximum value for a signed, 32-bit integer.
This property is included for use in future API versions.

e The TotalCount property value is the number of records returned in the collection.

e The Collection property is an array containing the ReadServiceLevelTermDTO objects
returned.

e The ExtensionData property is not implemented in v1 of the API.

e The CoverageStartDay property is an Int32 value in the range 1 to 7 with 1
representing Monday, 2 representing Tuesday, ..., 7 representing Sunday.

e The CoverageEndDay property is an Int32 value in the range 1 to 7 with 1 representing
Monday, 2 representing Tuesday, ..., 7 representing Sunday.

Sample Request URL: ~/api/v1/servicelevelterms/
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API Operations for Substatuses

Summary

Operation Name: Retrieve a Substatus by Substatus ID

Relative API Request Path: ~/api/v1/substatuses/{substatus|D}
HTTP Verb: GET

Description: Retrieve a single Substatus by Substatus ID.

Operation Name: Retrieve all Substatuses

Relative APl Request Path: ~/api/v1/substatuses

HTTP Verb: GET

Description: Retrieve a collection of currently defined Substatuses.

Retrieve a Substatus by Substatus ID

This API method retrieves a Substatus from the Issuetrak data store for a specified
Substatus ID. The substatus/D parameter must correspond to an existing Substatus. If there
is no such Substatus ID, an error message will be returned with an HTTP response status
code of 404.

When retrieving a Substatus using the API, no special character decoding (e.g., HTML
decoding < as < or > as >) is performed. Therefore, please note that the SubStatusName
returned via the API method represents the SubstatusName as stored within the Issuetrak
database. Thus, when retrieving a Substatus created through the Issuetrak web interface
where HTML encoding of the SubstatusNameis performed, the APl consumer may desire to
perform additional client-side decoding.

A successful response will include an HTTP status code of 200 (OK) and a response body
containing a serialized ReadSubstatusDTO instance.

» Response DTO Schema:

Request HTTP Verb: GET

Response Status Codes:

Success: 200

Invalid Substatus ID: 400 (Bad Request, e.g., a negative integer is supplied)
Non-existent Substatus: 404

Invalid Substatus ID: 422 (Unprocessable Entity, e.g., a non-numeric value is supplied)

» Response DTO Property Notes:
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Sample Request URL: ~/api/v1/substatuses/13

Retrieve all Substatuses

This APl method retrieves a collection of all currently-defined Substatus entries from the
Issuetrak data store.

When retrieving a Substatus using the API, no special character decoding (e.g., HTML
decoding < as < or > as >) is performed. Therefore, please note that the SubstatusName
returned via the API method represents the SubstatusName as stored within the Issuetrak
database. Thus, when retrieving a Substatus created through the Issuetrak web interface
where HTML encoding of the SubstatusNameis performed, the API consumer may desire to
perform additional client-side decoding.

A successful response will include an HTTP status code of 200 (OK) and a response body
containing a serialized collection of ReadSubstatusDTO instance.

Request HTTP Verb: GET

Response Status Codes:

e Success: 200
e Non-existent Substatus: 404

Sample Request URL: ~/api/v1/substatuses/
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API Operations for TimeZones

Summary

Operation Name: Retrieve a TimeZone by TimeZone ID
Relative APl Request Path: ~/api/v1/timezones/{timeZonelD}
HTTP Verb: GET

Description: Retrieve a single TimeZone by TimeZone ID.

Operation Name: Retrieve all TimeZones

Relative APl Request Path: ~/api/v1/timezones

HTTP Verb: GET

Description: Retrieve a collection of currently defined TimeZones.

Retrieve a TimeZone by TimeZone ID

This API method retrieves a TimeZone from the Issuetrak data store for a specified
TimeZone ID. The TimeZonelD parameter must correspond to an existing TimeZone. If there
is no such TimeZone ID, an error message will be returned with an HTTP response status
code of 404.

When retrieving a TimeZone using the API, no special character decoding (e.g., HTML
decoding < as < or > as >) is performed. Therefore, please note that the 7imeZoneName
returned via the API method represents the 7imeZoneName as stored within the Issuetrak
database. Thus, when retrieving a TimeZone created through the Issuetrak web interface
where HTML encoding of the 7imeZoneNameis performed, the APl consumer may desire to
perform additional client-side decoding.

A successful response will include an HTTP status code of 200 (OK) and a response body
containing a serialized ReadTimeZoneDTO instance.

» Response DTO Schema:

Request HTTP Verb: GET
Response Status Codes:

e Success: 200

e |nvalid TimeZone ID: 400 (Bad Request, e.g., a negative integer is supplied)

e Non-existent Cause: 404

e Invalid TimeZone ID: 422 (Unprocessable Entity, e.g., a non-numeric value is supplied)

» Response DTO Property Notes:
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Sample Request URL: ~/api/v1/timezones/1

Retrieve all TimeZones

This APl method retrieves a collection of all currently-defined TimeZones from the Issuetrak
data store.

When retrieving a TimeZone using the API, no special character decoding (e.g., HTML
decoding < as < or > as >) is performed. Therefore, please note that the 7imeZoneName
returned via the API method represents the 7imeZoneName as stored within the Issuetrak
database. Thus, when retrieving a Cause created through the Issuetrak web interface where
HTML encoding of the TimeZoneNameis performed, the APl consumer may desire to
perform additional client-side decoding.

A successful response will include an HTTP status code of 200 (OK) and a response body
containing a serialized collection of ReadTimeZoneDTO instance.

Request HTTP Verb: GET

Response Status Codes:

e Success: 200
e Non-existent TimeZone: 404

Sample Request URL: ~/api/v1/timezones/
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API Operations for Users

Summary

Operation Name: Retrieve a User by User ID

Relative API Request Path: ~/api/v1/users/{userID}/{includeUserPhoto}
HTTP Verb: GET

Description: Retrieve a single User by User ID.

Operation Name: Retrieve all Users

Relative API Request Path: ~/api/v1/users/{ includeUserPhotos}
HTTP Verb: GET

Description: Retrieve a collection of currently defined Users.

Operation Name: Create a User

Relative API Request Path: ~/api/v1/users
HTTP Verb: POST

Description: Create a User

Operation Name: Update a User

Relative APl Request Path: ~/api/v1/users
HTTP Verb: PUT

Description: Update a User

Operation Name: Update a User Password

Relative APl Request Path: ~/api/v1/users/password
HTTP Verb: PUT

Description: Update a User Password

Operation Name: |nactivate a User

Relative APl Request Path: ~/api/v1/users/inactivate
HTTP Verb: PUT

Description: Inactivate a User

Retrieve a User by User ID

This APl method retrieves a User from the Issuetrak data store for a specified User ID. The
userlD parameter must correspond to an existing User. If there is no such User ID, an error
message will be returned with an HTTP response status code of 404.

The IncludeUserPhotois a true or false parameter is a Boolean indicating whether or the
binary content for any existing user photo image file should be retrieved and included in the
response. If the /ncludeUserPhoto parameter is true and if a user photo image file exists for
the specified user, a base-64 encoded byte array representing the photo image file will be
included in the UserPhotoBytes property of the response. If the /ncludeUserPhoto parameter
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is false or if the user photo image file is not defined, the UserPhotoBytes property will be null.

When retrieving an User using the API, no special character decoding (e.g., HTML decoding <
as < or > as >) is performed. Therefore, please note that the UserName returned via the API
method represents the UserName as stored within the Issuetrak database. Thus, when
retrieving a User created through the Issuetrak web interface where HTML encoding of the
UserName is performed, the APl consumer may desire to perform additional client-side
decoding.

A successful response will include an HTTP status code of 200 (OK) and a response body
containing a serialized ReadUserDTO instance.

Request HTTP Verb: GET

Response Status Codes:

e Success: 200
e Invalid User ID: 400 (Bad Request, e.g., a negative integer is supplied)
e Non-existent User: 404

Sample Request URL: ~/api/v1/users/11/false

Retrieve All Users

This APl method retrieves a collection of all currently-defined Users from the Issuetrak data
store.

No UserPhotoBytes content is retrieved during this APl method. All of the ReadUserDTO
instances will have the UserPhotoBytes content property set to null.

When retrieving an User using the API, no special character decoding (e.g., HTML decoding <
as < or > as >) is performed. Therefore, please note that the UserName returned via the API
method represents the UserName as stored within the Issuetrak database. Thus, when
retrieving a User created through the Issuetrak web interface where HTML encoding of the
UserName is performed, the API consumer may desire to perform additional client-side
decoding.
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A successful response will include an HTTP status code of 200 (OK) and a response body
containing a serialized collection of ReadUserDTO instance.

Request HTTP Verb: GET

Response Status Codes:

e Success: 200
e Non-existent User: 404

Sample Request URL: ~/api/v1/users/

Create a User

This APl method creates a new User associated with a specific UserID within the Issuetrak
data store. The CreateUserDTO object conveys the properties of the new User. Because
UserlID values must be unique, the specified UserID value must not currently exist. If the
UserlID currently exists, an error message will be returned with a 400 HTTP status code.

The response code on success will be 201 (Created), and the response body will represent
the text value representing the ID of the newly-created User.

When creating a User using the API, no special character decoding (e.g., HTML decoding <
as <or>as >) is performed.

Request HTTP Verb: POST

Response Status Codes:

e Success: 201
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e Invalid User Properties: 400 (Bad Request, e.g., a negative integer is supplied)
e Invalid User DTO: 422 (Unprocessable Entity, e.g., an invalid value is supplied)

Sample Request URL: ~/api/v1/users/

Sample Response HTTP Status Code: 2071

Sample Response Body: TestUser1 (represents the newly-created User ID)

Update a User

This APl method updates an existing User associated with a specific UserNumber within the
Issuetrak data store. The UpdateUserDTO object conveys the properties of the existing User.
Because UserlD values must be unique, the specified UserID value must not currently exist
for a user with a different UserNumber. If the UserlD currently exists, an error message will
be returned with a 400 HTTP status code.

Setting a user's organization via the APl will result in the requested organization becoming
the primary organization for the user. If the user previously had multiple organization
memberships, then these will be retained and the user will continue to have membership in
their previous primary organization (but without it being their primary organization).

The User Password property cannot be updated with this APl method. Please use the
dedicated API controller method for password updates.

The response code on success will be 200 (OK), and the response body will represent the
text value representing the ID of the edited User.

When creating a User using the API, no special character decoding (e.g., HTML decoding <
as < or > as >) is performed.

Request HTTP Verb: PUT

Response Status Codes:
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e Success: 200
e Invalid User Properties: 400 (Bad Request, e.g., a negative integer is supplied)
e Invalid User DTO: 422 (Unprocessable Entity, e.g., an invalid value is supplied)

Sample Request URL: ~/api/v1/users/

Sample Response HTTP Status Code: 200

Sample Response Body: TestUser1 (represents the edited User ID)

Update a User Password

This APl method updates the password for an existing User associated with a specific
UserID within the Issuetrak data store. The UpdateUserPasswordDTO object conveys the
new password. Because UserlD values must be unique, the specified UserID value must
currently exist. If the UserlID currently exists, an error message will be returned with a 400
HTTP status code.

The response code on success will be 200 (OK), and the response body will represent the
text value representing the ID of the edited User.

When creating a User using the API, no special character decoding (e.g., HTML decoding <
as < or > as >) is performed.

Request HTTP Verb: PUT

Response Status Codes:

e Success: 200
e Invalid User Properties: 400 (Bad Request, e.g., a negative integer is supplied)
e Invalid User DTO: 422 (Unprocessable Entity, e.g., an invalid value is supplied)
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Sample Request URL: ~/api/v1/users/password/

Sample Response HTTP Status Code: 200

Sample Response Body: TestUser1 (represents the edited User ID)

Inactivate a User

This APl method updates an existing User associated with a specific UserID within the
Issuetrak data store. The InactivateUserDTO object conveys the UserlD of the existing User
to inactivate. Because UserlD values must be unique, the specified UserlD value must exist.
If the UserID does not currently exist, an error message will be returned with a 400 HTTP
status code.

The response code on success will be 200 (OK), and the response body will represent the
text value representing the ID of the inactivated User.

When inactivating a User using the API, no special character decoding (e.g., HTML decoding
<as<or>as >)is performed.

Request HTTP Verb: PUT

Response Status Codes:

e Success: 200
e Invalid User Properties: 400 (Bad Request, e.g., a non-existent UserlID is specified)
e Invalid User DTO: 422 (Unprocessable Entity, e.g., an invalid value is supplied)

Sample Request URL: ~/api/v1/users/inactivate

Sample Response HTTP Status Code: 200
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Sample Response Body: InactiveUser (represents the inactivated User ID)
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API Operations for User Types

Summary

Operation Name: Retrieve a User Type by UserTypelD
Relative APl Request Path: ~/api/v1/usertypes/{usertypelD}
HTTP Verb: GET

Description: Retrieve a single User Type by User Type ID.

Operation Name: Retrieve all User Types

Relative APl Request Path: ~/api/v1/usertypes

HTTP Verb: GET

Description: Retrieve a collection of currently defined User Types.

Retrieve a User Type by UserTypelD

This APl method retrieves a User Type from the Issuetrak data store for a specified User
Type ID. The userTypelD parameter must correspond to an existing User Type. If there is no
such User Type ID, an error message will be returned with an HTTP response status code of
404.

When retrieving an User Type using the API, no special character decoding (e.g., HTML
decoding < as < or > as >) is performed. Therefore, please note that the UserTypeName
returned via the API method represents the UserTypeName as stored within the Issuetrak
database. Thus, when retrieving a User Type created through the Issuetrak web interface
where HTML encoding of the UserTypeName s performed, the APl consumer may desire to
perform additional client-side decoding.

A successful response will include an HTTP status code of 200 (OK) and a response body
containing a serialized ReadUserTypeDTO instance.

» Response DTO Schema:

Request HTTP Verb: GET

Response Status Codes:

Success: 200

Invalid User Type ID: 400 (Bad Request, e.g., a negative integer is supplied)
Non-existent User Type: 404

Invalid User Type ID: 422 (Unprocessable Entity, e.g., a non-numeric value is supplied)

» Response DTO Property Notes:
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Sample Request URL: ~/api/v1/usertypes/1

Retrieve all User Types

This APl method retrieves a collection of all currently-defined User Types from the Issuetrak
data store.

When retrieving an User Type using the API, no special character decoding (e.g., HTML
decoding < as < or > as >) is performed. Therefore, please note that the UserTypeName
returned via the API method represents the UserTypeName as stored within the Issuetrak
database. Thus, when retrieving a User Type created through the Issuetrak web interface
where HTML encoding of the UserTypeNameis performed, the APl consumer may desire to
perform additional client-side decoding.

A successful response will include an HTTP status code of 200 (OK) and a response body
containing a serialized collection of ReadUserTypeDTO instance.

Request HTTP Verb: GET

Response Status Codes:

e Success: 200
e Non-existent UserType: 404

Sample Request URL: ~/api/v1/usertypes/
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API Operations for User-Defined Field Types

Summary

Operation Name: Retrieve a UserDefined FieldType by ID

Relative APl Request Path: ~/api/v1/userdefinedfieldtypes/{userDefinedField TypelD}
HTTP Verb: GET

Description: Retrieve a single UserDefinedFieldType by UserDefinedFieldType ID.

Operation Name: Retrieve all UserDefinedFieldTypes

Relative APl Request Path: ~/api/v1/userdefinedfieldtypes

HTTP Verb: GET

Description: Retrieve a collection of currently defined UserDefinedFieldTypes.

Retrieve a UserDefined FieldType by ID

Description: This APl method retrieves a UserDefinedFieldType from the Issuetrak data
store for a specified UserDefinedFieldType ID. The “UserDefinedFieldTypelD" parameter
must correspond to an existing UserDefinedFieldType. If there is no such
UserDefinedFieldType ID, an error message will be returned with an HTTP response status
code of 404.

When retrieving a UserDefinedField Type using the API, no special character decoding (e.g.,
HTML decoding < as < or > as >) is performed. Therefore, please note that the DisplayName
returned via the API method represents the DisplayName as stored within the Issuetrak
database. Thus, when retrieving a UserDefinedFieldType created through the Issuetrak web
interface where HTML encoding of the DisplayName is performed, the APl consumer may
desire to perform additional client-side decoding.

A successful response will include an HTTP status code of 200 (OK) and a response body
containing a serialized ReadUserDefinedFieldTypeDTO instance.

» Response DTO Schema:

Request HTTP Verb: GET
Response Status Codes:

e Success: 200

e |nvalid UserDefinedFieldType ID: 400 (Bad Request, e.g., a negative integer is supplied)

e Non-existent UserDefinedFieldType: 404

o Invalid UserDefinedFieldType ID: 422 (Unprocessable Entity, e.g., a non-numeric value
is supplied)
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Sample Request URL: ~/api/v1/userdefinedfieldtypes/4

Retrieve all UserDefinedFieldTypes

This API method retrieves a collection of all currently-defined UserDefinedFieldType entities
from the Issuetrak data store.

When retrieving a UserDefinedField Type using the API, no special character decoding (e.g.,
HTML decoding < as < or > as >) is performed. Therefore, please note that the DisplayName
returned via the APl method represents the DisplayName as stored within the Issuetrak
database. Thus, when retrieving a UserDefinedFieldType created through the Issuetrak web
interface where HTML encoding of the DisplayName is performed, the APl consumer may
desire to perform additional client-side decoding.

A successful response will include an HTTP status code of 200 (OK) and a response body
containing a serialized collection of ReadUserDefinedFieldTypeDTO instance.

Request HTTP Verb: GET

Response Status Codes:

e Success: 200
e Non-existent UserDefinedFieldType: 404

Sample Request URL: ~/api/v1/userdefinedfieldtypes/
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API v2 Overview

When we released Issuetrak 14.9, we introduced a new API called APl v2. This new AP| was
designed to meet the OpenAPI standard, which makes developing integrations to work with
Issuetrak easier than ever.

The purpose of this article is to assist you with getting started using API v2 specifically from
the server side of things, which includes deployment, logging, rate limiting, and
troubleshooting. For information about development-level interactionswith API v2, please
see https://api.issuetrak.com.

System Requirements

API v2 has the following requirements in addition to the usual requirements for Issuetrak
itself:

e Microsoft NET 6.0 Hosting Bundle - which can be obtained here
e APIv2 needs to be in its own IIS Application Pool, which must be set to "No Managed
Code"

Deployment

APl v2 can be deployed independently of the previous API, and uses its own application pool
in IIS. The introduction of API v2 comes with slightly increased deployment complexity for
customers that intend to install or upgrade their Issuetrak instance via the IDU.

Please see the following articles for assistance with deploying via the IDU:

e How to Install Issuetrak Using the Issuetrak Deployment Utility (IDU)
e How to Perform an Upgrade Using the Issuetrak Deployment Utility (IDU)

Additionally, some minor changes have been made to the IDM so that customers can install
API v2, but these changes do not diverge significantly from installing the previous iteration of
the API.

Please see the following articles for assistance with deploying via the IDM:

e How to Install Issuetrak Using the Issuetrak Deployment Manager (IDM)
e How to Perform an Upgrade Using the Issuetrak Deployment Manager (IDM)

Rate Limiting

APl v2 uses rate limiting to protect the server against malicious or buggy clients. When
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requests exceed the configured rate limit, APl v2 will return a "429 - Too Many Requests"
response to the application attempting to access it.

Below is a table of the default rate limits:

Time Period Default Rate Limit

1 second 20 requests
1 second POST/PUT/DELETE 5 requests
1 minute 100 requests
10 minutes 100 requests
1 hour 1000 requests
12 hours 1000 requests

Rate limits can be changed by editing the configuration file on the web server:
¢ {IssuetrakWebFolderPath}\api\v2\appsettings.json

We expect that minor changes to the existing limits is all that will be needed in most
environments. Please see this page if you want to see detailed information on how the rate
limiting can be configured.

Logging

Error logging is enabled by default, and all logs are accessible on the web server, and the
level of logging can be adjusted by editing the appropriate configuration file. If you run into
errors with your code when interacting with APl v2, you will find that Trace IDs have been
included in the APl responses. You can search the server logs for the corresponding Trace ID
to get detailed information about what went wrong.

e FError logging is enabled by default, and logs are stored in the
{IssuetrakWebFolderPath}\api\v2\logs folder.

e | 0gging can be configured in the nlog.config file located in the
{IssuetrakWebFolderPath}\api\v2 folder.

o Changing the enabled="false" attribute on the line to enabled="true" will enable
detailed logging.

e The API v2 app pool will need to be recycled for changes to take effect after you make

changes to the nlog.config file.

Startup Logging

If you encounter a problem where the API v2 application will not start, you can turn on
additional logging.
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This is accomplished by editing the {IssuetrakWebFolderPath}\api\v2\web.config file, then
changing the attribute stdoutLogEnabled on the element from "false" to "true". Enabling this
logging will force the app pool to restart.

The logs are located in the {IssuetrakWebFolderPathj\api\v2\logs\stdout folder.

Troubleshooting

If you encounter trouble with API v2 not responding to requests at all, then you should take
the following steps:

1. Open the {IssuetrakWebFolderPath}\api\v2\web.config file
o Ensure that the "aspNetCore" tag has its argument set to .\Issuetrak.ApiV2.Site.DII
o Ensure that the environment variable "ASPNETCORE_ENVIRONMENT" is set to
release
2. Verify {IssuetrakWebFolderPath}\api\v2\appsettings.json contains valid json
3. Verify {IssuetrakWebFolderPath}\api\v2\appsettings.release json is valid json and
looks like

{

"ConnectionStrings": {

"Issuetrak-Databse": "..

}

"SecureStorageKeys": {
"KeyForEncrypter-1": "...

Bo
"SessionSigningKey": "..."

}

4. Enable the stdoutLogs in the {IssuetrakWebFolderPath}\api\v2\web.config and
attempt a request. Review the log file for potential causes.

If you are still encountering difficulty, please contact Issuetrak Support for further

assistance.
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How to Enable Chat in Issuetrak

Part 1: Get the Widget ID

To enable Chat you first need to obtain the Widget ID directly from the Chat Admin Portal.

Steps:
1. Launch the Chat Admin Portal.
2. Log in to the Admin Portal with your credentials.
3. Click on Settings.
4. Click on Get the Code.
5. Scroll to the (Advanced) Widget ID section at the bottom of the page and click Ok.
6. The Widget ID should appear for you to copy — you can do so by clicking the copy

button provided.

Once obtained, the ID can be pasted into the Issuetrak site Features page to enable the Chat
Widget integration.

Part 2: Use the Widget ID to Enable Chat

Steps:

a bk~ w2

In Issuetrak, click the gear icon in the upper right > click Features beneath System.
Scroll down to the Chat section.

Check Use Chat. This will enable the Chat Widget ID text field.

Paste the copied Widget ID into the Chat Widget ID text field.

Click Update on this page to save the changes.

A confirmation message will appear when this process is complete.
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How to add a Chat Agent

Chat Agents are the individuals you have set up to handle Chat conversations within your
Chat Widget. This article will provide a walkthrough of adding new Chat Agents.

Steps

Launch the Chat Admin Portal.

Click on Settings.

Click on Agent Settings.

Click on Chat Agents.

Click the Add chat agent button at the bottom of the screen.

Populate the Chat Agent form with all of the necessary information.
Click Save.

N o gk w2
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Issuetrak Chat - Enable Emailing Transcripts

It is possible to have Issuetrak Chat send visitors a transcript of their chat with the Agent. In
order to enable the ability to request a chat transcript:

Steps

a bk~ w2

CURRENT WIDGET

W Support
Secure Data Transfer

Collect additional
information

Visitor ldentity
Verification

IP Throtte

# Sertings o

Emails to Visitor | 2

Once this is enabled, the visitor will be able to request a transcript during their chat.

From the Admin dashboard, click on Settings > Options.

Scroll down to the Emails to Visitor section

Enable the "Allow visitors to request transcript of the chat' option.
(Optional) Change the subject of the email the visitor will receive with their transcript.
Click the Save Changes button.

Only prevent the following types of files from being exchanged
Only allow the following types of files to be exchanged

No file types specified

Enable agents to requEsT SecUre 95t during & chat

B3 Credit Card W Social Securiny Number v B secure Note

£ Credit Card with Zip Code

JavaScript variables

Enable visitor identity verification

To limit spam, a website visitor will not be able to sartmore than 5 chats in 10 minutes.

Send 3 Thank You' email to the visitor after submitting an offline message.

Reply-to email address: (email address)
B : suppori@issustrak com

Allow visitors to request transcript of the chat.

Transcript subject line.

Your chat transcript
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Migrating to AD Federation Services

This article provides steps for migrating a site with AD/LDAP-authenticated users to AD
Federation Services. If you don't have AD configured but would like to configure AD FS,
please see this article.

At a high level, the following things happen as a result of a migration:

. The old domain value is validated against the new domain value to ensure that they

match.
AD/LDAP is deactivated.
ADFS/Azure is set as the Authentication Type for all previously AD/LDAP-
authenticated users.
The following fields are populated for each user account:
a. Authentication Type: ADFS/Azure
b. Active Directory User SID
c. Domain
The mappings from Active Directory are transferred to AD Federation Services.
a. Any "Map Additional Attributes" are also mapped to the "User Property Mapping".

Part 1: Perform an Active Directory User Import

This step ensures that AD-authenticated users in Issuetrak have the appropriate properties
set for SID, Domain, and Authentication Type. Failure to perform this step could result in
duplicate user creation when users sign into Issuetrak.

Steps.

O N o gk

. Click the gear icon in the upper right > Click on Active Directory beneath /dentity

Managerment > Click on Import Users from the righthand menu.

Select the Domain from the dropdown for which this particular import should be
performed from the list.

Click the radio button to select either AD Group or AD OU. Click the button related to
your selection. Only AD Groups or OUs with verified Organization and Permissions
mappings and valid users will appear.

Select the appropriate value in the window that appears.

Click the Preview Import button.

Verify the import is being returned properly in the Preview import window that appears.
Close the Preview Import window.

Click the Process Import button to process this import.

Repeat the import process for as many OU/Groups as necessary to account for your
AD environment and ensure all of your users will be able to authenticate.
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Part 2: Preparing the AD FS Server

Please see this article for steps to configure your AD FS server to work with Issuetrak.

Part 3: Complete the Migration

With the information gathered from preparing AD FS, we can migrate to AD Federation
Services in Issuetrak.

Steps.

1. Navigate to your Issuetrak site and log in with a Sys Admin account.
Click the gear icon in the upper right > Click on AD Federation Services beneath
Identity Management.
Choose Migrate to AD FS from the Right Context Menu.
Check the box next to "Perform an Active Directory user import".
Check the box next to "Setup AD Federation Services Server (Guide)".
Populate the following data:
a. Provider Name: A friendly name for the AD FS server.
b. Domain: The Domain of the AD FS server. £nsure this matches the domain
currently in your Issuetrak instance's AD settings.
Provider URL: The URL to the AD FS server.
Client ID: The Client Identifier from setting up AD FS.
Client Secret: The shared secret from setting up AD FS.
f. Button Label: The name of the button to display on the /ssuetrak Login page.
7. Double-check the values you've entered and confirm that you are ready to migrate to
AD FS. Click Migrate Server Settings to save the settings. This will move all AD
settings and user mappings to AD FS.
8. Click Perform Migration to finalize the process.
9. You will be redirected to the Edit AD Federation Services Provider page.

a. Optional Click the Test Connection button to verify all the settings. This button
launches a new browser tab to your AD FS provider's authentication page. It is
necessary to sign in with an Active Directory account to view the Test Connection
results.

N

ook~ W

® Qo

10. Optional Customize the appearance of this identity provider's button on the login
screen by using the fields on the right-hand side.
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Importing Users from Active Directory

Once your configuration mapping is complete, you're ready to import your users into

Issuetrak. You can do an initial manual import, and then schedule imports to occur
automatically. This task can only be performed by an Issuetrak user with the “Can access
and maintain Administration functions” permission or the “Sys Admin” parameter.

The AD module assigns organizations differently depending on whether it is creating new
users or merely updating them.

e New users created by manual AD import, scheduled AD import, or upon login will have

their organization set only by the organization they are mapped to within "Mapping
Organizations". This becomes their primary organization, and no membership is
granted based on the organization membership of user templates designated in the
"Determining User Permissions" section.

Users updated via manual import, scheduled import, or upon login will have their
organization set thusly:

o |f the existing user has only a primary organization membership and it doesn't
match the organization they are mapped to, then their primary organization
membership is changed to their mapped organization.

o |f the existing user has membership in more than just their primary organization,
and their current primary organization differs from the organization they are
mapped to, then their primary organization will change to match the organization
they're mapped to and they will retain membership in their formerly primary
organization.

Performing a Manual Import

Steps.

N o g s

. Click the gear icon in the upper right > click Active Directory beneath /dentity

Management > click Import Users under the Active Directory section in the right
context menu.

Select the Domain from the dropdown for which this particular import should be
performed from the list. Only the domains which have been defined in the Issuetrak
interface will appear.

Click the radio button to select either AD Group or AD OU. Click the button related to
your selection. Only AD Groups or OUs with verified Organization and Permissions
mappings and valid users will appear.

Select the appropriate value in the window that appears.

Click the Preview Import button.

Verify the import is being returned properly in the Preview import window that appears.
Close the Preview Import window.
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8. Click the Process Import button to process this import. (If you only want to process
this initial import and not define a schedule, this is the last step you need to complete
within this task.) A Preview import window will appear with a summeary of the import.

Repeat for each group/OU on each domain that needs to be imported. You can also use
these parameters to create a scheduled import record.

Defining Scheduled Imports
Steps:

1. Define the appropriate interval and time in the Define Schedule section of this screen.
We strongly recommend scheduled imports are performed daily outside of
business/peak productivity hours.

2. Verify Active is selected, or the import will be scheduled but not run.

3. Click Save and Schedule button to save and schedule this import.

A confirmation message will appear when this process is complete. The AD Scheduled
Imports page will be updated with a list of all scheduled imports.

You may return to the AD Scheduled Imports screen at any time by clicking the gear icon in
the upper right > click Active Directory beneath /dentity Management > click Scheduled
Imports under the Active Directory section in the right context menu.

From this screen, scheduled imports may be edited and deleted. However, we recommend
using the edit and deselecting the Active parameter rather than using delete.

Additional items for scheduled imports

If a scheduled import was defined, you will need to create a Windows Scheduled Task on the
Web server hosting Issuetrak for the import to execute at the proper interval.

Additionally, the Application URL must be accurate for the imports to process correctly. To
verify this, click the gear icon in the upper right > click Defaults beneath System >make sure
the Application URL field accurately reflects your site URL.

Preventing Specific Accounts from being Imported

You might know of some accounts that you definitely don't want to be imported from Active
Directory.
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To prevent specific user accounts from being imported into Issuetrak from Active Directory,
enter one of the phrases below into the user's Description field in Active Directory:

e Built-In Account
e |nactive for Issuetrak

If you've found that an unwanted user account has already been imported, you will need to
manually inactivate or remove the user in Issuetrak.
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Rolling back to AD from AD Federation
Services

This article provides steps for a scenario where it is necessary to roll back to using AD/LDAP

instead of AD Federation Services (AD FS).

The product prevents any domain from being authenticated by both AD and AD FS
simultaneously. In the course of following the steps below, there is a period wherein
Issuetrak will not authenticate via AD or AD FS. For this reason, we recommend that you
have a Sys Admin account that uses Issuetrak authentication, to avoid a situation in which
you cannot access your own site.

At a high level, this process will do the following in Issuetrak:

. Disable AD FS authentication for a domain of your choosing.

Enable AD/LDAP authentication on the domain you disabled AD FS for.
Perform a user import to update all of the user accounts to use AD/LDAP as their
authentication method.

Steps.

N
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11.
12.

13.

14.
15.

. Signinto Issuetrak as a Sys Admin.

Click the gear icon in the upper right > click on AD Federation Services beneath
Identity Management.

Click edit next to the domain that you want to switch to AD.

Uncheck Active.

Click Save.

Along the right context menu, click List Providers beneath Active Directory.

Click edit next to the domain that you want to activate AD for.

Click Test Connection and ensure that Issuetrak will successfully communicate with
the selected domain controller.

Upon a successful connection test, check Active.

. Click Update.

Along the right context menu, click Import Users.
Complete these steps for each OU/Group that needs to be updated in Issuetrak:
a. Select the Domain that you've switched to AD from the dropdown.
Toggle either AD Group or AD OU.
Click the Select [Group | OU] button and choose which block of users to import.
Click Preview Import.
If you are satisfied with the preview, click Process Import. If you aren't satisfied
with the preview, then refine your selection in the steps above.

(G i

Check several user accounts to confirm that their Authentication Type is set to "Active

Directory".
Confirm that you can sign into Issuetrak via AD.
Confirm that other users can sign into Issuetrak via AD.

You have successfully rolled your domain back from AD FS to AD/LDAP authentication.
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About Azure AD Integration

Issuetrak offers integration with Azure AD via the Identity Management area of the product.
The advantages of utilizing Azure AD with Issuetrak are very similar to those from using AD
Federation Services:

e |ssuetrak never has the user's credentials.

e Thereis no need to use an Active Directory service account.

e The nature of Azure AD prevents applications from pulling information outside of the
scope of an authenticated user.

Azure AD integration is licensed under the Active Directory add-on. If you would like to
purchase support for AD, please get in touch with your Account Manager.

Note that using Azure AD with Issuetrak requires:

That your site is configured to use SSL

That your site's SSL certificate is not self-signed, and can be verified with its issuer
That your site and Azure can communicate over standard web ports 80 and 443

A "Hybrid"” environment backed by Active Directory/LDAP (if it is desired for Asset
Management assets to be properly matched to Azure AD users, as applicable)

Preparing Your Azure AD Instance for use with
Issuetrak

You will need to pre-register Issuetrak with your Azure AD instance before the two can
communicate.

Steps.

1. Open your Azure Management interface.
2. Navigate to App Registrations.
3. Click New registration.
a. Enter a name for the new app registration.
b. You'll be prompted to select the Account Type. We suggest using "Accounts in
this organizational directory only (OrganizationName only - Single tenant)".
= |f you're using a multi-tenant app, then a Microsoft Partner Center ID will
need to be added under the branding option after the initial registration.
c. Leave the redirect URI set to Web, and enter the URL to your Issuetrak site with
the following modifiers:
» https://IssuetrakSite/core/login/adfs
d. Click Register.

4. Take note of the following information, as it will be needed to configure Issuetrak later:

a. Application (client) ID
b. Directory (tenant) ID
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5. Now find and click Authentication in the lefthand menu, then add the following
Redirect URIs, taking care to populate your Issuetrak site's external-facing address
where IssuetrakSite appears:

o https://IssuetrakSite/core/adfs/verifyPassword
o https://IssuetrakSite/core/adfs/testconnection

6. Click Save.

7. Find and click Certificates & secrets in the lefthand menu, then click New client
secret.

a. Enter a description for this secret. It is suggested that you make it clear that this
is used for your Issuetrak site.

b. Click Add.

c. Take note of the secret value that appears below! You will need this later and it
won 't be shown again!

= |tis recommended that you replace your client secrets regularly.

8. Find and click Token configuration in the lefthand menu.

9. Add the Optional Claims:

a. Click Add optional claim.

b. Select the ID token type.

c. Check the boxes to add the following claims:

= email (required)

= family_name (required)

= given_name (required)

= onprem_sid (If migrating from an existing LDAP domain OR it is desired to
match Asset Management assets to users from Azure AD)

d. Click Add.

e. Check the box in the pop-up that appears with this prompt: " 7urn on the
Microsoft Graph email, profile permission (required for claims to appear in
token)."

f. Click Add.

10. Add the Group Claims:

a. Click Add Groups Claim.

b. Check the box next to All Groups (includes distribution lists but not groups
assigned to the application). This will select three checkboxes, which is exactly
what we want:

i. Security Groups
ii. Directory Roles
iii. All Groups
c. Click Add.

Now we're ready to configure Issuetrak.

Activating Identity Management in Issuetrak
You will need to activate Identity Management integration in Issuetrak before you can use it.

Steps.
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Sign into Issuetrak with a Sys Admin account.

Click the gear icon in the upper right > click on Features beneath System.

Scroll down to Identity Management.

Check the box next to Enable authenticating users with third party identity providers.
Check the box next to Update existing users on login.

Click Update.

S T o e

Deactivating Identity Management in Issuetrak

You may want to deactivate ldentity Management integration under certain circumstances,
which will preclude the use of all forms of AD authentication with your instance of Issuetrak.

Steps.

Sign into Issuetrak with a Sys Admin account.

Click the gear icon in the upper right > click on Features beneath Systemn.
Scroll down to Identity Management.

Uncheck the box next to Enable authenticating users with third party identity
providers.

5. Click Update.

> w =

Configuring Issuetrak to use Azure AD

Steps:

1. Sign into Issuetrak with a Sys Admin account.
2. Click the gear icon in the upper right > click on Azure AD beneath /dentity
Management.
3. From the right context menu, click Add Provider.
4. Fill'in the required information:
a. Provider Name - What this provider will be called in Issuetrak.
b. Domain - The domain this provider provides services for.
c. Azure Cloud Type - Determines the connection method between Issuetrak and
your Azure instance.
d. Tenantld - You should have this from the section above.
e. Client ID - You should have this from the section above.
f. Client Secret - You should have this from the section above.
5. Set the Button configuration along the right.
6. Click Save.

Creating User Mappings for Azure AD

The final step to configuring Azure AD is to create mappings for user accounts. Without a
minimum of Organization and Template mappings, users will be unable to sign in using the
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identity provider you configured.

Issuetrak uses identity claims to map users to the correct organizations, user templates,
locations, departments, and any user account UDFs that are configured. This is more
constrained than using traditional mappings from AD or AD Federation Services.

Mapping User Templates

Steps:

1. Sign into Issuetrak with a Sys Admin account.

2. Click the gear icon in the upper right > click on Azure AD beneath /dentity
Management.

3. Click edit next to the domain that you wish to set mappings for.

4. Find Define Template Mapping.

5. Set the Priority. Priority determines whether this mapping takes precedence over other

mappings of the same type that match. A lower number indicates a higher priority.

For example, if two User Template mappings namedAlpha (Priority 1) and Bravo (priority 2) are

matched to the same user account, the mapping with the higher priority (fower number) takes
precedence. Thus, a user account that matches both templates' criteria will be mapped to
Alpha.

6. Enter the name of the Claim that will be scanned by Issuetrak to determine the origin

of this mapping.
7. Enter the Matching Value that applies to the claim.

8. Select which User Template this claim should be mapped to upon a successful match.

9. Click Save.

Mapping Organizations
Steps:

1. Sign into Issuetrak with a Sys Admin account.

2. Click the gear icon in the upper right > click on Azure AD beneath /dentity
Management.

3. Click edit next to the domain that you wish to set mappings for.

4. Find Define Organization Mapping.

5. Set the Priority. Priority determines whether this mapping takes precedence over other

mappings of the same type that match. A lower number indicates a higher priority.

For example, if two Organization mappings named Alpha (Priority 1) and Bravo (priority 2) are
matched to the same user account, the mapping with the higher priority (fower number) takes
precedence. Thus, a user account that matches both Organizations' criteria will be mapped to
Alpha.

6. Enter the name of the Claim that will be scanned by Issuetrak to determine the origin
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of this mapping.
7. Enter the Matching Value that applies to the claim.
8. Select which Organization this claim should be mapped to upon a successful match.
9. Click Save.

Mapping Locations

Steps.

1. Sign into Issuetrak with a Sys Admin account.

2. Click the gear icon in the upper right > click on Azure AD beneath /dentity
Management.

3. Click edit next to the domain that you wish to set mappings for.

4. Find Define Location Mapping.

5. Set the Priority. Priority determines whether this mapping takes precedence over other
mappings of the same type that match. A lower number indicates a higher priority.

For example, if two Location mappings named Alpha (Priority 1) and Bravo (priority 2) are
matched to the same user account, the mapping with the higher priority (lower number) takes
precedence. Thus, a user account that matches both Locations' criteria will be mapped to
Alpha.

6. Enter the name of the Claim that will be scanned by Issuetrak to determine the origin
of this mapping.

7. Enter the Matching Value that applies to the claim.

8. Select which Location this claim should be mapped to upon a successful match.

9. Click Save.

Mapping Departments

Steps.

1. Sign into Issuetrak with a Sys Admin account.

2. Click the gear icon in the upper right > click on Azure AD beneath /dentity
Management.

3. Click edit next to the domain that you wish to set mappings for.

4. Find Define Department Mapping.

5. Set the Priority. Priority determines whether this mapping takes precedence over other
mappings of the same type that match. A lower number indicates a higher priority.

For example, if two Department mappings named Alpha (Priority 1) and Bravo (priority 2) are

matched to the same user account, the mapping with the higher priority (fower number) takes
precedence. Thus, a user account that matches both Departments' criteria will be mapped to
Alpha.

6. Enter the name of the Claim that will be scanned by Issuetrak to determine the origin
of this mapping.
7. Enter the Matching Value that applies to the claim.
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8. Select which Department this claim should be mapped to upon a successful match.
9. Click Save.

User Property Mappings

There are several claims automatically mapped by default for Street Address, City, State, etc.
These can be edited or deleted if necessary.

Additionally, three claims are mandatory and automatically mapped to fields for each user.
They are mapped as follows:

e SamAccountName -> User Id
e GivenName -> First Name
e | astName -> Last Name

Any other Claim can be mapped to any UDF or unused field in a user account.

Mapping User Properties

Steps:

1. Sign into Issuetrak with a Sys Admin account.
Click the gear icon in the upper right > click on Azure AD beneath /dentity
Management.

N

Click edit next to the domain that you wish to set mappings for.
Find Define User Property Mapping.

Enter a Claim name.

Select the field in the dropdown to map the Claim to.

Click Save.

N o gk W

Testing User Mappings

The Test User Mappings button provides the capability to authenticate a user account and
immediately display the mappings that are applied to that account. It is recommended for
customers to test user account mappings by creating a 'dummy’ AD account that has the
same mappings as the target user(s), then authenticate that user via the Test User
Mappings prompt to check the mappings.

Even if you're just testing the mappings, if it's the first time Issuetrak is attempting to
authenticate via Azure, then it will display a prompt that may seem unexpected. See the
section below for more information on this.

First Time Signing into Issuetrak via Azure AD
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The first time you attempt to sign into Issuetrak with your Azure AD credentials, you will be
greeted with a prompt in your browser to provide permissions to Issuetrak to use Azure AD
for authentication. You must accept this in order for Azure AD integration with Issuetrak to
work.

The prompt will look something like this:

= Microsoft

Permissions requested

| J *
App info

This application is not published by Microsoft.

This app would like to:
v View your basic profile

v Maintain access to data you have given it access to

Accepting these permissions means that you allow this app to use
your data as specified in their terms of service and privacy
statement. You can change these permissions at
https://myapps.microsoft.com. Show details

Does this app look suspicious? Report it here
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Troubleshooting the Active Directory Module

This article details troubleshooting tips for Active Directory accounts not being able to log
into Issuetrak.

Steps

If users can pull up the Issuetrak login page, but cannot get past the screen with their
credentials, we would need to verify a few settings:

Verify Active Directory Connection

1. Loginto Issuetrak.

2. Click the gear icon in the upper right > click on Active Directory beneath /dentity
Management.

3. Click Edit next to your AD Server settings.

4. Click Test Connection.

If this fails, then you would need to verify that all information; Server, UserDN, and
Password.

Verify User Mappings

1. Loginto Issuetrak.

2. Click the gear icon in the upper right > click on Active Directory beneath /dentity
Management.

3. Click Edit next to your AD Server settings.

4. Scroll to Search Test.

5. Type in the UserlID and click Search.

This will give you a pop-up with information such as whether it has found the account
and if it has any mappings. Active Directory user accounts must have user attributes
and an organization set in order to import properly into Issuetrak!

Manually Import Account

1. Log into Issuetrak.
2. Click the gear icon in the upper right > click on Active Directory beneath /dentity
Management.
3. Click Import Users from the right context menu.
4. Click the radio button next to AD Group or OU.
o |f you have multiple servers, be certain to select the correct server from the
dropdown list.
5. Select the AD Group or OU that you will be importing.
6. Click Preview Import.
o |f there is a problem with the import, such as mappings or inactive accounts, this
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preview should display them.
7. Click Process Import.

Verify AD User Account Permissions

If everything appeared correctly in the previous steps, then you'll need to verify the login
permissions for the user in Active Directory.

Open Active Directory Users and Computers.

Find the user account.

Right-click the account and click Properties.

Go to the Account tab.

Click Log On To.

Can the user log on to All Computers? If the user is restricted to a few workstations,
you will have to add the WebServer and Domain Controller for Active Directory
Integration to function.

ook LN~
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About OAuth /7 OpenID Connect

Open Authorization (OAuth) and OpenlD Connect (OIDC) are both widely-used standards for
identity management and authentication. Issuetrak provides the ability to authenticate via
these standards, which we will refer to as OAuth 2.0 / OIDC. What this means is that you
can use third-party authentication providers that support OAuth 2.0 / OIDC to sign into
Issuetrak via (for example) a "Sign in with Google" button on your instance's login page.

Issuetrak provides configuration presets for three major providers:

1. Google
2. OKTA

3. One Login

A fourth option labeled "Custom" is is also available, which allows you to add any standards-
compliant provider that is not listed.

This article explains how to enable Identity Management, as well as configure Google, OKTA,
and One Login to authenticate with Issuetrak.

Initial account creation and configuration of these third-party services is beyond the scope of
this article.

Activate Identity Management

Before you can use any of the third-party authentication options, you must activate the
Identity Management Module.

1. Click the gear icon in the upper right > click Features beneath Systemn.

2. Select Enable authenticating users with third party identity providers in the /dentity
Management section.

3. (Optional) Select Allow single sign on functionality.

4. (Optional) Select Update existing users on login. This will check for and update the
user each time they log into Issuetrak.

5. Click Update to save the new settings.

Google

This section provides steps for making Google's identity management services work with
your instance of Issuetrak.

Google Configuration

1. Navigate to Google's Cloud Platform interface.
2. From the lefthand menu, select IAM & Admin, then click Create a Project.
a. You'll be prompted to set a Project Name. We would suggest naming this
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b.

C.

something distinctive and descriptive, such as "Issuetrak Auth".

You can also set which organization you want this project to work with. Select
the organization that you want to be able to authenticate with Issuetrak.

Click Create.

3. From the lefthand menu, select APIs & Services, then click OAuth consent screen.

a.

g.
h.

Read the information provided onscreen and decide whether Internal or External
is best for your organization. If you're unsure, we would suggest selecting
Internal. Click Create after you make your selection.

. Fill'in the App Name and User support email fields. App name should be

something descriptive such as "Issuetrak Testing Instance".
Optionat Fill in the fields listed under App Domain.
Under Authorized Domains, enter the domain of the organization that you want
to authenticate with Issuetrak.
Enter a valid address for Google to send notifications to about the status of this
registration.
Click Add or Remove Scopes. Check the first 3 scopes on the list:

i. ../auth/userinfo.email

ii. .../auth/userinfo.profile

ii. openid
Click Update at the bottom of the browser.
Click Save and Continue at the bottom of the browser.

4. From the lefthand menu, select APls & Services, then click Credentials.
5. Click Create Credentials > OAuth client ID.

a.
b.
C.

d.

Select "Web Application” from the Application Type dropdown.
Enter a name for this client ID.
Under Authorized Redirect URlIs, click "Add URI" and then add the following URIs
separately, where /ssuetrakSiteis your Issuetrak instance's publicly accessible
address:

i. https.//lssuetrakSite/core/adfs/verifyPassword

ii. https.//IssuetrakSite/core/adfs/testconnection

iii. https.//IssuetrakSite/core/login/adfs
Click Create.

6. Take note of the Client ID and Client Secret provided in the "OAuth Client Created" pop-
up. You will need both of them in the next section.

Now we're ready to configure Issuetrak.

Issuetrak Configuration

1. Click the gear icon in the upper right > click OAuth 2.0 / OIDC beneath /dentity
Management.

Click Add Provider beneath "OAuth 2.0 / OIDC" on the righthand menu.

Select "Google" from the Provider Template dropdown. This will populate the
Discovery URL and Scopes fields.

4. Enter the Provider Name. For example purposes, we will enter "Google".

Enter the Domain that you want to be able to authenticate via Google with Issuetrak.

o o

. Copy and paste the Client ID and Client Secret that Google provided in the previous

steps above.
Set the Button Label.
Optional Set custom colors for each aspect of the button.
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9. Click Save.

10. Click Test Connection. You will be prompted to sign in or select a Google account to
authenticate this Issuetrak instance to your project. If this succeeds, then you will see
"'Successfully Authenticated" at the top of the screen, along with a list of claims and
values provided by Google about the account you authenticated with.

You're almost ready to continue from here! You will need to set some user mappings before
you can attempt to sign in via this authentication provider.

OKTA

This section provides steps for making OKTA's identity management services work with your
instance of Issuetrak.

OKTA Configuration

Navigate the OKTA's configuration interface.
Along the lefthand menu, click Applications > Applications.
Choose Create App Integration.
Select OIDC - OpenID Connect, then Web Application. Click Next.
Set the "App Integration Name". We recommend that you make this descriptive, such
as "lssuetrak Testing Instance".
6. For Sign-In Redirect URIs, add the following URIs separately, where /ssuetrakSiteis
your Issuetrak instance's publicly accessible address:
a. htips.//IssuetrakSite/core/adfs/ verifyPassword
b. https//IssuetrakSite/core/adfs/testconnection
c. https.//IssuetrakSite/core/login/adfs
7. In Assignments, read the available options and determine the best option that will suit
your organization's needs.
8. Click Save.
9. Take note of the Client ID and Client Secret provided on the next screen. You will
need both of them in the next section.
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Now we're ready to configure Issuetrak.

Issuetrak Configuration

1. Click the gear icon in the upper right > click OAuth 2.0 / OIDC beneath /dentity
Management.

2. Click Add Provider beneath "OAuth 2.0 / OIDC" on the righthand menu.

3. Select "OKTA" from the Provider Template dropdown. This will populate the
Discovery URL and Scopes fields.

4. Copy and paste the Client ID and Client Secret that OKTA provided in the previous
steps above.

5. Set the Button Label.

6. Click Save.

7. Click Test Connection. You will be prompted to sign in or select an account to
authenticate this Issuetrak instance to your provider. If this succeeds, then you will see
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"Successfully Authenticated" at the top of the screen, along with a list of claims and
values provided by Google about the account you authenticated with.

You're almost ready to continue from here! You will need to set some user mappings before
you can attempt to sign in via this authentication provider.

OnelLogin

This section provides steps for making OnelLogin's identity management services work with

your instance of Issuetrak.

OneLogin Configuration

1.

Navigate to OnelLogin's administration portal (this varies according to the domain you
have with them).
From the top menu, choose Applications > Applications.
In the upper right corner, click Add App.
a. Inthe Search field, type "oidc" and then select "OpenldConnect (OIDC)" from the
search results.
b. Set the display name to "Issuetrak Auth" (or any friendly name for this that you
wish).
c. Click Save.

4. From the lefthand menu, choose Configuration.

10.

Make the following entries in the Redirect URI's field where /ssuetrakSiteis your
Issuetrak instance's publicly accessible address:

a. htips.//IssuetrakSite/core/adfs/verifyPassword

b. https//IssuetrakSite/core/adfs/testconnection

c. https.//IssuetrakSite/core/login/adfs
Click Save.
From the lefthand menu, click SSO.
Take note of the Client ID, Client Secret and Issuer URL here. You will need them for
the next section.

. Scroll down to Token Endpoint and set the "Authentication Method" dropdown to

"POST".
Click Save.

Now we're ready to configure Issuetrak.

Issuetrak Configuration

1.

Click the gear icon in the upper right > click OAuth 2.0 / OIDC beneath /dentity
Management.

Click Add Provider beneath "OAuth 2.0 / OIDC" on the righthand menu.

Select "Onelogin” from the Provider Template dropdown. This will populate the
Discovery URL and Scopes fields.

You will need to update the Discovery URL to match the Issuer URL provided by
Onelogin in the previous steps.

Copy and paste the Client ID and Client Secret that Onel.ogin provided in the previous
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steps above.

6. Set the Button Label.

7. Click Save.

8. Click Test Connection. You will be prompted to sign in or select an account to
authenticate this Issuetrak instance to your provider. If this succeeds, then you will see
"Successfully Authenticated" at the top of the screen, along with a list of claims and
values provided by Google about the account you authenticated with.

You're almost ready to continue from here! You will need to set some user mappings before
you can attempt to sign in via this authentication provider.

Creating User Mappings

The final step to configuring OAuth 2.0 / OIDC is to create mappings for user accounts.
Without a minimum of Organization and Template mappings, users will be unable to sign in
using the identity provider you configured.

Issuetrak uses identity claims to map users to the correct organizations, user templates,
locations, departments, and any user account UDFs that are configured. This is more
constrained than using traditional mappings from AD or AD Federation Services.

Mapping User Templates

Steps.

1. Sign into Issuetrak with a Sys Admin account.

2. Click the gear icon in the upper right > click on OAuth 2.0 / OIDC beneath /dentity
Management.

3. Click edit next to the domain that you wish to set mappings for.

4. Find Define Template Mapping.

5. Set the Priority. Priority determines whether this mapping takes precedence over other
mappings of the same type that match. A lower number indicates a higher priority.

For example, if two User Template mappings namedAlpha (Priority 1) and Brave (priority 2) are
matched to the same user account, the mapping with the higher priority (lower number) takes
precedence. Thus, a user account that matches both templates' criteria will be mapped to
Alpha.

6. Enter the name of the Claim that will be scanned by Issuetrak to determine the origin
of this mapping.

7. Enter the Matching Value that applies to the claim.

8. Select which User Template this claim should be mapped to upon a successful match.

9. Click Save.

Mapping Organizations
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Steps.

1. Sign into Issuetrak with a Sys Admin account.

2. Click the gear icon in the upper right > click on OAuth 2.0 / OIDC beneath /dentity
Management.

3. Click edit next to the domain that you wish to set mappings for.

4. Find Define Organization Mapping.

5. Set the Priority. Priority determines whether this mapping takes precedence over other
mappings of the same type that match. A lower number indicates a higher priority.

For example, if two Organization mappings named Alpha (Priority 1) and Bravo (priority 2) are
matched to the same user account, the mapping with the higher priority (lower number) takes
precedence. Thus, a user account that matches both Organizations' criteria will be mapped to
Alpha.

6. Enter the name of the Claim that will be scanned by Issuetrak to determine the origin
of this mapping.

7. Enter the Matching Value that applies to the claim.

8. Select which Organization this claim should be mapped to upon a successful match.

9. Click Save.

Mapping Locations

Steps.

1. Sign into Issuetrak with a Sys Admin account.

2. Click the gear icon in the upper right > click on OAuth 2.0 / OIDC beneath /dentity
Management.

3. Click edit next to the domain that you wish to set mappings for.

4. Find Define Location Mapping.

5. Set the Priority. Priority determines whether this mapping takes precedence over other
mappings of the same type that match. A Jower number indicates a higher priority.

For example, if two Location mappings named Alpha (Priority 1) and Bravo (priority 2) are
matched to the same user account, the mapping with the higher priority (lower number) takes
precedence. Thus, a user account that matches both Locations' criteria will be mapped to
Alpha.

6. Enter the name of the Claim that will be scanned by Issuetrak to determine the origin
of this mapping.

7. Enter the Matching Value that applies to the claim.

8. Select which Location this claim should be mapped to upon a successful match.

9. Click Save.

Mapping Departments

Steps.
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. Sign into Issuetrak with a Sys Admin account.

Click the gear icon in the upper right > click on OAuth 2.0 / OIDC beneath /dentity
Management.
Click edit next to the domain that you wish to set mappings for.

. Find Define Department Mapping.

Set the Priority. Priority determines whether this mapping takes precedence over other
mappings of the same type that match. A lower number indicates a higher priority.

For example, if two Department mappings named Alpha (Priority 1) and Bravo (priority 2) are
matched to the same user account, the mapping with the higher priority (fower number) takes
precedence. Thus, a user account that matches both Departments' criteria will be mapped to
Alpha.

Enter the name of the Claim that will be scanned by Issuetrak to determine the origin
of this mapping.

Enter the Matching Value that applies to the claim.

Select which Department this claim should be mapped to upon a successful match.
Click Save.

User Property Mappings

Four claims are mandatory and automatically mapped to fields for each user. They are
mapped as follows:

preferred_username -> User Id
given_name -> First Name
family_name -> Last Name
email -> Email

Any other available Claim can be mapped to any UDF or unused field in a user account.

Mapping User Properties

Steps:

N

N o gk W

. Sign into Issuetrak with a Sys Admin account.

Click the gear icon in the upper right > click on OAuth 2.0 / OIDC beneath /dentity
Management.

Click edit next to the domain that you wish to set mappings for.

Find Define User Property Mapping.

Enter a Claim name.

Select the field in the dropdown to map the Claim to.

Click Save.

Testing User Mappings
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The Test User Mappings button provides the capability to authenticate a user account and
immediately display the mappings that are applied to that account. It is recommended for
customers to test user account mappings by creating a 'dummy’ account that has the same
mappings as the target user(s), then authenticate that user via the Test User Mappings
prompt to check the mappings.
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How to Integrate Power Bl with Issuetrak

It is possible to use the Scheduled Reports feature to send a Scheduled Report in CSV
format to an email account that is monitored by Microsoft OneDrive. Power Bl can then be
connected with OneDrive to pull your reports and then process them in any way you see fit.
This article will provide the foundation for your organization to use Power Bl with your
Issuetrak reports.

Prerequisites

e Microsoft OneDrive Account
e Microsoft Azure Account
e Email provider and credentials that can be connected to Azure

Create a New Logic App
Sign in to the Azure Portal, then perform the following:

1. Expand the lefthand menu by clicking the >> chevron icon.
2. Click Create a Resource.

«

+ Create a resource Azure services Sesall(100+) > Crestes resource >

LT — = 2
o 2 (® = [ [ & &
[E Dashboard Virtual machines App Services Storage accounts SQLdatabases  Azure Database for  Azure Cosmos DB Kubernetes Function App
_ i PostgreSQL servers services

*= All services

FAVORITES

A Microsoft Leam a Azure Monitor 0 Security Center g Cost Management.
Al B Leam Azure with free Menitor your apps and Secure your apps and Analyze and optimize your

online training from infrastructure infrastructure

Microsoft

(@) Resource groups cloud spend for free

" App Services
<% Function App

Recent resources  See all your recent resources > See all your resources > Useful links

[ SQL databases

&7 Azure Cosmos DB
KA Virtuzl machines
& Load balancers
= Storage accounts.
5 Virtual networks
& Azure Active Directory
3 Monitor
R Advisor
© security Center
(&) Cost Management + Billing

2 Help + support

3. Type "Logic App" into the Search the Marketplace search box, then select "Logic App"

NAME TYPE
{&]  scheduled-report-csv-to-onedrive Logic app
@) testing Rescurce group

from the resulting dropdown of search results.

4. Inthe Logic App pane, click the Create button.

LAST VIEWED
3dago

3dago

Technical Documentation [2
Azure Services [7

Recent Azure Updates [4
Azure Blog (2

Find an Azure expert

Azure mobile app

@ AppStore || P> Google Play

If you are presented with a pane that indicates that you should "Create a free account”
then your account may not have permission to access Logic Apps. It will be necessary
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to contact the account administrator for your organization.

S Home > New > Logic App

Logic App

Microsaft

Logic App!. i
{A} Microsoft
 ——

Logic Apps allow developers to design workflows that articulate intent via a trigger and series of steps, each invoking an App Service APl app whilst securely taking care of
authentication and best practices like durable execution.

Easy to use design tools - Logic Apps can be designed end-to-end in the browser. Start with a trigger - from a simple schedule to whenever a tweet appears about your
company. Then orchestrate any number of actions using the rich gallery of connectors.

Compose Saa$ easily - Even compasition tasks that are easy to describe are difficult to implement in cade. Logic Apps make it a cinch ta connect disparate systems. Want to
create a task in CRM based on activity on your Facebook or Twitter accounts? Want to connect your cloud marketing solution to your on-premises billing system? Logic apps
are the fastest, most reliable way to deliver solutions to these problems,

Extensibility baked in - Don't see the connector you need? Logic Apps are part of the App Service suite and designed to work with APl apps; you can easily create your own
APl app to use as a connector. Build a new app just for you, or share and monetize in the marketplace.

Real integration horsepower - Start easy and grow as you need. Logic Apps can easily leverage the power of BizTalk, Microsoft's industry leading integration solution to
enable integration professionals to build the solutions they need.

Useful Links
Documentation
solution Overview
Pricing Details

5. Enter a name for your Logic App. The name can only contain letters, numbers, or the
following characters:

- [hyphen]

( [left parenthesis]

) [right parenthesis]

, [comma]

. [period]

f. _ [underscore]

6. Enter a new Resource Group or select an existing one.

7. Select a Location.

8. Click the Create button.

®

o Qo o
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Home > MNew > Logic App » Logic App
Logic App o x

Create

* Mame

sched-rep-csv-to-1drive +

* Subscription

Microsoft Pariner Network A

* Resource group @
() Create new (@) Use existing

testing A
* | ocation
| EastUs »

Log Analytics @

on D

You can add triggers and actions to
your Logic App after creation.

Automation options

Configure the Logic App
We will now configure the Logic App that you just created.

For the purposes of this article, we will provide the steps for configuring this service to utilize
a Gmail account. You will need to choose the settings that work for your own email provider.

Within the Azure Portal:

1. Expand the lefthand menu by clicking the >> chevron icon.
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2. Click on All Resources along the left-hand menu.

3. Search for and click on the name of the Logic App that you created in the previous
section. It's possible that the Logic App you created won't show up immediately, so it
may be necessary to refresh the page periodically until it appears.

Home > Allresaurce:

All resources Documentation @ 2 X

a0 Ezedtcomns U Refiesn L BpottoCsy | @ 4

Resource group == all @ Tyce ==all @ Location == all @) (g Adc firer
° page [T ] ot

-1 e [ESr Iy I —
- et oy P 1o e Bk -
i [EE— =, 1ol Bk -
- . v 1. -
et — e P—_— - . -
. Logc s testing extus Microoft Prtnr Networ

4. If you aren't taken directly to the Logic App Designer, then look for Development Tools
in the new menu that appears and choose Logic App Designer beneath that.

5. Within the Logic App Designer pane, click the Blank Logic App button under the
Templates menu.

processes and workflows visually
* Integrate with SaaS and enterprise applications
* Unlodk value from on-premises and doud applications

Start with 2 common trigger
Pick fr est cor ly g

then orchestrat any nu -

When a message is When a HTTR

" : =
received in a Service (G reauest s received &
Bus queue —
Recurrence When a new email is When a new file is When a file i added
Suookom &

Templates ctegory | Al | Sortiy: | Popuiarty <
Chosse  tampaa blon it your Logie App

When a new tweet is When an Event Grid
posted 4 resource event
occurs

Blank Logic App Azure Monitor -

Metrics Alert
'\

Delete old Azure
Blobs

HTTP Request-
Response
e==) Handler

6. In the Search Connectors and Triggers search bar, enter "email". The search results
will show the first two rows of results. Choose the down arrow beneath the first two
rows to expand all of the search results.
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Sa ¥ Discard P Run b Designer  <I» Codeview [ Templates B Connectors ‘P Help
‘ 6 email
For You All Built-in Standard Enterprise Custom
Office 363 airSlate AWeber Benchmark Datad Data Derdack Dynamic
Qutlook Email Enrichment SIGNL4 Signal
FreshBooks Gmail GoToTraining GoToWebinar Harvest Intercom MailChimp
t a 1' \
MailParser Mandrill Office 365 Outlook.com Parserr Parseur Pitney Bowes
l} Groups Data...

B

Plumsail
HelpDesk

PoliteMail SeekTable

‘Workday
HCM

SendGrid

¢

Way We Do
Integratio...

7. Choose the Gmail icon or the email provider that applies to your organization.

8. Choose the trigger that indicates "When a new email arrives".

&~ Search connectors and triggers

Triggers Actions

When a new email arrives
Gmail @

Don't see what you need?

@ Help us decide which connectors and triggers to add next with UserVoice

If you've already created a Logic App Trigger connection to your email account, then
you can skip to step 9. 1f you haven't previously created a Logic App connection to
your email service, then you will be asked to sign in. With Gmail, you'll need to:

a. Click the Sign In button to open a popup window that will allow you to sign into
your Gmail account.

b. After successfully signing in, choose Allow to allow the Logic App to access your
Gmail account. This will create an Azure Resource of the type called "API
Connection" that can be maintained from the "All Resources" option on the main
Azure Portal menu.

9. Onthe "When a New Email Arrives" pane, select Yes for the options "Has Attachments"
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10.

11.

12.

and "Include Attachments".

Label

‘ INBOX s ‘ X
Importance

‘ All A ‘ by
Starred

‘ All s ‘ >
Has Attachments

‘ Yes v ‘ e

Include Attachments
‘ Yes A ‘ o

How often do you want to check for iterns?

* Interval * Frequency
3 Minute v ‘
‘ Add new parameter A ‘

Connected to ™§ "BI™T"™% M 1& 8. = Change connection.

+ New step @

Enter a value for the prompt "How frequently do you want to check for items?" The
default value is every 3 minutes. You may add additional '‘Parameters’”if desired, such
as limiting to a specific "From"email address.

Click the + New Step button.

Enter "For Each" in the search bar for this new step, then select "For each" under the
"Actions” list.
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E When a new email arrives
E Choose an action X

O for eachl ®

For You All Built-in Standard Enterprise Custom

EOEEODRE

Control Harvest HelloSign Inoreader Microsoft Microsoft SharePoint
Forms Forms Pro

Triggers Actions

For each -
Control @ ©

List all clients (preview)

Harvest ©

List all contacts (preview)

Harvest ©

List projects (preview)

H Harvest ©
Get signature request (preview)
HelloSign ©

13. Click within the "Select an Output" box and select Attachments from the panel that
opens next to the box.

E When a new email arrives ) .
Add dynamic content from the apps and connectors Hide
@ used in this flow.
Far each Dynamic content Expression
"Select an output from ‘ | L search dynamic content ‘
previous steps
Add dynamic content Il
‘When a new email arrives
Attachments {3
L Add an action List of attachments to the mail message.

Label IDs
List of labels associated with the email message.

+ New step

14. Click the Add an Action button at the bottom of the "For Each" panel.

15. Enter "condition" in the search bar for this new action.

321



For each
*Select an output from ’_E Attachments x

previous steps

Choose an action X

‘/O condition| ® ‘

For You All Built-in Standard Enterprise Custom

B OEDQEE

Contrgl Acumatica MEN SharePoint Tago
Westher

Triggers Actions

| want to retrieve list of Customers that satisfy specified conditions (preview) G
Acumatica

Acumatica
Condition
= Control @ ©
e Until
Caontrol ©

16. Select Condition Control in the Actions list below.

E | want to retrieve list of Opportunities that satisfy specified conditions (preview)

17. Click in the first "Choose a value" box and select Attachments Name from the panel
that opens next to the box.

—
*Select an output from ’_E Attachments x

previous steps —

Add dynamic content from the apps and connectors  Hide

Condition used in this flow.

Dynamic content  Expression

[ | knoose 2 vaiue el ‘ O search dynamic content ‘

Add dynamic content [l

For each

o Current item
Bl Current item

If true. When a new email arrives

Attachments
List of attachments to the email message.

I Add an action Attachments Content
Body of the attachment,

Attachments Content-Type
Type of content in the attachment.

= Attachments ltem
Properties of an email attachment
Attachments Name
Title of the attachment @
=y 8CC
- B .

Email addresses contained in the BCC field,

18. Click on the Is equal to dropdown and select "ends with".
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Condition
O g Attachm... x is equalto v
contains
doss not cont
is equal to

If true
is not equal to

is greater than
I Add an action is greater than or

is less than

is less than or eg

starts with

does not start with

ends with

does not end with

I Add an action

19. Click in the second "Choose a value" box and enter .csv.

20. Click the Add an Action button at the bottom of the "If true" panel.

Forec
previous steps
Condition
| m Attachm... x ends with || e

If true If false

I Addan an\inj

L Addn action

21. Search for "OneDrive for Business', then select it from the search results.

E When a new email arrives

L Add anaction

For each

*Select an output from ’_E Attachments x

previous steps

Choose an action

‘ O onedrive for business

For You All Built-in Standard Enterprise

Custem

oo Iy 0

Excel Online  OneDrive for OneNote ‘Word Online
{Business) Business@j {Business) {Business)

OneDrive for Business
)

wr

22. Select Create File from the list of actions.
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E When a new email arrives

For each
*Select an output from ’_E Attachments x
orevious =

evious steps

OneDrive for Business )(

& Search connectors and actions

Triggers Actions

Convert file (preview)
OneDrive for Business

Convert file using path (preview)
OneDrive for Business

Copy file (preview)
OneDrive for Business @

Copy file using path (preview)
OneDrive for Business

Create file
OneDrive for Business @ @

Create share link (preview)
OneDrive for Business

]

If you have previously created a Logic App connection to OneDrive, it will be selected
by default and you can click the "Change Connection" link at the bottom of the "Create
File" pane to change it.

If you haven't previously created a Logic App connection to OneDrive, you will be asked
to signin:

a. Click the Sign In button to open a popup window that will allow you to sign into
your OneDrive for Business account. /f you receive an error indicating your
Microsoft account doesn't exist, and you're certain you entered the correct
account name, then it's possible that you selected OneDrive instead of OneDrive
for Business.

b. This will create an Azure Resource of type "API Connection" that can be
maintained under the All resources option on the main Azure Portal menu.

23. In the "Create File" pane, click the folder icon to the right of the "Folder Path" box to
select a folder in OneDrive to save the email attachment to.
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E When a new email arrives
For each

*Select an output from I_E Attachments x ‘
previous steps

®

Create file @ - |
* Folder Path | The unique path of the folder. OneDrive for Busin... %
*File Name | The name of the file. Certain characters are disallowed by OneDrive and w I_jl
Root >
*File Content | The content of the file. T i
Connected to wm ms = mmm Change connection.

f Add an action

+ New step

24. Click in the "File Name" box and select Attachments Name from the "Add Dynamic
Content" pane that opens.

E When a new email arrives .es

For each
*Select an output from |_E Attachments x ‘

previous steps

@ Add dynamic content from the apps and connectors Hide
used in this flow.
Create file (0]
Dynamic content Expression
*Folder Path | / [ ‘ —_—
*File Name | The name of the file. Certain characters are disallowed by OneDrive and will ‘ ‘ SO search dynamic content

Add dynamic content [l

For each
*File Content | The content of the file. ‘

Current item
Cormoctad 1o Sy L ction -
Connected to" 2 o Change connection. Current item

When a new email arrives See more

f Add a tio Attachments Content
anecten Body of the attachment.

Attachments Content-Type
Type of content in the attachment.

Attachments Name
+ New step Title of the attachment. @

BCC

Email addresses contained in the BCC field.

Body

Content of the email message.

cc

Email addresses contained in the CC field.

25. Click in the "File Content" box, then click the "See More" button in the "Add Dynamic
Content..." pane that opens.

325



E When a new email arrives

For each

H

*Select an output from m Attachments x
o

revious steps

Add dynamic content from the apps and connectors Hide

used in this flow.

Dynamic content Expression

‘ L search dynamic content

®
Create file
*Faider Path K
*File Name Attachments Name x
*File Content ‘ The content of the file.
Connectedto = @ == = - Change connection.

Add dynamic content [l

I Add an action

26. Select Attachments Content.

E When a new email arrives
For each

*Select an output from | E Attachments x
previous steps

For each

Current item
Current item

When a new email arives See more

Wie can't find any outputs to match this input format
Select See more to see all outputs from previous actions.

Add dynamic content from the apps and connectors Hide

used in this flow.

Dynamic content Expression

®
Create file ®
* Folder Path ‘ 7 [ |
* File Name ‘ E Attachments Name x |
*File Content ‘ The content of the file. |

| £ Search dynamic content

Connected todl ln B._"a". = == Change connection.

Add dynamic content

T Add an action

+ New step

For each

Current item
Current item

When a new email arrives

Attachments Content
Body of the attachment.

Body of the attachment.

Attachments Content-Type
Type of content in the attachment.

Attachments Name
Title of the attachment.

BCC
Email addresses contained in the BCC field.

Body
Content of the email message.

27. Your Logic App should look a bit like the screencap below
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Laloe! ‘ Inbox ~ ‘ X

Importance ‘ Al ~ ‘ X

Starred ‘ Al ~ ‘ X

Has Attachments ‘ Yes v ‘ x

Include Attachments ‘ Yes v ‘ x

ow often do you want to check for items?

BBemwl  mChenge connection.
o=
steps
-
O [Haem s [ <=
+ Add v
If true If false
Create file I Add an action
* Folder Path ‘ / = ‘
*File Name B3 seschments name x ‘
*File Content B3 stschments Content ‘
mm = mChange connection.
L Add an action
T Addan action

28. Click the Save icon in the upper left of the Logic Apps Designer to save your Logic
App.

Testing the Logic App
In order to test the functionality of the Logic App you created in the previous steps:

1. Send an email containing a CSV attachment to the email account you configured your
Logic App to use.

2. Watch the OneDrive account that you attached to the Logic App for the CSV file to
appear. It should appear within the time interval that you configured the Logic App to
check for new content.

If you have successfully tested your configuration using the steps above, then:

e |ssuetrak's Scheduled Reports can now be delivered to an email account regularly
monitored by Microsoft OneDrive

e All CSV attachments that arrive via the configured email account are copied to
OneDrive

e Your OneDrive account is ready to be linked with Power Bl
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Integration with Power BI

Now that you've established the foundation necessary to pull your Scheduled Reports into
OneDrive, you just need to sign into PowerBl and link it to your OneDrive as a data source.
Microsoft provides the necessary documentation for you to import your OneDrive-based
reports into Power Bl as datasets that can then be manipulated as you see fit, and you can
find those steps in the links below:

e Connect to files stored in OneDrive for your Power Bl app workspace
e (et data from Comma Separated Value ((CSV) files
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About the Surveys Module

Web Surveys is an add-on to Issuetrak that allows you to construct Web surveys, deploy
them, and then analyze the results.

Activating Surveys
Activating the Surveys add-on is easy:

Sign into Issuetrak with a Sys Admin account.

Click the gear icon in the top right corner of Issuetrak.

In the Settings lightbox that appears, click Surveys under the 7ools menu.

On the page that appears, check the box next to Activate Web Surveys Module.
Click Update.

a s~ w2

The next time you go to the Settings lightbox and click on Surveys, you will be taken to the
Surveys area of the product.

PLANNING DESIGN DEPLOYMENT REPORTING

The surveys add-on is integrated with Issuetrak in a variety of ways. When creating a survey,
the Administrator decides whether users can respond anonymously, or if a login will be
required.

Once a survey has been created, a link to the survey can either be provided automatically
based on issue closure, sent manually, or included as a link on a web page.

Surveys do not need to only be a process to monitor Issuetrak issues, surveys can also be
used as a method to send questionnaires or messages for specific purposes while at the
same time being able to collect the responses and report upon them from within Issuetrak,
without them being associated with anything else in the Issuetrak product.

The overall creation and usage of surveys follow several distinct phases each of which is
described in the following table and their associated articles.

Phase Description

Planning & Design The look and feel of surveys are created using over 20
optional field types, such as multiple-choice, open-ended
responses, and matrices.

Deployment Determine how a survey is to be provided to a user, is it on
issue closure, a web link, or a pop-up?
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Reporting Create filters or reports to help organize the responses
received, either through the Surveys module or Report Writer.

Closing Once a survey is complete it can be closed, deleted, or reset.

Only system administrators and users with the “Can access and maintain Surveys Module
functions” user attribute will be able to view and access the Surveys menu option from the
Home Menu.

SPEAK WITH A PRODUCT
EXPERT
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Survey Reporting

Once a survey has a completed response, there may be a need to filter the responses by
different criteria or the need to export data to be organized into a different format, such as
charts or graphs, to allow for reporting.

There are 2 methods to report on data from surveys from within the Surveys module.

e Use Survey Filters to create live reports inside of the Surveys module to review
surveys.

e Use Export Survey Data to export a comma-delimited file (CSV) file with the selected
data.

A report can also be built using our Report Writer, and once saved, can be run as desired or
set up as a Scheduled Report.

Survey Filter

Report filters provide the ability to limit the set of responses in the reports based on custom
filter criteria.

For example, if a survey contains a question asking users if they have a driver's license, a
report filter could be created to only display the responses where the user answered “Yes”
to this question.

You can use one of two types of report filters: /ssuetrak type filters or managed filters.
Issuetrak suggests you use only one of the above filter types at a time.

e |ssuetrak filters allow you to filter on characteristics of the issue that is related to the
survey response submitted, such as priority, issue type, or department
e There are two types of managed filters: Date and Question.
o Date filters limit the responses to only the dates within the specified range.
Question filters limit the responses based on answers to questions in the survey.
o Question filters vary depending on the type of question selected. Answers can be
set to be equal to a response, contain a response, or, in the case of number and
date questions, be greater than or less than a certain value.

One or more managed filters may be applied to a survey. All of the filters are combined using
AND logic, meaning that all filters must evaluate to “True” in order for a response to be
included in the results.

If a report has filters, the filters are applied to the overview report, the individual report, the
text report, and the data export functionality.
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When working with a report with many questions, you may want to run multiple reports with
various combinations of filters. Rather than deleting filters, you can set any filter to active or
inactive on the page that displays the main list of report filters.

Export Survey Data

The Export Data page enables a user to export the responses to a survey. The data is
exported as a comma-delimited file (CSV), which can be opened with Excel.

There are three formats for exporting the data format.

Format Description Notes
User Exports one row of data, e The minimum user data
Responses per entire response, with displayed for each row is the
each of the questions username.

displayed as a column.

Individual Exports each individual o |f a user selected more than one

Responses response on its own row. response for a multi-select
question, each individual
response appears on its own
row.

e The minimum data displayed for
each response is the text of the
question, the text of the
response, and the ID of the
response.

SPSS Format Exports each response as
a row, with one column per
possible answer to each
question.

In addition, the Export Data page contains a series of optional fields, each preceded by a
checkbox. Any field that is selected before exporting the data is included as a column of
data in the CSV file.

The additional data fields that can be exported include both response and user data.

The optional response The optional user fields
ields are: are:

@ Username @® First Name

@ P address @® LastName

@ Date started ® Email Address

@® Time started @® Company
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@® Date completed

@® Time completed
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About Webforms

Webforms are one of many methods of submitting issues with Issuetrak. This method is
based on a form being created in a customer-facing application (normally a web site) that
interacts with Issuetrak through an Application Programming Interface (API) or by creating
an email that is sent to a designated mailbox. There, our Incoming Email feature interprets
the information in the email and creates an issue. Below are some important Best Practices
for you to consider when using Webforms.

Knowing how your webform creates issues

Your Issuetrak site and your webform are separate entities. As a best practice, it's important
for you to know how these entities are connected. In other words, it's important for you to
know how your webform creates issues in your Issuetrak site.

How an Email-Enabled Webform Works

Email-Enabled webforms create and send an email message when the user fills out the
webform. Your Issuetrak site then uses the Incoming Email feature (IEM) to create issues
based on those email messages. In this scenario, there’'s no direct connection between the
webform and your Issuetrak site. All your webform does is create emails and send them to a
mailbox. All your Issuetrak site does is check that mailbox and create issues.

How an API-Enabled Webform Works

An API-Enabled webform works a little differently. When a user fills out an API-Enabled
webform the form connects to your Issuetrak site’s API to create issues in your Issuetrak
site. With an API-Enabled Webform, there is a direct connection between your webform and
your Issuetrak site. Because of this connection, issues are created instantly on your
Issuetrak site. An API-Enabled webform can be coded to display the issue number that's
created in your Issuetrak site.

Which type of Webform do | have?

Your webform is Email-Enabled if:

e The Submission Method field shows “Incoming Email” or “Incoming Email with Issue
Template” for issues created from your webform.

e |ssues created by your webform all say “Submitted by direct email” in the description.

e You created your webform using a service like Formidable, Jotform, or Cognito forms.
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Your webform is API-Enabled if:

e The Submission Method field shows “API” for issues created by your webform.
e You purchased your webform from Issuetrak.

Your webform is hosted in the Issuetrak domain ([ aau) -

e |ssues are created instantly on your Issuetrak site.

Your webform displays the actual issue number for the issue that's created.

Best practices
For both Email-Enabled and API-Enabled webforms:

Information that's added, changed, or deleted in your Issuetrak site will not be automatically
updated on your webform. Your webform will need to be modified separately.

For Email-Enabled Webforms:

There are several fields that if modified can potentially disrupt your webform and prevent it
from creating issues. This applies especially if the data from these fields is used within your
webform or your Incoming Email settings.

These fields include but are not limited to:

e |ssue types/subtypes

e |ssue Templates

e User-Defined Fields

e |ssue Forms

e |ncoming Email Tokens

e |ncoming Email mailbox information such as a password or default Issue type

For APIl-Enabled Webforms:

There are several fields that, if modified, can potentially disrupt your web form and prevent it
from creating issues. This applies especially if the data from these fields is used within your
webform.

The fields include but are not limited to:

Issue types/subtypes

User-Defined Fields

e |ssue Forms

Locations

Any other fields that receive data from your API-Enabled Webform
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Asking Issuetrak for modifications

Issuetrak’s Professional Services Team can make changes to webforms that they have
provided. Modifications will not be covered by the original Scope of Work and will need to be
covered under the second Scope of Work with additional charges incurred. Contact your
Account Manager for specific information related to your form. If your team created the
web form and needs assistance, then our Support, Data Services, and Professional Services
teams can work with them to provide information and guidance.

Support for technical issues

If something goes wrong with your webform or your Issuetrak site, contact the Support
team directly at 757-213-1351 or by email at support@issuetrak.com. They will work with
you to troubleshoot and resolve any issues.
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Standard Issuetrak Webform

Our standard Issuetrak webform is a simple, 8 field webform that always maps to the same
8 fields in Issuetrak. This basic webform option is perfect for organizations looking for a
webform with straightforward capabilities, or for a budget-friendly option. We can get these
forms to you quickly with just a few details from your team, rather than the much longer
process of developing a more customized form.

With the standard webform, we allow organizations to customize a small number of
specific aspects detailed below. If you need your webform to do more than this standard
functionality, please reach out to us regarding a more customized webform for your
company’s needs.

Benefits of a Standard Webform

Quick deployment

Low cost

Fewer details required

Straightforward; fewer fields, less clutter
Easy to implement

Required Fields in a Webform

Here is an example of a standard Issuetrak webform. The standard form is a copy of this site

in form and function. This includes creating users. We are able to add a logo in place of the
Issuetrak logo and change labels and form colors for no additional cost. It's also important
to note that because of the stripped-down nature of the webform, all 8 of the below fields
will be required.

Nzi:lll:ler Field on Form Field in Issuetrak
1 First Name Submitter's First Name
2 Last Name Submitter's Last Name
3 Email Address Submitter's User ID and Email Address
4 Phone Number Submitter's Phone Number
5 Type of Problem (Issue Issue Type (Customer would need to provide
Types) a list)
6 Location Issue Location
7 Subject Issue Subject
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Field
Number

Field on Form Field in Issuetrak

8 Description Issue Description

Default Fields for the Customer to Identify

e |ssue Organization
e User Organization
Priority
Substatus

e |ssue Assignee (or Unassigned)

Other Items the Customer Would Need to Provide

e [ist of issue types customer wants to see displayed on the webform

e Whether or not they want to use location on the webform, and which locations to
include

e [ist of locations if they are using location

e Any custom webform field names

e Any custom background or font color information

e Customlogo

e The customer name portion of the URL for the form (premise customers only)

Allowable Customizations

These are the customizations we can provide with a standard webform:

Color, including page background, card background, and text color
Webform field labels

Disable/enable the locations field

e Logo

Any of the 8 standard default fields listed above

What is NOT Included in the Standard Webform?
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The following fields, features, and customizations are not included in our standard webform
offering. However, they are included in the more detailed custom forms our team can
develop for your business.

e User Defined Fields

Field mappings and field types beyond the standard 8 listed above

Changing the field order

All hardcoded logic, including assignments, substatus, subject, and descriptions
Marking any fields “not required” (all 8 fields are required on the standard webform)
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Webforms Requirements

Issuetrak Webforms Requirements

release date: 5.30.2019

Issuetrak's Webforms integration requires several conditions to be present, but there are
differences between the deployments for On-Premises and Cloud customers. Below we will
list the requirements for each customer group.

On-Premises

If you are an On-Premises customer, you may need to make changes to your server
environment in order to support integration with Issuetrak Webforms. You must:

e Understand and accept the limitations of Issuetrak Webforms
e Have a public-facing production Issuetrak site...
o *Running the latest Issuetrak release
o *With the API installed
o Secured with TLS
e For a limited period, have a public-facing test Issuetrak site (which can be shut down
after Webforms have been finalized)...
o *Running the latest Issuetrak release
o *With the API installed
o Secured with TLS
e *Provide the API key for the production and test Issuetrak sites
e Allow Issuetrak to capture various site configuration data via the execution of a SQL
script in order to build the Webform content
e For alimited period, provide Issuetrak with a user account that will allow configuration
changes to work with Webforms
e Add our (Issuetrak's) company IP ranges to the Swagger bypass (Ranges to be
provided)
e Provide the application URLs for the Production and Test sites

* Indicates that Issuetrak Support can assist with this.

If you are an Issuetrak Cloud customer, then Issuetrak will need your permission to make
adjustments to your site to support Webforms. You must:

e Understand and accept the limitations of Issuetrak Webforms
e Allow Issuetrak to create and use a test clone of your site for a limited period
e Allow Issuetrak to deploy the APl on both the production and test Issuetrak sites
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e Foralimited period, provide Issuetrak with a user account that will allow configuration
changes to work with Webforms
e Provide Bypass IPs to access the Swagger Ul
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Webform Limitations

Issuetrak Webforms are an excellent tool for submitting issues. They eliminate the need to
have a user account for every submitter, simplify the issue submission process, and require
no training on the part of the end-user. As with all tools, its utility comes with limitations.
This is not a complete list, but it is a compilation of the more prominent limitations.

Field Configuration

The label for each field on the Webform is set when the form is configured. Each field is
used to populate an issue in the Issuetrak site. If the label for the field is changed in either
location, then the label will not be changed in the other location.

Additionally:

e There are many table-driven fields in Issuetrak that Webforms can be configured to
utilize:
o Table-driven User-Defined Fields (UDFs)
o Multiple Organizations
o Issue Types and Subtypes
o Priority
o Location
o Department
o Substatus
o Severity
o Next Action
o Assigned To
e |f values for any of the above fields are removed, and a Webform is configured to use

the removed value, then this will cause problems with submitting issues via Webforms.

For example, if a Webform is configured to submit issues with aSubstatus of "Pending" and
then the "Pending" substatus is subsequently removed from Issuetrak, then this will cause
problems with submitting issues via Webforms.

Issue Submission

When it comes to submitting issues, Webforms cannot...

Update existing issues
Add notes to existing issues
Submit an issue with notes (this does not include the subject or description fields)

Create more than one issue at a time
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Attachments

Issuetrak Webforms are not capable of attaching a file to an issue.

User Creation

e Users are created in a default organization that is pre-set when the Webform is
configured per your requirements during the Webforms build process.
e Users have a default Time Zone that is determined when the Webform is configured.
The user's Time Zone can be changed in the application later.
e Users created by the Webforms will not have any permissions by any means (including
via template or group). However:
o Permissions can be added to these user accounts after creation.
o Users will not be able to log into the site unless they are manually given
permission to do so.
o Users will receive email notifications if they are created with an email address;;

Tasks

Webforms cannot create tasks. Tasks will need to be created after the issue has been
submitted.

Billing Module

If you utilize the Billing Module, please understand that a Webform cannot add Billing line
items to an issue. These should be added manually after an issue has been created.

Hosting

e Webforms are available to On-Premises customers.

e By default, the embedding of Webforms in another site is not permitted. However, upon
request Issuetrak can permit Webforms to be embedded in iframes.

e Only Issuetrak can host the Webforms for your site.
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Baby Steps: Creating a Simple Zapier
Integration

This article will describe how you can create some simple zaps using Issuetrak and Zapier.

Zapier is pretty easy to use, and we've tried to match that quality where API v2 is concerned
so that you can get started without having any programming knowledge. However, there are
some things you should know and some pre-work that you should take care of before we
proceed. Just so that it's fresh in your mind, go ahead and do the following:

e Review APl v2 Overview
e Review Using Zapier with Issuetrak

e (Create a Zapier account

e Optional but recommended: Stand up an Issuetrak Test instance so that you can
experiment in a non-production site. Issuetrak Support can help you with this, or you
can read about how to deploy one on your own.

e (Generate an APl v2 token and keep its value safe but accessible for later

Once you've taken care of the pre-work above, you should be ready to proceed.

SMS Notifications

This first scenario allows you to receive SMS notifications every time a new Organization is
created in Issuetrak. These steps might look pretty complex, but it's easy to get through
them in just a couple of minutes once you have the information that you need.

1. Signinto Zapier.

2. Along the lefthand side, choose Create Zap.

3. You'll be prompted to choose an App and Event. Enter "Issuetrak” into the search field,
and then select Issuetrak when it appears.

4. Inthe "Event" field, choose New Organization.

5. Click Continue.

6. You'll be prompted to choose an account or create a new one. Click Connect a new
account.

a. Enter the API v2 token that you generated earlier.

b. Enter the application URL for your Issuetrak site.

c. Inthe "Connection Label" field, give this site a friendly name so you can easily
identify it later.

d. Click Yes, Continue.

e. You will now be prompted with "Test your trigger". Click Test trigger. If Zapier
has communicated successfully with your site, then some information about an
organization in your site should be displayed. Click Continue.

7. You will now be prompted to choose an Action/App event to execute. Find and select
SMS by Zapier.
8. Set the Event field to "Send SMS".
9. Click Continue.
10. You should now see "Connect your SMS by Zapier account” displayed. Go ahead and
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11.

12.

13.
14.

15.

click on "Connect a new account".

a. Fill'in the information about the number you want Zapier to send SMS messages

to, then click "Send PIN".

b. Fill the PIN you received, then click Yes, Continue.
You should see a list of different numbers available from which you can choose to
receive the SMS messages from. Choose a number and then click "Next".
You should now be prompted with "Set up action". We're going to map fields from
Issuetrak to the SMS message function. In the Message field, type any message you
would like to receive via SMS from Zapier, but leave an opening in your message for
information from your Issuetrak site to be presented. For example, you can set the
message to "New Organization has been created in Issuetrak:". Click just after the text
at the end of the message, and you will be prompted to select what information from
new organizations should be populated into the SMS when they are created. By default
you will see only 4 fields that you can include, as well as "Show All Options", which will
display every available Organization field. In this example, simply select "Name" and
then click Continue.
Click Test & continue.
You should now receive an example SMS on your phone corresponding with the
message template you just configured in Zapier. Once received, click Continue.
Click Publish Zap, then click Publish & Turn On.

You will now receive a text message every time a new organization is created in your
Issuetrak site. You can choose to go back and edit the SMS template to include as much
information about the new organization as you would like.

Slack Announcements

This zap will announce the creation of every new user on a Slack server and channel that you
have authority over.

. Sign into Zapier.

Along the lefthand side, choose Create Zap.
You'll be prompted to choose an App and Event. Enter "Issuetrak” into the search field,
and then select Issuetrak when it appears.

4. Inthe "Event" field, choose New User.

7.

Click Continue.

. You'll be prompted to choose an account or create a new one. Click Connect a new

account (or choose an existing Issuetrak site if you've previously configured this, then
skip to step 7).

a. Enter the API v2 token that you generated earlier.

b. Enter the application URL for your Issuetrak site.

c. Inthe "Connection Label" field, give this site a friendly name so you can easily
identify it later.

d. Click Yes, Continue.

e. You will now be prompted with "Test your trigger". Click Test trigger. If Zapier
has communicated successfully with your site, then some information about an
organization in your site should be displayed. Click Continue.

You will now be prompted to choose an Action/App event to execute. Find and select
Slack.
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10.
11.

12.
13.

14.

Set the Event field to "Send Channel Message".
When prompted, sign into the Slack server that you have authority and permission to
integrate Issuetrak with, then click Continue.
Select the channel to receive new user announcements.
In the "Message Text" field, we will create a template for the announcements to follow.
For this example:

a. Enter the following text:

We've got a new user in Issuetrak!
UserlD:

Email:

Created By:

b. Click the area immediately to the right of UserlD, then Show all options. Select
User id from the list of available fields.
c. Click the area immediately to the right of Email, and then choose Email from the
list of available fields.
d. Click the area immediately to the right of Created By, then Show all options.
Select Created by user iid.
e. Set any additional options you want for this announcement, then click Continue.
Click Test & continue.
You should see a Slack announcement corresponding with the template you just
created. Once received, click Continue.
Click Publish Zap, then click Publish & Turn On.

You will now receive announcements in the configured Slack channel about new user
creations.

Email Creation of New Users

This zap will go in the other direction than the previous two: Instead of using Issuetrak to
trigger an event, we will use another app to trigger something happening in Issuetrak. We're
going to make a zap that will create new users based on information contained in an
incoming email. This zap's configuration is a little more complex (but no more difficult) than
the previous two.

. Sign into Zapier.

Along the lefthand side, choose Create Zap.
You'll be prompted to choose an App and Event. Enter "email" into the search field, and
then select Email by Zapier when it appears.

4. Inthe "Event" field, choose New Inbound Email.

o

Click Continue.

You will be prompted with a field that will determine the email address that will receive
email messages to create users. Enter a short but descriptive word or phrase into the
field (such as "newituser"), and take note of the value in the field as a whole (for
example, newituser.8ggr8a@zapiermail.com).

Click Continue.

Send an email to the email address determined in step 6, then click Test trigger.

If Zapier successfully received an email at that recipient address, you can now click
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10.

11.
12.
13.

14.

15.
16.
17.

Continue.

You will now be prompted to choose an Action/App event to execute. Find and select
Issuetrak.

Set the event to Create User.

Click Continue.

You'll be prompted to choose an account or create a new one. Click Connect a new
account (or choose an existing Issuetrak site if you've previously configured this, then
skip to step 14).

a. Enter the API v2 token that you generated earlier.

b. Enter the application URL for your Issuetrak site.

c. Inthe "Connection Label" field, give this site a friendly name so you can easily
identify it later.

d. Click Yes, Continue.

e. You will now be prompted with "Test your trigger". Click Test trigger. If Zapier
has communicated successfully with your site, then some information about a
user account in your site should be displayed. Click Continue.

We will now configure the manner in which user accounts will be created in Issuetrak
when this zap is triggered. For this example, we will take three values from the
incoming email and populate them into different fields for the new user account, then
select additional (non-email) values based on our preferences.

a. For"First Name', find and select From Name.

b. For "Last Name", find and select Subject.

c. For "Display Name', find and select From Name and Subject (so that both values

are side-by-side with a space between them).
Set the "Time Zone" field according to preference.
Set the "Primary Organization" according to preference.
Set the "Redirect After Issue Submit" according to preference.
Set the "Home Page" according to preference.
Set any other non-required fields according to preference.
i. Click Continue.
Click Test & Continue.
You should see a new user get created in your Issuetrak site.
Click Publish Zap and then try sending emails from different accounts to the Zapier
service account for this zap, then monitor for new user creation.

>0 Q « o o
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Using Zapier with Issuetrak

This article describes what is needed to get your instance of Issuetrak working with Zapier.

Ensure that you are on the Correct Version of
Issuetrak

If your Issuetrak instance is hosted in the cloud by Issuetrak, then you do not need to worry
about your Issuetrak version. If you host your own instance, then you will need to make sure
that you are on the most recent version of Issuetrak.

The minimum required version is 14.9, but it is highly recommended that you be on the most
recent version of Issuetrak. As we develop more endpoints for APl v2, we will be adding
more Zapier actions and triggers. The version of API v2 your site has will be tied to the
version of Issuetrak you are on and if we add a Zapier action in the future, you may not be
able to make use of it if you are not on the most recent version. To find the most recent
version of Issuetrak, please refer to this article in our Help Center.

To check what version of Issuetrak you are on, log into your Issuetrak site and click on the
dropdown in the top right corner. It should have your display name as the text. You will see
your current version at the bottom of the dropdown. Note that this is only valid for relatively
recent versions of Issuetrak.

If you are on an older version of Issuetrak then you will not be able to make use of Issuetrak
through the Zapier platform. If you do not see the dropdown in the top right of your Issuetrak
site, then you are on a version below 14 and will need to upgrade in order to make use of
Zapier.

Ensure that you have API v2 Installed and Enabled

In order for Zapier to function, you must ensure that API v2 is both installed and enabled. If
your site is hosted in the cloud by Issuetrak, then you do not need to worry about installing
APIv2. If you host your own instance of Issuetrak and you need help installing APl v2, please
refer to this article in our Help Center.

Once you have API v2 installed, you need to ensure that it is enabled. In order to do this:

Log into your Issuetrak site as a system administrator.

Click on the gear in the top right corner.

Click on Features beneath System.

Ensure that the Enable API v2 checkbox is checked. If it is not, then you will need to
check the box and then click Update.

M wp -

Create an APl Token
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In order to authenticate against Issuetrak using Zapier, you will need an API token.
Specifically, you will need a token that represents an agent account with one of the
permissions below:

e Sys Admin
e (Can access and maintain Administration functions

To create an API token, perform the following.

1. Loginto your Issuetrak site as either a system administrator or a user with both “Can
access and maintain Administration functions” and “Can authenticate with the API v2”
permissions.

Click on the gear icon in the top right corner.

Within the Settings lightbox, click on API v2.

Click Tokens on the right context menu.

Click on the Add New button.

Complete the "Create New Token" form and then click Create Token.

ook~ N

o When creating your token, it is recommended that you give a name to the token
that is reflective of how the token will be used. If you plan to use the same token
for all of your Zaps, then you should give it a name like “Zapier”. If you intend to
use different tokens for different Zaps, then the name should reflect those use
cases.

o The “Expiration Date” field is optional but strongly encouraged. The expiration
date provides a way to enforce “key rotation” policies. If you provide an expiration
date, then the generated token will stop working after the date specified. If you
do not provide an expiration date, then that token will work until it is manually
revoked.

o If you are signed in as a system administrator, you will also see the “User” field. If
you do see the User field, then you have two options:
= You can leave it blank, which means that actions performed by Zapier will
be performed as the user you are currently signed in as.
= Alternatively, you can select another system administrator or a user with
both of the aforementioned permissions, which will result in Zapier
performing actions as the user you've selected.

7. Copy the New Token value. 7his is the only time you will see the value for this token.

Filling Out the Authentication Screen on Zapier

The Authentication screen will contain three fields as shown below:
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Allow Zapier to access your
Issuetrak Account?

Your Issuetrak AP| token. The token must be for a system

administrator.

L T T T

Base URL jrequired

The application URL of your Issuetrak site

https://example.issuetrak.com/

Connection Label irezursc

What would you like to label this connection?

My Integration

1. The API Token field should be the value presented after creating the token in Issuetrak
using the steps above.

2. The Base URL should be the same value as the Application URL from your Issuetrak
site. You can retrieve this by performing the following steps:

a. Click on the gear icon in the top right corner.
b. Click on Defaults under System.
c. Copy the value in the "Application URL" field.

3. The Connection Label can be anything you want, but it is recommended that you enter
the text that matches the “Token Name” of the token that you generated. This will
allow you to identify the Zapier connection you need to update if you choose to revoke
the token or if it expires.

Update Actions in Zapier

When updating things in Issuetrak via Zapier, there is an implicit merge process that
happens behind the scenes.

For example, let's say that we add a step to a zap to update a user. When defining this action,
the only required field is the IID of the user to update, even though there are many required
fields on users. This works because we do not overwrite fields that were not defined in the
Zapier step. If we were to set up an update user action step in Zapier with only the 11D and the
email address, then every user targeted by that action would have their email address
updated, but all other fields would remain intact.
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Adding and Updating Group Permissions Through
Zapier

Handling permissions through Zapier is made to be much more stable, but may result in
confusing behavior. The main thing you should know is that we automatically handle
conflicting permissions and pre-requisite permissions.

If you were to make an API call to Issuetrak in order to create a Group, and you tried to give it
the permissions “Can be assigned Issues”, but you did not grant “Can view Assigned To
information in Issues and email notifications”, then this would return a validation error.
Through Zapier, we handle this conflict by automatically granting permission to view
assignment information.

Another thing that is handled by our Zapier integrations is conflicting permissions. Let's say
we wanted to create a group, but we gave it both “Allowed Read Only access to
Administration information” and “Can access and maintain Administration functions”.
Through the API this would cause a 400 validation error, but in Zapier we do some extra error
prevention by removing one of the conflicting permissions with a bias towards the higher of
the two. For instance, if we created a group with the permission “Can access and maintain
Asset Management Module functions” and “Allowed Read Only access to Asset
Management information”, we would grant “Can access and maintain Asset Management
Module functions” because that permission provides a greater level of access.
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About Google Application Integration

Issuetrak is capable of processing incoming and outgoing email via Google's secure API
authentication method. It is necessary to perform several steps in your Google account to
enable this functionality and gather the required information. This article will show you how
to perform those steps, as well as where to enter the resulting information in Issuetrak.

Google Cloud Platform Steps

1.

a bk~ W

11.

12.
13.
14.
15.
16.

17.
18.

Sign into Google's Cloud Platform using the Google account you want Issuetrak to
process incoming and/or outgoing email from.

Search for and select the Gmail API.

Enable the Gmail API.

Search for and select Create a Project.

Set a name for the new project. It's a good idea to make this descriptive, so that you (or
another administrator) can determine what this project is being used for. In this
example, we'll call it "Issuetrak [EM Test".

Click on the hamburger icon in the top left area, then navigate to APIs & Services >
OAuth consent screen.

Select External, then click on CREATE.

Fill in the required fields. You may set the name of the application to the same name as
the project for the sake of consistency.

Click on SAVE AND CONTINUE.

. You'll be prompted to add scopes. This isn't necessary. Click on SAVE AND

CONTINUE.

Add your Gmail address as a test user where prompted, then click on SAVE AND
CONTINUE.

Click Credentials on the lefthand menu.

Click + CREATE CREDENTIALS at the top of the site, then choose "OAuth client ID".
Choose "Web Application" from the dropdown.

Enter a name for the web application. In this example, we will call it "Issuetrak 001"
Under "Authorized Redirect URIs", click ADD URI and add the following URL (adjusted
with your own site URL):  https.//your_site_url/core/OAuthProvider/RedlirectUr!
Click CREATE.

You will be provided with your Client ID and Client Secret. You will need this
information to configure Issuetrak in the next section. You can choose to copy/paste
these values into your own credential management framework, or download the JSON
to a safe location for reference later.

Adding Google API Credentials to Issuetrak

We must now configure Issuetrak so that it knows how to communicate with your Gmail
account. This section assumes that you have the information we obtained in the steps
above.

1.

Sign into Issuetrak with a Sys Admin account.

2. Navigate to the settings lightbox via the gear icon in the upper right, then click on
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Google Applications under "Integrations”.

3. Click on Add New, then enter a Name that you'd like to associate with the Gmail
account, as well as the required Client ID and Client Secret gathered in the prevous
section.

4. Click Save.

5. Click Verify Connection.

6. You'll be prompted to sign into the Google account you're attempting to access the API
with. Go ahead and do so.

7. Accept the prompt allowing your Issuetrak site to access your Google account.

Once this is complete, you can move onto configuring IEM and/or Outgoing Email.

Configuring Incoming Email to Use Google OAuth

Please see our article on configuring IEM mailboxes for the relevant steps.

Configuring Outgoing Email to use Google OAuth

Please see our article on configuring outgoing email for the relevant steps.
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Security in Issuetrak

In any given application, there are multiple levels, methods, and implementations of security.
Issuetrak is no different. From web traffic to connection strings to user credentials, there are
different security mechanisms at work in different areas of the product. This article exists to
specify many of Issuetrak's security implementations. Additionally, this page serves to
provide more information than what is provided on our website.

Did you actually want to read about the Security page in Issuetrak? Click here to read about
that instead.

Issuetrak Cloud

Before we get into the security measures within the product and within the Issuetrak Cloud,
it's a good idea to see the division of security responsibilities.

Below is a chart that shows what you are responsible for as the customer and administrator
of your site, what Issuetrak is responsible for as the custodian of your data, and what
Amazon Web Services (AWS) is responsible for as the infrastructure provider.

Issuetrak SaaS Solutions Shared Responsibility Model

for Privacy and Data Security

=
Responsible for User Define Role Assign Users to

Customer security IN the Account and ]
application Management Permission Model LRIl

Application, authentication/authorization mechanisms, RBAC based
access management, backups

Operating System, virtual network (segmentation/tiering), VPC-level
firewall (ACL), AWS security groups, 0S-level firewall

Client-side data Server-side encryption . .
encryption and (file system, and/or Network tr_afflc p"rotf:ctlo!'l
data integrity data storage/db) (encryption/integrity/identity)

AWS global Edge

Responsible
for providing
Saa$ security
in the cloud

Responsible for
providing security
for the cloud itself

infrastructure Locations
Availability zones '

Connection Strings

Connection strings are used by a web server to specify the basic connection and
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authentication information to use when connecting to another server. Issuetrak is divided
into four entities that handle different aspects of the product and intercommunicate. Each of
these entities use different connection strings.

e Classic ASP: Optional DPAPI encryption is supported. You can learn how to use DPAPI
encryption in this article.
o The file is called Connection-Strings.asp and is located in the Connect folder
within Issuetrak's web directory.
e MVC (Core) Application: Encrypted by default.
o The file is called web.config and is located in the Core folder within Issuetrak's
web directory.
e Services: Encrypted by default.
o The file is called Issuetrak.Services.Global.xml and is located in C:\Program
Files (x86)\Issuetrak\Common\Configuration\Services
e API Application (Optional): Encrypted by default.
o The file is called web.config and is located in the API folder within Issuetrak's
web directory.

Web Traffic

This section explains how Issuetrak configures sites to behave within Internet Information
Services (IIS).

HTTP Module

We've added HttpModuleLoader via Issuetrak. Middleware. HttpModule.dll into the product.
This provides the framework for various security remediations.

Request Filtering

These settings can be found in the Request Filtering section of each Issuetrak site in IIS.
Some of these will only be displayed by clicking Edit Feature Settings along the right-hand
side.

e Request strings containing less-than (<) or greater-than (>) signs are denied by default.
Such request strings could allow malicious content to be injected into a page.

e GET and POST request verbs are allowed on the Core, Classic, and API sites, while the
PUT verb is allowed only on API sites.

e \erbs not explicitly listed as allowed are disallowed.

e The API site, if deployed, is configured to allow double escaping.

e Maximum allowed request content length for the Core site is capped at 52,428,800
bytes.

e Maximum allowed request content length for the API site is 50,000,000 bytes.

e Maximum URL length in bytes is set to 2048 for all Issuetrak sites.
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e Maximum query string in bytes is set to 1024 for all Issuetrak sites.

Additionally, here is a list of HTTP request headers that are filtered, along with their
maximum request lengths:

Content-type: 100 bytes
Translate: 0 bytes

If (all headers starting with If): 0 bytes
Lock-Token: 0 bytes
Transfer-Encoding: O bytes

URL Rewrite Rules

The Issuetrak deployment tools leverage the 1IS URL Rewrite module to set inbo